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Abstract

The growing number of intrusions on the information systems (in the context of
this thesis, information system is understood as a host i.e. end system such as a
personal computer, server, etc. but not the network equipment or traffic) level re-
quires more sophisticated methods to combat cyber-attacks. A significant loss for
companies is expected if those actions are not recognised and averted. The intru-
sion detection systems (IDS) and antivirus applications (AV) are the main ap-
proaches to combat host-level cyber-attacks. The problem is that most popular
solutions are utilising signature-based methods which are incapable of detecting
new and emerging attacks.

Anomaly-based IDS are designed to detect zero-day attacks with much
higher accuracy than signature-based. Typically, these systems utilise statistical
or machine learning methods to perform the task. Unfortunately, an enormous
amount of data is required to train and validate anomaly-based systems. Currently,
host-based intrusion detection systems (HIDS) lack such data in comparison with
network-based systems (NIDS) and a new extensive dataset would contribute to
host-based intrusion detection research.

This dissertation consists of an introduction, four main chapters and general
conclusions. The first chapter introduces existing intrusion and malware detection
methods as well as approaches to data collection techniques. Existing datasets,
machine learning (ML) and deep learning (DL) methods, currently used in HIDS,
are reviewed at the end of chapter one. The second chapter proposes a robust
method of dataset generation of malicious activity for anomaly-based HIDS train-
ing as well as introduces the generated Attack-Caused Windows System Calls
Traces Dataset (AWSCTD) and its characteristics. The third chapter investigates
ML methods applicability in intrusion and malware detection with the newly pre-
sented host-level dataset. Chapter four discusses the application of vanilla and
advanced DL methods trained with the newly generated dataset: the new DL mod-
els are proposed and compared with already recognised state-of-the-art models.

The experiments and analysis performed have demonstrated that the utilisa-
tion of virtualisation technologies allows the effective automation of dataset gen-
eration in cases where data-generating systems should be securely isolated. Sim-
ple ML methods are not sufficient for the host-level and malware detection task
compared to DL methods due to comparatively low (90-92%) accuracy. Further-
more, the proposed static single-flow DL model outperformed already recognised
state-of-the-art models in the intrusion detection task. Lastly, the sequence of 600
first system calls from Windows applications allows achieving more than 95%
detection accuracy that is enough to perform the majority of anomaly-based intru-
sion and malware detection tasks adequately.



Reziume

Augantis kompiuterio lygmens jsibrovimy kiekis reikalauja vis sudétingesniy me-
tody panaudojimo prie$ kibernetines atakas. Jei metodai néra atnaujinami — jmo-
nés patiria didelius nuostolius. Kompiuterio lygmens kibernetiniy ataky aptikimui
naudojamos jsibrovimo aptikimo sistemos ir antivirusinés programos. Parasais
paremty metody naudojimas populiariausiuose produktuose lemia tai, kad neap-
tinkamos naujos ir populiaréjancios atakos.

Anomalijomis paremtos jsibrovimo aptikimo sistemos yra suprojektuotos ap-
tikti nulinés dienos atakas didesniu tikslumu, nei parasais paremti metodai. Stan-
dartiskai, savo darbui atlikti, Sios sistemos naudoja statistinius arba ML (angl.
Machine Learning) paremtus metodus, ta¢iau $iy sistemy apmokymui ir validaci-
jai reikalingi dideli duomeny kiekiai. Naujas i§samus duomeny rinkinys padéty
kompiuterio lygmens jsibrovimy aptikimo tyrimams, nes Siuo metu kompiuterio
lygmens jsibrovimo aptikimo sistemos turi nepakankama kiekj duomeny palygi-
nus su tinklo lygmens sistemomis

Disertacijg sudaro jvadas, keturi pagrindiniai skyriai ir bendrosios isvados.
Pirmame skyriuje pristatomi jsibrovimy ir kenksmingo programinio kodo apti-
kimo metodai informacinése sistemose bei aptariami egzistuojantys kompiuterio
lygmens duomeny rinkiniai, skirti anomalijomis paremty sistemy apmokymui.
Pirmo skyriaus pabaigoje aprasomi ML ir DL (angl. Deep Learning) metodai nau-
dojami kompiuterio lygmens jsibrovimy aptikimui. Antrame skyriuje pristatomas
patikimas biidas anomalijomis paremty jsibrovimo sistemy apmokymui skirto
duomeny rinkinio kiirimas, bei apraSomas surinktas AWSCTD (angl. Attack-Cau-
sed Windows System Calls Traces Dataset) duomeny rinkinys ir jo parametrai.
Trec¢iame skyriuje jvertinamas klasikiniy ML metody pritaikomumas jsibrovimo
ir kenksmingo programinio kodo aptikimui panaudojant AWSCTD. Ketvirtame
skyriuje aptariamas paprasty ir sudétingy DL metody panaudojimas apmokant
juos su AWSCTD.

Atlikti eksperimentai ir jy analizé parodé, kad virtualizacijos technologijy
panaudojimas leidzia efektyviai automatizuoti duomeny rinkinio kiirima, kai nau-
dojamos sistemos turi biiti saugiai izoliuotos. Dél Zemo tikslumo (90-92 %) pap-
rasti ML metodai yra neperspektyvis atlikti kompiuterio lygmens jsibrovimo ir
kenksmingo programinio kodo aptikimo uzduotims, palyginus su DL metodais.
Be to, jsibrovimo uzduotyje pasiilytas statinis vieno srauto DL modelis pade-
monstravo geresnius rezultatus, nei jau pripazinti modeliai. Galiausiai, pirmyjy
600 sisteminiy funkcijy sekos iskviestos Windows operacingje sistemoje, leidzia
pasiekti didesnj nei 95% aptikimo tiksluma, kuris yra daugiau nei pakankamas
tinkamam didziosios dalies anomalijomis paremto jsibrovimo ir kenksmingo
programinio kodo aptikimo uzduoties atlikimui.
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Abbreviations
Al — artificial intelligence;

AIDS — anomaly-based intrusion detection system;

ANN - artificial neural network;
AV — anti-virus;

Notations

AWSCTD - attack-caused windows OS system calls traces dataset;

BPTT — backpropagation through time;
BSM - basic security module;

CNN - convolutional neural networks;
DBN - deep belief network;

DL — deep learning;

EER — effective error rate;

FAR — false alarm rate;

FNR — false negative rate;

FPR — false positive rate;

HIDS — host-based intrusion detection system;
HMM — hidden Markov model;

ICS — industrial control systems;

ID — intrusion detection;

IDES - intrusion-detection expert system;
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IDS — intrusion detection system;

LSTM - long short-term memory;

MAE — Mean absolute error;

MCC — Mathews correlation coefficient;

ML — machine learning;

MLP — multi layer perceptron;

NIDS — network-based intrusion detection system;
NN — neural network;

NSM — network security monitor;

RMSE — root mean square error;

RNN — recurrent neural networks;

ROC - receiver operating characteristic;

SCADA - supervisory control and data acquisition systems;
SIDS - signature-based intrusion detection system;
SONN - self organizing neural networks;

SVM — support vector machines.
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Introduction

Problem Formulation

The increasing number of cyber-attacks requires an adoption of more sophisti-
cated methods for host-level malware and intrusion detection. The widely used
method of signature-based intrusion detection is failing to detect zero-day and
emerging attacks. In addition, attacks specially designed for the particular target
are also undetectable (Xie & Hu, 2013).

Another problem is that network-based intrusion detection systems are dom-
inating the field and contain a sufficient number of datasets for training anomaly-
based intrusion detection methods. Host-based intrusion and malware detection
systems, on the other hand, are lacking datasets of good quality. However, HIDS
and AV systems are receiving more attention due to the fact that they provide
more information about intrusion and can prevent from significant damage (e.g.,
alteration of critical system files) as well as offering an additional layer of security
(Kozushko, 2003). Furthermore, the existing HIDS datasets are mostly covering
a Linux OS and are missing Windows OS — the most popular operating system for
desktop machines according to the statistics (StatCounter Global Stats, 2019).

Anomaly-based methods are helping to improve cyber-attack detection rates,
especially for zero-day and polymorphic malware attacks. The main idea of anom-
aly-based methods is to retrieve a standard behaviour profile from a user or system
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2 INTRODUCTION

and mark non-expected actions as an intrusion (with the respect of threshold val-
ues) (Aldweesh et al., 2020).

In recent years, after computer hardware has been improved (especially
graphics cards) — deep learning (DL) methods have been used to increase anom-
aly-based intrusion detection systems accuracy and lower false alarm rate (Hwang
etal., 2019).

Relevance of the Thesis

Researchers studying intrusion and malware detection systems are using compli-
cated machine learning models to achieve characteristics that can be acceptable in
real-world usage. This approach has two problems: these models require an enor-
mous amount of data for training, and they use a significant amount of computer
resources.

Additionally, the abundance of network-based datasets is steering research-
ers to investigate only one aspect of the problem. Malicious actions detection on
one layer of an information system can lead to an undetected cyber-attack in an-
other one, i.e. host level. Most existing datasets suggest that intrusion can only
come from network and Linux OS-based computers. On the contrary, Windows
OS-based systems are still the most popular ones on end-user machines.

The dataset problem can be solved straightforwardly —a novel robust method
for such a dataset generation must be proposed and implemented. Creation of a
dataset provides a basis for further research on ML and DL methods effectiveness
for host-level intrusion and malware detection task.

Research performed utilising the proposed AWSCTD dataset on the effec-
tiveness of different ML and DL methods and models has allowed identifying the
most effective approaches for further use in practical system implementation and
directions for further research.

The Object of Research

The object of the present study is the application of ML and DL methods for host-
level intrusion and malware detection in information systems.

The Aim of the Thesis

The aim of the research is to improve anomaly-based host-level intrusion and mal-
ware detection metric values by applying ML and DL methods.
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The Tasks of the Thesis

In order to achieve the aim of the thesis, the following tasks have to be solved:

1. To perform a scientific literature review on the current state of
ML/DL methods and available Windows OS datasets used for host-
level intrusion and malware detection.

2. To propose a robust method for generating a comprehensive dataset
of classified actions by malicious and benign applications that can be
used as a basis for further research on ML and DL methods effec-
tiveness for host-level intrusion and malware detection task.

3. To perform experimental evaluation and applicability analysis on the
basis of the identified metrics for the host-level intrusion and mal-
ware detection task of the following data analysis methods:

3.1. Existing most widely used ML methods;
3.2. Existing most widely used vanilla DL methods;
3.3.  Existing and newly proposed/modified advanced DL methods.

Research Methodology

The quantitative methodology has been used for this thesis. In order to get better
insight into the possibilities for improvement of the intrusion and malware detec-
tion, literature review of current methods and used datasets have been conducted
with focus on host-based field. Later, several experiments have been executed to
collect novel dataset for intrusion and malware detection and determine best per-
forming ML and DL methods. The HP ProLiant DL 380 G6 server and author
proposed methods have been used for novel dataset generation. The computer
with Intel i7-7500U 2.70 GHz processor, 8 GB RAM and Windows 10 operating
system and Weka 3.8 software have been used to determine best ML methods for
malware classification. The computer with Intel i5-3570 3.80 GHz processor,
GTX 1070 GPU, 16GB RAM, Ubuntu 18.04.3 LTS operating system and libraries
of Keras and Tensorflow have been used to determine best DL methods for intru-
sion and malware detection. Data gathered was compared with typical ML and
DL metrics: accuracy, precision, recall, f-1 score, false positive rate, false negative
rate and classification error.
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Scientific Novelty of the Thesis

The scientific novelty of this study is specified as follows:

1. Anovel host-based dataset (AWSCTD) was created in order to be used
for anomaly-based intrusion and malware detection in Windows oper-
ating system. It includes a vast humber of system calls of malicious
and benign applications and has an advantage against currently exist-
ing datasets by amount and type of data collected. The dataset was
created using the proposed robust method developed by the author of
the thesis.

2. A novel approach to use existing vanilla dynamic CNN-based model
for the classification of malicious and benign applications by sequence
calls as the feature vector has been proposed. The existing dynamic
CNN-based model, identified experimentally, outperforms more ad-
vanced CNN-based and sequence-based RNN models used by other
researchers in almost all evaluation metrics or allows achieving similar
results while demonstrating better time consumption rates. The accu-
racy achieved for malicious and benign applications classification has
reached 99.1-99.3% when using AWSCTD dataset for model training
and using 1000 of subsequent system calls.

3. A novel previously unused single-flow static CNN-based model has
been proposed for anomaly-based intrusion and malware detection by
using system calls generated by applications as the feature vector. The
proposed method outperforms the state-of-the-art dual flow static
models in terms of accuracy, training and classification time when us-
ing AWSCTD dataset.

Practical Value of the Research Findings

The achieved results are significant both from the theoretical and practical points
of view for the crucial task of anomaly-based intrusion detection in information
systems as today more and more cyber-attacks are emerging, and are specifically
targeted and conventional signature-based methods are no longer working.

The novel extensive AWSCTD dataset produced will allow researchers to
continue experiments for the improvement of anomaly-based HIDS as currently a
significant number of datasets are created for NIDS. The current datasets targeted
at HIDS are limited and lack essential features.



INTRODUCTION 5

The achieved accuracy of 99.1-99.3% and classification time needed
(0.00223s) to perform the malicious/benign classification task, i.e. attack or mal-
ware detection, insures practical reliability and performance rates for the proposed
methods and models applicability in commercial IDS and AV systems in possible
combination with classical signature-based methods, where the latter would be
used for reliable known attack classification, while anomaly-based methods (va-
nilla dynamic CNN-based model and novel single-flow static CNN-based model)
would be used for non-identified suspicious cases.

Defended Statements

The following statements, based on the results of the present thesis, may serve as
the official hypotheses to be defended:

1. ML methods are less effective for the host-level and malware detection
task compared to DL methods due to comparatively low (90-92%) accu-
racy when subsequent system calls generated by malware are used for
classification task.

2. Vanilla models outperform complex state-of-the-art dual-flow static deep
learning models on univariate time series data used for host-level intru-
sion and malware detection task, when AWSCTD is used for model train-
ing.

3. The sequence of 600 foremost system calls from Windows applications
allows achieving more than 95% detection accuracy that is enough to al-
low the application of identified or proposed DL techniques in hybrid or
enterprise-oriented security solutions that combine automatic detection of
the major part of anomalies leaving unclear cases for human-expert,
meanwhile full automation of the detection process and 99.3% accuracy
can be ensured by using the first 2000 system functions.

Approval of the Research Findings

The results of the dissertation were published in 6 scientific publications. 3 of
them are published in Clarivate Analytics (also referred to as Thomson Reuters)
Web of Science databases refereed journals. 3 are published in conference pro-
ceedings. The author has also made 6 presentations at international and domestic
scientific conferences:

— The 13th Junior Researchers Conference “Science — Future of Lithuania”
on IT Security and Information Systems, 2010, Vilnius, Lithuania.
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— The 20th Junior Researchers Conference “Science — Future of Lithuania”
on IT Security and Information Systems, 2017, Vilnius, Lithuania.

— The 13th International Baltic Conference On Databases And Information
Systems (Baltic DB&IS 2018), Trakai, Lithuania.

— The second International Scientific Conference on Security (CONFSEC
2018), Borovets, Bulgaria.

— The 24th International Nordic Conference on Secure IT Systems
(NordSec 2019), Aalborg, Denmark.

— The 11th International Workshop Data Analysis Methods for Software
Systems (DAMSS 2019), Druskininkai, Lithuania.

Structure of the Dissertation

The scientific work consists of an introduction of the dissertation, four main
chapters, general conclusions, references, list of author’s publications and an-
nexes. The total scope of the dissertation — 156 pages without annexes. There are
54 pictures and 47 tables in the text. 228 references were used in the dissertation
text.



Literature Review on Host-Level
Intrusion and Malware Detection
Techniques on the Information
Systems

This chapter reviews techniques used to detect cyber-attacks against information
systems and the importance of intrusion detection. The primary definition of in-
trusion detection is given. An explanation is provided on the intrusion detection
task implementation and operation cases, determined by the IDS placement on the
network level, end-user machines or application of a hybrid approach. Various
methods of data analysis for intrusion detection such as statistical, machine learn-
ing and deep learning are discussed with a comprehensive analysis of datasets
used to develop such methods. This chapter concludes with the clarification of the
main objective and tasks of the present investigation, as well as a summary of the
literature review findings.

Analysis presented in this Chapter was published in (Ceponis & Goranin,
2018; Goranin & Ceponis, 2018; éeponis & Goranin, 2020b).



8 1. LITERATURE REVIEW ON HOST-LEVEL INTRUSION AND MALWARE ...

1.1. Current Tendencies in Malware and Host-Level
Intrusion Prevalence

A cyber-attack is often described as any kind of malicious activity that attempts
to collect, disrupt, deny, degrade, or destroy information system resources or the
information itself. As stated in the report of the year 2019 by the National Cyber
Security Centre of Lithuania, cybercrimes increased three times compared to the
previous period (Krasto apsaugos ministerija, 2020). Intrusion to information sys-
tems and propagation of malicious applications was the most popular type of in-
cidents. On the global scale, according to a 2019 Symantec Internet Security
Threat Report — 23% of attack groups were using zero-day vulnerabilities. Addi-
tionally, ransomware infections in 2018 have grown by 12% for the enterprises
(Symantec, 2019). The Data Breach report of 2019 is stating that globally, 60%
of companies say they have been breached at some point in their history, with
30% having experienced a breach within the past year alone. In the U.S., the num-
bers are even higher, with 65% ever experiencing a breach, and 36% within the
past year (Thales, 2019). One of the latest incidents: LifeLabs Medical Laboratory
Services, Canada’s largest lab testing company, has paid a ransom after a major
cyberattack led to the theft of lab results of 85,000 Ontarians and potentially the
personal information of 15 million customers (Kiladze, 2019). Industrial control
systems (ICSs) are another critical attack vector targeted by the cyber-criminals
(Gonda, 2014). In recent years there have been several important incidents in
global ICSs. With the help of operating system vulnerabilities, an Iranian nuclear
power station was attacked by Stuxnet in 2010 (Yang et al., 2014). Stuxnet, as it
came to be known, was unlike any other virus or worm that came before. Rather
than simply hijacking targeted computers or stealing information from them, it
escaped the digital realm to wreak physical destruction on equipment the comput-
ers controlled (Radziwill, 2018). Later, in 2014, the ICSs in the energy field of
Europe and the United States have been attacked by the Havex. It has been used
to target supervisory control and data acquisition (SCADA) systems. In this inci-
dent, three ICS vendor websites were compromised, so miscreants could replace
legitimate software installers hosted on sites with ones that had a trojan Havex
RAT integrated (Walker, 2014). There is no doubt that to run critical infrastructure
or enterprise steadily and reliably intrusion and malware detection systems are
one of the most valuable critical tools. It can prevent from data loss, downtime
and damaged equipment as stated above.
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1.2. The Introduction to Intrusion and Malware
Detection Systems on Host-Level

Intrusion detection systems (IDS) is a system dedicated for monitoring user and
application activity on a company network and computers and alerting of possible
attack attempts. The more precise definition of the intrusion detection system is
provided by (Bace & Mell, 2001) and defines IDS as “the process of monitoring
the events occurring in a Computer system or network and analysing them for
signs of intrusions, defined as attempts to compromise the confidentiality, integ-
rity, availability, or to bypass the security mechanisms of a computer or network™.

Malware is a collective term for any malicious software which enters the sys-
tem without the authorisation of the user of the system. The term malware comes
from combining the two words malicious and software, and to be used to indicate
any unwanted software. It was defined, by G. McGraw and G. Morrisett as “any
code added, changed, or removed from a software system in order to intentionally
cause harm or subvert the intended function of the system” (McGraw & Morrisett,
2000). A malware detection application/system (detector) is usually placed on the
end-user machine (host-level). A malware detection program is a computational
function that works in a domain which contains a collection of application pro-
grams, and a collection of malicious and benign programs. The detector program
analyses the programs which belong to the set of application programs to find
whether it is a benign (normal program), or a malware (malicious program).

An architectural framework of a generic intrusion detection system is shown
in Figure 1.1. The system generally contains, but is not limited to, the following
components (Lazarevic et al., 2005):

— Data gathering device (sensor) is responsible for collecting data from the
monitored system.

— Detector (Intrusion Detection (ID) analysis engine) processes the data
collected from sensors to identify intrusive activities.

— Knowledge base (database) contains information collected by the sensors,
but in pre-processed format (e.g. knowledge base of attacks and their sig-
natures, filtered data, data profiles, etc.). This information is usually pro-
vided by network and security experts.

— Configuration device provides information about the current state of the
intrusion detection system (IDS).

— Response component initiates actions when an intrusion is detected. These
responses can either be automated (active) or involve human interaction
(inactive).
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Fig. 1.1. Generic architecture of intrusion detection system (Lazarevic et al., 2005)

In 2005 already mentioned Lazarevich and his colleagues undertook research
on intrusion detection systems taxonomy. They combined previous attempts (pro-
duced in 1999 and 2000) and proposed a taxonomy to classify intrusion detection
systems according to their information source, analysis strategy, time aspects, ar-
chitecture and response types (Axelsson, 2000; Lazarevic et al., 2005). Proposed
taxonomy of IDSs can be seen in Figure 1.2.
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strategy
Misuse Detection
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Off-line prediction
Architecture

Centralized \

Distributed & heterogencous|
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Fig. 1.2. Taxonomy of intrusion detection systems according to proposed six criteria
(Lazarevic et al., 2005)
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The first criteria are the source of the data because the data is the primary
source of information on actions executed on the monitored system. The primary
sources of data are as follows:

— Audit trails (system logs) on host;
— Network packets/connections;

— Applications logs;

—  Wireless network traffic;

— Other sensors or intrusion detection systems alerts;

The analysis strategy defines how does decision is evaluated by IDS. If IDS
is looking for already defined actions, events or log records — it is using a method
of misuse or signature detection. If IDS is looking for abnormal events, traffic or
behaviour in the monitored system — it is using an anomaly-based strategy.

The time aspects are used to categorise the IDSs into on-line IDSs that detect
intrusions in real-time and off-line IDSs that usually first store the monitored data
and then analyse it in batch mode for signs of intrusion.

The aspect of architecture points to audit data collection method: data can be
collected from many different sources in a distributed fashion, or from a single
point using the centralised approach. The former method has one advantage — it
can provide more information on global and coordinated attacks.

The IDS response can be either reactive or proactive. Reactive IDS only log
the exact attack event with all required information (time, location, affected sys-
tem parts and etc.) and notifies security personnel. The proactive system is de-
signed to execute specific tasks on the attack: logging out possible attackers, clos-
ing down services or closing security holes. Proactive systems are called intrusion
prevention systems.

1.2.1. Intrusion Detection System Location

The capabilities of IDS largely depend on the data it has available (Modi et al.,
2013), and for that reason, location is a critical architectural decision. Despite the
aforementioned IDS classification by data source criteria, the network and host
located IDS classification can be coarsely used as two main types: Host-based IDS
(HIDS) and Network-based IDS (NIDS). HIDS inspect data that originates from
the host system and audit sources, such as operating system, window server logs,
firewalls logs, application system audits, or database logs (Creech & Hu, 2014).
However, there are IDSs that utilise both network and host data, usually with the
goal of achieving more complete visibility of a host. They are called hybrid (or
distributed) intrusion detection systems and usually provides better attack scope
(Y. Linetal., 2010). For example, in one of the earliest intrusion detection systems
developed by (Snapp et al., 1991), Haystack (Smaha, 1988) was used on each host
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to detect local attacks, while network security monitor (NSM) (Heberlein et al.,
1990) was utilised to monitor the network. Both systems, Haystack and NSM,
send information to the DIDS Director, where the final analysis is performed.

With the rapidly growing popularity of the Internet services, there has been
an increasing number of attacks aimed at the network itself (e.g. spoofing, TCP
hijacking, port scanning, ping of death) that cannot be (at least not easily) detected
by examining the host audit trail alone. These reasons have led to the development
of specific tools that sniff network packets in real-time and facilitate searching for
network attacks (Lazarevic et al., 2005). NIDS monitors the network traffic that
is extracted from a network through packet capture, NetFlow, and other network
data sources. Network-based IDS can be used to monitor many computers that are
joined to a network. NIDS is able to monitor the external malicious activities that
could be initiated from an external threat at an earlier phase, before the threats
spread to another computer system. On the other hand, NIDSs have limited ability
to inspect all data in a high bandwidth network because of the volume of data
passing through modern high-speed communication networks (Bhuyan et al.,
2015). NIDS are deployed at a number of positions within a particular network
topology, together with HIDS and firewalls, can provide a concrete, resilient, and
multi-tier protection against both external and insider attacks.

The basic components of a generic anomaly-based NIDS system architecture
are listed below (Bhattacharyya & Kalita, 2013):

— Traffic Capture: Traffic capturing is an important module in any NIDS.
The raw traffic data is captured at both packet and flow levels. Packet
level traffic can be captured using a common tool, e.g., Gulp, Wireshark,
tcpdump and then pre-processed before sending to the detection engine.
Flow level data, in case of the high-speed networks, is composed of infor-
mation summarised from one or more packets. Some common tools to
capture the flow level network traffic include Nfdump, NfSen and Cisco
Netflow.

— Anomaly Detection Engine: This is the heart of any network anomaly de-
tection system. It attempts to detect the occurrence of any intrusion, either
online or offline. In general, any network traffic data needs pre-processing
before it is sent to the detection engine. If the attacks are known, they can
be detected using a misuse detection approach. Unknown attacks can be
detected with the anomaly-based approach using an appropriate matching
mechanism.

— Reference Data: The reference data stores information about signatures
or profiles of known intrusions or normal behaviour.

— Configuration Data: Intermediate results such as partially created intru-
sion signatures are stored as configuration data.
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— Alarm: This component of the architecture is responsible for the genera-
tion of an alarm based on the indication received from the Detection En-
gine.

— Post-Processing: This is an important module that processes the gener-
ated alarms for diagnosis of actual attacks. Appropriate post-processing
activities can help reduce the false positive rate significantly.

— Security Manager: Stored intrusion signatures are updated by the Security
Manager (SM) as and when new intrusions become known.

It is worth mentioning one of the main NIDS disadvantages. If the incoming
traffic is encrypted, then the detection engine is rendered useless because it cannot
search for patterns of misuse in the payload of network packets. For example,
attacks on encrypted protocols such as HyperText Transfer Protocol Secure
(HTTPS) cannot be read by an IDS. The IDS cannot match the encrypted traffic
to the existing signatures if it doesn’t interpret the encrypted traffic. Therefore,
examining encrypted traffic makes it difficult for detectors to detect attacks
(Butunetal., 2014). For example, packet content-based features have been applied
extensively to identify malware from regular traffic, which cannot be readily ap-
plied if the packet is encrypted. This challenge encourages investigators to use
statistical network flow features, which do not rely on packet content (Camacho
et al., 2016). As a result of this, attacks through an encrypted network can poten-
tially be identified from normal traffic.

The elite IDSs detect as much malicious traffic as possible and reduce the
number of false alarms. There are a number of commercial IDSs available in the
market such as Juniper, McAfee, Cisco, Symantec etc. (Scarfone et al., 2007). The
commercial IDS generally do not provide the ideal performance as advertised and
could compromise computer network security (Shah & lssac, 2018). Like the
commercial IDSs, there are a number of open-source IDSs available such as Snort,
Suricata and Zeek (formerly Bro) (Tirumala et al., 2015).

Host-based intrusion system (HIDS) is located on endpoint user machine and
monitors user and host operating system behaviour and was the first type of IDS.
A generic HIDS architecture is similar to NIDS provided in Figure 1.3. only in-
ternet traffic capture module is replaced with a host system data capture module
(as stated before — this taxonomy is based on data source). A HIDS system will
require some software that resides on the system and can scan all host resources
for activity; some just scan syslog and event logs for activity. It will log any ac-
tivities it discovers to a secure database and checks to see whether the events
match any malicious event record listed in the knowledge base (Grimmer et al.,
2018). HIDS can use the following data sources to perform its task:
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— System logs and system audit data: These records keep information on

operating system generated records that contain information about oc-
curred events: warnings, errors, system failures, etc. (Rice & Borgman,
1983). Logs can also be produced by the applications executed on the op-
erating system. Application logs can contain information about user ses-
sions, such as login time, user-program interactions, authentication result,
etc. Logs produced by the operating system are typically called system
logs, while log records produced by the applications are usually referred
to as audit data (W. Lee et al., 1998). The performance of the target system
is the main challenge when analysing log/audit data: this task is CPU in-
tensive and typically requires human expertise. Furthermore, log analysis
requires that all performed actions by the OS are stored and only then
feature extraction and classification can be executed. Several solutions
have been proposed on how to improve typical log-based systems. For
example, Reuning suggested an anomaly-based approach with Bayesian
probability theory and the term frequency inverse document frequency
(TF-IDF) information retrieval technique (Reuning, 2004). The results
achieved with DARPA99 dataset show a high false-positive rate and
many undetected attacks. The conclusion of such research was that the
proposed method could be a valuable component of a larger IDS.
Tchakoucht et al. conducted an experiment with a health information sys-
tem consisting of three users, a patient, doctor, and an administrator, in-
cluding their behaviour over 30 days (Ait Tchakoucht et al., 2015). The
results generated a sizable increase in successfully identifying users and
a large decline in false positives in comparison with previous similar
work. Two constraints have been identified: when the user behaviour
changes significantly over time, it produces an increase of false-positive
rate and the method may not work properly when the data is huge (huge
number of users and for a long duration of audit time). One of the latest
research papers by Wang & Zhu propose a centralised HIDS model for
the private cloud computing environment based on OpenStack (Zhijian
Wang & Zhu, 2017). Comparing the new centralised HIDS with a tradi-
tional HIDS shows that it achieves better performance in reducing CPU
and Memory utilisation, in the case of ensuring detection accuracy and
real-time. Mehnaz & Bertino presented a HIDS that profiles users based
on their file-system access patterns and detects anomalies (Mehnaz &
Bertino, 2020). The mentioned solution has 98.7% accuracy in identifying
malicious users files access;

System calls: System call tracing is a popular source of data for intrusion
detection as unusual system call sequences can produce evidence of po-
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tential irruptions. System calls as the data source for intrusion and mal-
ware detection nowadays are more popular than log files. The main reason
for that is that they depict primary data produced by the applications
(Creech & Hu, 2014) (both legal and malicious), and there is no filtering,
interpretation, nor processing applied. Application of system calls for the
intrusion detection task is widely discussed, and its popularity is increas-
ing as new training datasets and machine learning (ML) or DL methods
arise (Wagas Haider et al., 2016; Sharafaldin et al., 2018; Tran et al.,
2018). As system calls are one of the richest information sources for
HIDS, it had been selected as the main thesis point of interest. For that
reason the review of system calls usage research is moved to a separate
section;

Windows registry: Windows operating system configuration settings for
all programs and hardware on that host are placed in Windows registry.
All processes use the registry to achieve their goals. Since malware also
falls into that scope (Monika et al., 2016), Windows registry analysis can
be seen as a source for analysis by anomaly-based HIDS, while the ma-
jority of existing HIDS solutions simply monitor and react to modifica-
tions made to the registry (Hay et al., 2008). Contrarily, in 2002, Apap
et al. proposed a Registry Anomaly Detection (RAD) system (Apap et al.,
2002). They have shown that registry activity is regular, and described
ways in which attacks would generate anomalies in the registry. This type
of intrusion detection would improve protection from zero-day attacks.
Later, two papers proposed to use one-class support vector machines for
registry anomaly detection (Heller et al., 2003; Stolfo et al., 2005). Un-
fortunately, they both concluded that RAD with the probabilistic approach
of Apap et al. is much more accurate. Topallar et al. proposed to use Self-
Organising Maps for RAD systems (Topallar et al., n.d.). The results of
this study show that the proposed system is effective in detecting the be-
haviour of malicious software and has a low rate of false alarms compared
to other host-based intrusion detection systems;

File system: File system changes are typically made by intruders (changes
to configuration files, the introduction of new users, cleaning of log files
to hide the intrusion traces, etc.) and malicious applications (code hiding,
installation files, etc.). One of the most popular HIDS that monitors
changes in critical files is Open Source Host-based Intrusion Detection
System (OSSEC) (Hay et al., 2008; Lhotsky, 2013). It runs both on Win-
dows and Linux operating systems as agent and reports file changes to the
central server. Another notable HIDS is Samhain and Open Source Trip-
wire. Samhain provides file integrity checking and log file monitor-
ing/analysis, as well as rootkit detection, port monitoring, detection of
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rogue SUID executables, and hidden processes (Tirumala et al., 2015).
Tripwire, similarly, is a security and data integrity tool for monitoring and
alerting on file and directory changes (G. H. Kim & Spafford, 1994).
Other proposed HIDS systems that work with file system integrity moni-
toring are Disk-Based IDS (Griffin et al., 2003), Storage-Based IDS
(Pennington et al., 2003) and I13FS (Patil et al., 2004);

System performance: System performance parameters, such as central
processing unit (CPU), random access memory (RAM), network utilisa-
tion, etc., can also be seen as a valuable source for intrusion and malware
detection when exceeding the threshold barrier. For example, commercial
HIDS Enterprise Immune System by Dark-Trace utilises artificial intelli-
gence (Al) methods for detection of abnormal network flows. Moskovitch
et al. proposed to use machine learning techniques using computer meas-
urements, such as memory usage, disk usage, CPU usage, etc.
(Moskovitch et al., 2007). They concluded that it is possible to detect pre-
viously un-encountered worms using the proposed approach, which is
based on the computer “behaviour” (features). Vaas & Happa designed a
client-server architecture that observes process’ memory consumption
(Vaas & Happa, 2017). The reported results showed good performance of
the system, which also allows for real-time monitoring.

Table 1.1. HIDS and NIDS comparison

IDS NIDS HIDS
Location
Attacks detected by checking HIDS can check end-to-end en-
network packets. No additional | crypted communications behav-
software is required to install iour. No extra hardware required.
Advantages on each host. Can _check various Detect§ intrusions by checking
hosts at the same time. Can hosts file system, system calls or
view more global attack scope. | network events. Every packet is re-
assembled. Looks at the entire
item, not streams only.
Challenge is to identify attacks | Delays in reporting attacks. Con-
from encrypted traffic. Dedi- sumes host resources. Needs to be
cated hardware is required. It installed on each host. It can moni-
Limitations supports only the ideqtification tor atta_ck_s pnly on the machine
of network attacks. Difficult to | where it is installed.
analyse a high-speed network.
The most serious threat is the
insider attack.
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End of the Table 1.1

IDS NIDS HIDS

Location
Simple Network Management System logs and system audit data.
Protocol (SNMP). Network System calls. Windows registry.
packets (TCP/UDP/ICMP). File system. System performance

Data source .
Management Information Base | parameters.

(MIB). Router NetFlow rec-
ords.

As it can be seen from the description provided above, every type of IDS is
specifically designed to work in its environment. The best result is achieved when
both (or more) systems are used in the protection of the information system of the
enterprise/company. A brief comparison of HIDS and NIDS can be seen in Ta-
ble 1.1. HIDS and NIDS systems are both required because they provide signifi-
cantly different benefits. Detection, deterrence, response, damage assessment, at-
tack anticipation and prosecution support are available at different degrees from
the different technologies. Table 1.2 summarises these differences.

Table 1.2. Comparing the benefits of NIDS and HIDS (Kozushko, 2003)

Benefit HIDS NIDS
Deterrence | Strong deterrence for insiders. Strong deterrence for outsiders.
. Strong insider detection. Weak | Strong outsider detection. Weak
Detection . . s .
outsider detection. insider detection.
R Weak real-time response. Good | Strong response against outsider
esponse
for long-term attacks. attacks.
Damage Excellent for determining the Very weak damage assessment
Assessment | extent of compromise. capabilities.
Attack Good at trending and detecting None.
Anticipation | suspicious behaviour patterns.
Prosecution | Strong prosecution support ca- Very weak because there is no
Support pabilities. data source integrity.

1.2.2. Analysis Strategy of Detection

The first intrusion detection model was introduced in 1987 (Denning, 1987). It
was presented as an IDES (intrusion-detection expert system) model that provided
a sound basis for developing a powerful real-time intrusion detection capable of
detecting a wide range of intrusions related to attempted break-ins, masquerading
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(successful break-ins), system penetrations, Trojan horses, viruses, leakage and
other abuses by legitimate users, and certain covert channels. Since then, the ex-
pert systems evolved, and intrusion detection methods (analysis strategies) can be
broadly categorised into two main groups (Buczak & Guven, 2016):

— Signature-based (SIDS);

— Anomaly-based (AIDS).

SIDS is also known as Knowledge-based Detection or Misuse Detection and
is designed to detect known attacks with only a small number of false-positives.
It scans for pattern, that can be associated with known attacks against computer
systems. Those patterns (provided by human experts) can be: hardware related
parameters collection (CPU and RAM usage), the cryptographic hash value of
rootkit or error log generated by an attack (Hay et al., 2008). Also, known systems
vulnerabilities can be included in the signature database. Regular attacks patterns
database update is required to have a fully functional system. This method is not
effective against new (zero-day) and emerging cyber threats until they are added
to the database. The increasing number of zero-day attacks is gradually rendering
this this approach obsolete. Intruders can simply obfuscate their attack methods
to bypass the predefined intrusion signatures. SIDS are employed in numerous
common tools, for instance, Snort (Roesch, 1999) and NetSTAT (Vigna &
Kemmerer, 1998). As SIDS is increasingly outperformed by AIDS, new proposals
are still generated to increase its performance and tackle upcoming challenges.
For example, one of the main problems is capability to extract signature infor-
mation over multiple packets. This requires the IDS to remember the contents of
earlier packets. Several studies related to SIDS proposed to use signatures created
as state machines (Meiners et al., 2010), formal language string patterns or seman-
tic conditions (P. C. Lin et al., 2011).

The idea of anomaly-based intrusion detection is predicated on a belief that
an intruder’s behaviour is noticeably different from that of a legitimate user and
that many unauthorised actions are detectable. By design, this intrusion detection
type is effective against zero-day attacks by raising an alert on new action that is
not identified as a legitimate one (Chandola et al., 2009). Another advantage for
this type — detection algorithm can be tailored for a specific company, network,
or user, so it is very difficult for the attacker to select effective and non-detectable
intrusion actions. Numerous machine learning methods of clustering and classifi-
cation were applied for anomaly detection (Agrawal & Agrawal, 2015). The main
disadvantage of that type of intrusion detection is the high false alarm rates (FAR).
Large sets of training data are required to construct a normal behaviour profile,
and it must be updated constantly. For example, if AIDS is relying on a system
calls analysis, new system call traces are being generated along with an increasing
number of new Windows and Linux applications. As AIDS only holds normal
databases or data mining models of known behaviours, new normal system call
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traces that do not conform to the databases or models may be falsely regarded as
intrusions. It is also possible that malicious activity is included into the legitimate
activity training data — in that case, the intrusive activity will be legit in later de-
tection process. Therefore, it is extremely important to ensure the creation of “ster-

ile” datasets that would include separately legitimate or malicious actions.

Table 1.3. Differences between signature-based detection and anomaly-based detection
(H. Liu & Lang, 2019)

Feature SIDS AIDS
Detection Low false alarm rate; High Low missed alarm rate; High
performance | missed alarm rate. false alarm rate.
Detection High, decrease with the scale of | Dependent on model complexity.
efficiency the signature database.
Dependence | Almost all detections depend on | Low, only the feature design de-
on domain domain knowledge. pends on domain knowledge.
knowledge
Design based on domain Outputs only detection results,
Interpreta- . . - - -
tion knowledge, strong interpretative | weak interpretative ability.
ability.
Unknown at- | Only detects known attacks. Detects known and unknown at-
tack tacks.
detection

The signature-based method has been used since the first implementation of
intrusion detection systems and is now dominating the field. However, this type
of intrusion detection was tailored for times when malware and cyber-attacks were
spreading much slower than today and were more similar. Today, with existence
of polymorphic malware and targeted attacks (which increases the number of
zero-day attacks) — SIDS techniques progressively become less effective because
no prior signature exists for such attacks (Symantec, 2019). Numerous different
problems exist and are successfully resolved by applying AIDS solutions. For ex-
ample, Vaas & Happa used ML method to detect a malware that is disguised as a
legitimate program (Vaas & Happa, 2017). In another work, Chen et al. proposed
to used Hidden Markov Model to detect planned network attacks (Chen et al.,
2016). Conventional signature-based methods are failing at this particular task be-
cause of non-continuous attack profile. Canzanese et al. proposed how to use
SVM method to detect malware that is new (zero-day attack) (Canzanese et al.,
2015). A potential solution to aforementioned problems would be to adapt AIDS
methods, which operates by profiling what is an ordinary behaviour rather than
what is abnormal. All SIDS and AIDS differences can be seen in Table 1.3.
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The following section is analysing anomaly-based methods used in intrusion
detection. Furthermore, widely used Al and DL methods are introduced.

1.2.3. Events Prioritisation Problem in Intrusion and Malware
Detection Systems

Two types of operations have been introduced to solve the problem of AV and
IDS generated alerts classification (Alsubhi et al., 2008):

— Low-level (also called prioritisation) operations deal with each alert indi-
vidually to enrich its attributes or assign a score to it based on potential
risk.

— High-level (also called aggregation) alert management techniques, such
as aggregation, clustering, correlation, and fusion, were proposed to deal
with sets of alerts and provide their abstraction.

Both techniques have some disadvantages. High-level suffers from including
alerts that are not significant. That leads to inappropriate results and increased
load. The main problem with low-level techniques is that they have to automati-
cally examine all alerts generated and prioritise them for further inspection, which
also leads to improperly classified items.

In general, alert prioritisation operations use information from various do-
mains that can be gathered from the network. Security policy, network topology,
vulnerability analysis of network services and installed software, as well as asset
profiles are the most used factors affecting the prioritisation of alerts (Chakir et
al., 2018; Sadoddin & Ghorbani, 2006). The proposed systems use internal data-
bases, which provide all the required information about monitored network topol-
ogy. The security analyst can manually manage databases, or the system itself can
automatically update them with the help of Nmap tool (Lyon, 2018).

Some attempts were made to automate malware classification by system calls
(Kolosnjaji et al., 2016). However, authors do not motivate that task from the point
of view of further attack risk prioritisation, and the size of malware dataset they
used was twice smaller than in case of our experiments.

1.2.4. Techniques Used in Host-Based Intrusion and Malware
Detection

Techniques used for the malware detection on the host machine can be broadly
classified into three categories (similar to previously described IDS methods):
malware signature, malware binary code, and dynamic malware behaviour. A dy-
namic behaviour technique is similar to the anomaly-based detection technique as
it is using the knowledge of what is considered normal to find out what actually
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is malicious. Signature-based detection uses the knowledge of what is considered
as malicious to find out the maliciousness of the program under inspection.

— Signature-based technique. Commercial antivirus scanners look for sig-
natures which are typically a sequence of bytes within the malware code
to declare that the program scanned is malicious in nature and alert can be
raised. Signatures can be used to identify particular viruses in executables,
boot records, or memory with small error rate (Kephart & Arnold, 1994).
However, the signature-based method is expensive and slow. In addition,
this method is not effective against modified and unknown malicious ex-
ecutables. This disadvantage is the repetitive flaw of such method — intru-
sion and malware detection systems that are operating on signature-based
manner cannot detect new and emerging attacks on information systems.

— The binary code analysis technique. This is quite a popular method and is
often referred to as static analysis. Typically, APl names and strings from
malicious PE executables are extracted, and then this information is ana-
lysed with algorithms in order to find out the differences between mali-
cious and benign programs (H. S. Anderson & Roth, 2018). Analysing
malware by static analysis can achieve a very high detection speed, but
the packing technique makes an automatic static analysis more difficult.

— The dynamic behaviour technique. It analyses the behaviour differences
between malware and benign programs. This method needs to construct a
secure environment for malware execution (also known as a SandBox).
After execution, these behaviour records of each malware will be ana-
lysed to compare benign and malicious programs. Behaviour analysis can
extract more features about malware than static analysis, but it takes more
time than automatic static analysis because the static analysis does not
need to execute malware (Norouzi et al., 2016). Behavioural malware de-
tections have been proposed to overcome the limitations of static signa-
ture-based malware detection. Such detection captures the run-time be-
haviour of malware during its execution. Behavioural malware detection
relies on various dynamic properties as features such as file system activ-
ities, terminal commands, network communications, and system calls
(Alsulami et al., 2017). The detection function can be designed as in rule-
based or learned such as in ML or DL algorithms. Machine learning tech-
niques have been researched largely to build intelligent models that are
capable of distinguishing between benign and malicious applications. Of-
ten ML or DL techniques have an advisory role in the IDS framework,
and the human expert makes the final decision as a hybrid approach.

The main advantages and disadvantages of techniques used in host-based in-

trusion and malware detection can be seen in Table 1.4.
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Table 1.4. Advantages and disadvantages of the techniques used in host-based intrusion
and malware detection.

Technique | Advantages Disadvantages
Signature- | 1. Small false positive rate. 1. Technique is dependable
based 2. Better detection rate in comparison on signatures database to
with other techniques. Usually because | perform at best detection
this technique has good detection of rate. For such reason data-
known attacks. base must be updated fre-
3. Security personnel will save time on | quently.
false positives analysis. 2. Does not detect new at-
tacks or malware samples.
For such reason Zero Day
and evolving new attacks
are not detected.
3. Signatures must be
crafted and prepared before
insertion to the database.
Binary 1. High detection speed. 1. Also does not detect Zero
code analy- | 2. Analyses binary without execution. | Day and emerging malware,
sis It means that it can prevent possible that uses not known API
damage. calls configurations.
2. Packing technique pre-
vents from successful data
analysis.
Dynamic 1. Zero Day and emerging malware 1. False positives is the
behaviour and intrusion attacks can be detected. main problem of technique
2. Installed system can learn normal if training data is not exten-
behaviour from data generated by the sive.
information system (user behaviour). 2. If any malicious actions
Or it can be easily extended by adding | are performed when normal
new samples of benign/malicious ac- behaviour learning is exe-
tions (malware samples). cuted — trained model will
be compromised.

1.3. Anomaly-based Intrusion and Malware Detection

Anomaly detection is described as a process of finding the patterns in a dataset
whose behaviour is not normal or expected. These unexpected behaviours are also
termed as anomalies or outliers (Agrawal & Agrawal, 2015). Outlier detection has
been widely researched not only from the data mining perspective, but also in
statistics and machine learning. This task at first glance may appear simple, but
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that is not true. In most cases, data elements are called outliers only in a specific
type of context.

Outlier detection in literature is also represented as anomaly detection, devi-
ation detection, novelty detection, exception mining, etc. One important issue of
outlier detection is the nature of data. In outlier detection, perspective data is also
regarded as a point, object, record, vector, sample, observation, etc.

For outlier detection, there are two general data types: simple and complex.
Simple data is single typed real-valued low dimensionality attributes. Complex:
high dimensionality and different type (streaming data, sequence data).

In literature, a classification of outliers also exists. It depends on the provided
data and classification methods used to detect anomalies (Pathan, 2014):

— Point anomalies. When a particular data instance does not follow the rest
of the data, it can be assigned to the outlier class. As a realistic example,
consider car fuel expenditure. If usual fuel consumption a day is 5 litres
and one day it becomes 50 litres, then this is obviously a point outlier;

— Contextual anomalies. When a data instance is behaving anomalously in
a particular context and normally otherwise, then it is termed as a contex-
tual outlier, which can also be referred to as a conditional outlier. For ex-
ample, the expenditure on a credit card during a festive period is not like
at a regular time of year. If the regular expenditure every month is $500,
which is normal, then an expenditure of $2000 during a non-festive period
is considered abnormal and hence is a contextual outlier;

Collective anomalies. When a collection of similar data instances is be-
having anomalously, then with respect to the entire data set that collection
is termed a collective outlier. It might be the case that the individual data
instance is not an outlier by itself, but due to its presence in a collection,
it is becoming an outlier (Chandola et al., 2009).
Anomaly detection methods can be categorised into three types (Raut &
Singh, 2014):

— Supervised. These approaches require the learning of normal and outlying
models from the knowledge of prelabelled data. According to this learn-
ing, supervised techniques detect a new data instance as normal or outly-
ing. It is tested with the normal and outlying models and checks where it
is fitted. Supervised approaches are basically used in intrusion detection,
however gaining access to prelabelled data is the main challenge for these
approaches;

— Unsupervised. These approaches do not require any prelabelled data to
detect outliers. For example, in normally distributed data, we use the
three-sigma rule to detect outliers. Some methodologies use distance to
detect outliers without any prelabelled data. Compared with supervised
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approaches, unsupervised approaches are more applicable in various real-
life domains;

Semi supervised. These approaches require prelabelled data but only nor-
mal class. These approaches do not require the outlying class data to be
labelled beforehand, thus these approaches can be widely applicable and
more usable than supervised techniques.

Anomaly detection is popular in the following areas:

Intrusion detection. Computer intrusion includes hacking and spreading
of viruses and worms across networks to infiltrate a local or remote ma-
chine or cause damage using distributed denial of service (DDoS) attacks
(Raut & Singh, 2014);

Fraud detection. Fraud detection refers to detection of criminal activities
occurring in commercial organisations such as banks, credit card compa-
nies, insurance agencies, cell phone companies, stock market, and so on;

Medical and public health anomaly detection. Anomalous records can be
generated due to patient condition or instrumental error or recording er-
rors. A wrong test report might have serious repercussions. On the other
hand, outlier detection in this domain is a very important tool that can
potentially save human lives by detecting a problem quickly from test re-
sults and images (Pathan, 2014);

Industrial damage detection. Industrial units suffer damage due to contin-
uous usage and normal wear and tear. Such damage needs to be detected
early to prevent further escalation and losses. The data in this domain is
usually referred to as sensor data because it is recorded using different
sensors and collected for analysis. Anomaly detection techniques have
been extensively applied in this domain to detect such damage;

Image processing. Anomaly detection techniques dealing with images are
either interested in any changes in an image over time (motion detection)
or in regions that appear abnormal on the static image;

Anomaly detection in text data. Anomaly detection techniques in this do-
main primarily detect novel topics or events or news stories in a collection
of documents or news articles. The anomalies are caused due to an inter-
esting new event or an anomalous subject;

Sensor networks. A sensor network might comprise of a multiple number
of sensors in which each sensor collects different types of data. The col-
lected data often contains noise and missing values due to limitations cre-
ated by environmental and communication channels. Outlier detection in
a sensor network has several real-life applications, such as environmental
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monitoring, habitat monitoring, industrial monitoring, target tracking,
surveillance monitoring, etc. (Chandola et al., 2009).

Intrusion detection is one of the domains where anomaly-based methods are
successfully applied. One of the earliest works that proposed intrusion detection
by identifying abnormal behaviour can be attributed to Anderson (J. P. Anderson,
1980). In his report, Anderson presents a threat model that classifies threats as
external penetrations, internal penetrations, and misfeasance, and uses this classi-
fication to develop a security monitoring surveillance system based on detecting
anomalies in user behaviour. External penetrations are defined as intrusions that
are carried out by unauthorised computer system users; internal penetrations are
those that are carried out by authorised users who are not authorised for the data
that is compromised, and misfeasance is defined as the misuse of authorised ac-
cess both to the system and to its data. In a similar paper, Denning put forth the
idea that intrusions to computers and networks could be detected by assuming that
users of a computer/network would behave in a manner that enables automatic
profiling (Denning, 1987). In other words, a model of the behaviour of the entity
being monitored could be constructed by an intrusion detection system, and sub-
sequent behaviour of the entity could be verified against the entity’s model. The
model includes profiles for representing the behaviour of subjects with respect to
objects in terms of metrics and statistical models, and rules for acquiring
knowledge about this behaviour from audit records and for detecting anomalous
behaviour. In this model, behaviour that deviates sufficiently from the norm is
considered anomalous. In the paper, Denning mentioned several statistical models
that can be used on anomaly-based IDS: Operational model, Mean and standard
deviation model, Multivariate model, Markov process model and Time Series
model.

The main premise of anomaly detection is that invasive activity is a subset of
anomalous activity. If we consider an outsider, who has no idea of a legitimate
user’s activity patterns, intruding into a host system, there is a strong probability
that the intruder’s activity will be detected as anomalous. However, intrusive ac-
tivity does not always coincide with anomalous activity. The four possibilities
have been suggested, each with a non-zero probability (Patcha & Park, 2007):

— Intrusive but not anomalous: These are false negatives. An intrusion de-
tection system fails to detect this type of activity as the activity is not
anomalous. These are called false negatives because the intrusion detec-
tion system falsely reports the absence of intrusions;

— Not intrusive but anomalous: These are false positives. In other words,
the activity is not intrusive, but because it is anomalous, an intrusion de-
tection system reports it as intrusive. These are called false positives be-
cause an intrusion detection system falsely reports intrusions;
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— Not intrusive and not anomalous: These are true negatives; the activity is
not intrusive and is not reported as intrusive;

— Intrusive and anomalous: These are true positives; the activity is intrusive

and is reported as such.

The most effective IDS have a small number of false negatives. That can be
achieved by setting thresholds (that define anomaly) to lower values. This action
is often resulted in many false positives and reduces the effectiveness of auto-
mated intrusion detection. As a result of imbalanced false negatives and false pos-
itives, the security personnel are loaded with additional work. Every alert pro-
duced by IDS must be reviewed comprehensively. Many approaches have been
proposed to balance false negatives and false positives in automated IDS. One of
the first methods has been based on knowledge and statistical techniques. Later,
with the evolution of computer systems, more advanced machine learning meth-
ods emerged (such as Neural networks or Support Vector machines). The increase
of processing power in recent years has led to deep learning methods application
in intrusion detection. The DL methods not only introduce a better detection rate
than typical ML algorithms, but they are also capable of working with an enor-
mous amount of data (also known as the Big Data). All mentioned methods will
be discussed in the next subsection.

1.3.1. Anomaly-Based Techniques of Malware and Intrusion
Detection

Anomaly-based methods for IDS are categorised into three main groups: Statis-
tics-based, knowledge-based, machine learning-based (Buczak & Guven, 2016;
Elhag et al., 2015; Xin et al., 2018). The ML group has new emerging sub-
group — DL.

— A statistics-based IDS builds a distribution model for normal behaviour
profile, then detects low probability events and flags them as potential
intrusions. Statistical IDS essentially take into account the statistical met-
rics such as the median, mean, mode and standard deviation of analysed
data (internet packets, user actions, PC parameters or system calls). Sta-
tistical IDS are employed to identify any type of differences in the present
behaviour from normal behaviour. A most common example of a statis-
tics-based IDS is HIDE (Z. Zhang et al., 2001). HIDE is an anomaly-
based network intrusion detection system that uses statistical models and
neural network classifiers to detect intrusions;

— A knowledge-based IDS uses information entered by the experts of the
field to detect an anomaly. For that reason, these systems are often called
expert-based IDSs. This approach requires creating a knowledge base
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which indicates the normal traffic profile. Actions which differ from this
standard profile are labelled as an intrusion. Unlike the other classes of
IDS, the standard profile model is normally created based on human (ex-
pert) knowledge, consisting of a collection of rules that try to define nor-
mal system activity. One of the main advantages of knowledge-based IDS
is a reduced number of false-positives since the system has knowledge of
all the normal behaviours. However, the update of rules is a time and la-
bour intensive task. One of the first knowledge-based IDS is Haystack
(Smaha, 1988). It was developed to detect intrusion by analysing user log
profiles. Signature analysis is another knowledge-based technique — it
searches for already known fragments of information in the analysed data
(internet packets, log files, etc.) (Berlin et al., 2015);

Machine learning is the process of extracting knowledge from large quan-
tities of data. Generally, machine learning is considered to be the process
of applying a computing-based resource to implement learning algo-
rithms. Formally, machine learning has been defined as the complex com-
putation process of automatic pattern recognition and intelligent decision-
making based on training sample data (Dua & Du, 2016). Lately, ML us-
age in IDS is the most popular technique. One of the advantages of ML is
that it does not need to have deep knowledge of data analysed: ML meth-
ods are capable of extracting required features (or even minimise feature
vector size to the minimal size) from provided datasets (Sung &
Mukkamala, 2003). Furthermore, various combinations of such methods
allow researchers to achieve hight accuracy and low FPR results in IDS
area (Mora-Gimeno et al., 2021).

Table 1.5. Advantages and disadvantages of the anomaly-based techniques of malware
and intrusion detection

Technique | Advantages Disadvantages
Statistics- 1. None of the prior knowledge 1. Accurate statistical distribution
based about the signatures of the attacks | is required.
is required. 2. Long learning process.
2. Easy to maintain, because no 3. Cannot handle high dimension
signatures are required. data.
Knowledge- | 1. Produces good accuracy. 1. Itis required to collect a prior
based 2. Produces low false positive knowledge. This task is time con-
rates. suming and difficult/impossible
to automate.
2. Does not detect Zero-Day or
emerging attacks.
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End of the Table 1.5

Technique | Advantages Disadvantages

Machine 1. Can handle high dimensional 1. False positives is the main
learning- data and extract important fea- problem of technique if training
based tures. data is not extensive.

2. Does not need to have a deep 2. Long training time.

knowledge about analysed data. 3. High algorithmic complexity
as the model is seen as black box
and often cannot explain why cer-
tain results are returned.

The main advantages and disadvantages of anomaly-based techniques of
malware and intrusion detection can be seen in Table 1.5.

1.3.2. Application of Machine Learning Methods in Anomaly-
based Intrusion and Malware Detection

There are many misunderstandings about the connection between ML, DL, and
artificial intelligence (Al). Al is a new technological science that studies and de-
velops theories, methods, techniques, and applications that simulate, expand and
extend human intelligence (Smith & Eckroth, 2017). It is a branch of computer
science that aims to understand the essence of intelligence and to produce a new
type of intelligent machine that responds in a manner similar to human intelli-
gence. Research in this area includes robotics, computer vision, natural language
processing and expert systems. Al can simulate the information process of human
thinking and consciousness.

ML is a branch of Al and is closely related to computational statistics, which
also focuses on using computers in making predictions. It has strong ties to math-
ematical optimization, which delivers methods, theory and application domains to
the field. ML is occasionally conflated with data mining, but the latter subfield
focuses more on exploratory data analysis and is known as unsupervised learning
(Louridas & Ebert, 2016). ML can also be unsupervised and can be used to learn
and determine baseline behavioural profiles for various entities and then used to
find meaningful anomalies (Jordan & Mitchell, 2015). ML primarily focuses on
classification and regression based on known features learnt from the earlier train-
ing data.

DL is a new field in machine-learning research. Its stimulus lies in the foun-
dation of a neural network that imitates the human brain for analytical learning. It
mimics the human brain mechanism to interpret data such as images, sounds and
texts to allow computational models that are composed of multiple processing
layers to learn representations of data with multiple levels of abstraction (LeCun
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et al., 2015). The concept of DL was proposed by Hinton based on the deep belief
network (DBN), in which an unsupervised greedy layer-by-layer training algo-
rithm is proposed that provides hope for solving the optimization problem of deep
structure (Hinton, 2009). Then the deep structure of a multi-layer automatic en-
coder is proposed. In addition, the convolution neural network proposed by LeCun
et al. is the first real multi-layer structure learning algorithm that uses a space
relative relationship to reduce the number of parameters to improve the training
performance (Lecun et al., 1998). The result of that proposal - convolutional NN’s
have been applied to eliminate the need for hand-crafted feature extractors (Deng
& Yu, 2013). In this thesis — ML methods are called simple methods and DL —
advanced.

It is well known that attackers often use various techniques to transform and
hide malicious activity from the signature-based IDS. Anomaly-based techniques
have been used to fight such problems and introduced a better detection rate of
unknown attacks but increased the number of false-positives because of primitive
approaches applied. Advanced deep learning methods in combination with exten-
sive training datasets are required to build a benign behaviour profile and decrease
the FAR rate.

Several ML classification and clustering methods have been popular among
researchers to improve anomaly-based IDS detection rate (listed in no particular
order): Support Vector Machines, Naive Bayes, K-Means Clustering, Genetic al-
gorithms, Fuzzy logic, Hidden Markov Model, K-Nearest Neighbors, Decision
trees and Neural Networks.

Support Vector Machines or SVMs, are learning machines that plot the train-
ing vectors in high-dimensional feature space, labelling each vector by its class.
SVMs classify data by determining a set of support vectors, which are members
of the set of training inputs that outline a hyperplane in the feature space (Sung &
Mukkamala, 2003). SVM without a kernel is a single neural network neuron but
with a different cost function. If you add a kernel function, then it is comparable
with 2-layer neural nets. The first layer is able to project data into some other
space, and the next layer classifies the projected data. If one more layer is added,
then multiple kernel SVMs is ensembled and 3-layer neural network is mimicked.

Naive Bayes approach is based on applying Bayes' principle with robust in-
dependence assumptions among the attributes (Wu et al., 2008). Naive Bayes an-
swers questions such as “what is the probability that a particular kind of attack is
occurring, given the observed system activities?” by applying conditional proba-
bility formulae. Naive Bayes relies on the features that have different probabilities
of occurring in attacks and in normal behaviour. This method is producing good
detection results with small datasets. But most importantly — it requires a minimal
amount of calculations to produce results. However, large datasets are not suitable
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for this method — accuracy is reduced, and the system does not operate as intended
when complex attribute dependencies are presented (Koc et al., 2012).

K-Means Clustering. Clustering is the division of data into groups of similar
objects. In clustering, some details are disregarded in exchange for data simplifi-
cation. Clustering can be viewed as a data modelling technique that provides for
concise summaries of the data. Clustering is therefore related to many disciplines
and plays an important role in a broad range of applications (Berkhin, 2006).

Genetic algorithms are a heuristic approach to optimization, based on the
principles of evolution. Each possible solution is represented as a series of bits
(genes) or chromosome, and the quality of solutions improves over time by the
application of selection and reproduction operators, biased to favour fitter solu-
tions (Goldberg & Holland, 1988). For example, GA has been used to evolve sim-
ple rules for network traffic. Every rule is represented by a genome, and the pri-
mary population of genomes is a number of random rules. Each genome is
comprised of different genes which correspond to characteristics such as IP
source, IP destination, port source, port destination and protocol type (Sazzadul
Hoque, 2012).

The point of fuzzy logic is to map an input space to an output space, and the
primary mechanism for doing this is a list of if-then statements called rules. All
rules are evaluated in parallel, and the order of the rules is unimportant. The rules
themselves are useful because they refer to variables and the adjectives that de-
scribe those variables. Therefore, it presents a straightforward way of arriving at
a final conclusion based upon unclear, ambiguous, noisy, inaccurate or missing
input data. For this reason, fuzzy logic is a good classifier for IDS problems as the
security itself includes vagueness, and the border line between the normal and
abnormal states is not well identified (Sekeh & Maarof, 2009). In addition, the
intrusion detection problem contains various numeric features in the collected data
and several derived statistical metrics. One of the examples of fuzzy logic usage
in IDS is work done by Elhag et al. They showed that with fuzzy logic the false
alarm rate in determining intrusive actions could be decreased. They outlined a
group of fuzzy rules to describe the normal and abnormal activities in a computer
system, and a fuzzy inference engine to define intrusions (Elhag et al., 2015).

Hidden Markov Model (HMM) is a statistical Markov model in which the
system being modelled is assumed to be a Markov process with unseen data. Prior
research has shown that HMM analysis can be applied to identify particular kinds
of malware (Annachhatre et al., 2015). In this method, a Hidden Markov Model
is trained against known malware features (e.g., operation code sequence) and
once the training phase is completed, the trained model is applied to score the
incoming network traffic. The score is then contrasted to a predefined threshold,
and a score greater than the threshold indicates malware. Likewise, if the score is
less than the threshold, the network traffic is classified as normal.
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Decision trees are a supervised ML algorithm that is known to perform well
if it is well configured. It supports both numerical and categorical data, and it can
handle large data sets. A Decision Tree can be represented with nodes and edges,
and it is composed of a root node that performs the first split and leaf nodes in
which we can find the predicted results. Generally, splitting is based on entropy
and information gain (Hafsa & Jemili, 2018).

Neural Networks. The artificial neural network algorithm studied as part of
machine learning is a statistical learning algorithm that developed logically from
biological neural networks. The very first paper on neural networks was produced
in 1943: Professors McCulloch and Pitts published a paper titled ”A Logical Cal-
culus of the Ideas Immanent in Nervous Activity,” which logically explained the
human neural network and conceptualized the ANN for the first time in history
(Jin Kim et al., 2017). Artificial neuron models are at their core simplified models
based on biological neurons. This allows them to capture the essence of how a
biological neuron is functioning. Usually, artificial neurons are called perceptrons.
An artificial neural network consists of a group of processing elements (percep-
trons) that are greatly interconnected and convert a set of inputs to a set of pre-
ferred outputs. The result of the transformation is determined by the characteris-
tics of the elements and the weights associated with the interconnections among
them. By modifying the connections between the nodes, the network is able to
adapt to the desired outputs (Iftikhar Ahmad et al., 2009).

A very important property of neural networks is the concept of programming
by example. A large number of weights makes it difficult to fix them to obtain the
desired result. Instead, the net is programmed by example and repetition. It is
trained by presenting input-output pairs repeatedly. Each time an input is pre-
sented, the network guesses an output. The output part of the input-output pair is
used to determine whether the network is right or wrong. When wrong, the net-
work is corrected by a learning algorithm using a gradient method on the output
error to modify the weights. After each modification, the network gets closer to
the desired transfer function as represented by the sample.

The ANN consists of a series of layers; an input layer, an output layer, and
one or more hidden layers. Each layer is made up of multiple nodes (i.e., artificial
neurons) operating in parallel (Chaibi et al., 2020). In ANNSs, artificial neurons in
consecutive layers are connected through a series of links which have assigned
adaptive weights (which are calibrated during the training process using back-
propagation algorithms). The training of ANN typically consists of two stages;
feedforward (or activation propagation) and error backpropagation. The tangent
sigmoid and the logarithmic sigmoid are common activation functions used in
ANN for neurons in the hidden layer.

At the end of the feedforward stage, the final output vector is compared to a
target output; commonly through the calculation of the mean squared error (MSE).
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The error is then backpropagated from the output layer to the input layer using a
backpropagation training algorithm to adjust weights of the connecting links for
minimization of the MSE. The error backpropagation stage continues until a con-
vergence criteria is reached.

Table 1.6. Advantages and disadvantages of the most popular ML methods

Method | Advantages Disadvantages
Decision | 1. There are no requirements of do- | 1. It is restricted to one output at-
Tree main knowledge in the construction | tribute.

of the decision tree. 2. It generates categorical output.

2. 1t minimizes the ambiguity of 3. Itis an unstable classifier, i.e.

complicated decisions and assigns performance of the classifier de-

exact values to outcomes of various | pends upon the type of dataset.
actions. 4. If the type of dataset is numeric

3. It can efficiently process the data | then it generates a complex deci-

with a high dimension. sion tree

4. It is easy to interpret.

5. Decision tree also handles both

numerical and categorical data.

Support | 1. Better Accuracy as compared to 1. Computationally expensive.

Vector the other classifiers. 2. The main problem is the selec-

Machine | 2. Easily handle complex nonlinear | tion of the right kernel function.
data points. For every dataset different kernel

3. Overfitting problem is not as function shows different results.

much as other methods. 3. As compared to other methods
training process take more time.
4. SVM was designed to solve the
problem of binary class. It solves
the problem of the multi-class by
breaking it into a pair of two clas-
ses such as one-against-one and
one-against-all.

Neural 1. Easily identify complex relation- | 1. Local minima.
Network | ships between dependent and inde- | 2. Over-fitting.

pendent variables. 3. The processing of ANN net-

2. Able to handle noisy data. work is challenging to interpret
and requires high processing time
if there are large neural networks.

Bayesian | 1. It makes computations process 1. It does not give accurate results
Belief easier. in some cases where dependency
Net- 2. Have better speed and accuracy | among variables exists.

works for massive datasets.
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However, the most significant disadvantage of applying Neural Networks to
intrusion detection is the “black box’ nature of the Neural Network. The “Black
Box Problem” has overwhelmed Neural Networks in a number of applications
(Iftikhar Ahmad et al., 2009). This Black Box neural networks feature is prevent-
ing researchers from clearly seeing and analysing learning results. It is hardening
network tinkering process as researchers cannot clearly analyse and modify net-
work for better outcomes.

After reviewing ML methods, it is essential to have combined advantages
and disadvantages of the most popular methods. Those features are provided in
Table 1.6.

Since 2006, the deep-structured learning, more commonly known as deep
learning or hierarchical learning, has emerged as a new area of machine learning
research (Deng & Yu, 2013). The architecture of Deep Neural Network is based
on many layers of Neural Networks (NN). DNN and new hardware capabilities
revived the current state of ANN research. Two robust DNN designs were intro-
duced as a result: Convolutional Neural Network (CNN) and Recurrent Neural
Network (RNN).

CNN’s, or ConvNet, are mainly applied for the image recognition tasks be-
cause they can scale adequately on large images and are designed to mimic the
human visual system. The CNN consists of convolutional layers, subsampling
(pooling) layers, and fully connected layers. The common CNN architecture is
primarily a combination of convolutional layers and subsampling layers. The fully
connected layers are the upper layers, the input is the features extracted by the
lower layers, and the output is the classification result. The first CNN model was
introduced by Lecun et al in 1998. The model has been named Le-Net-5 and was
used for document analysis (Lecun et al., 1998). The usage of convolution and
pooling layers allowed to reduce the size of feature maps when large data were
managed (e.g. pictures) (Dumoulin & Visin, 2016; Lecun et al., 1998). The sample
of CNN architecture for static malware classification with one convolutional layer
is illustrated in Figure 1.3.

Convolutional layers are the most important part of CNN. A convolutional
layer consists of a set of learnable kernels which are convolved across the width
and the height of the input features during the forward pass producing a 2-dimen-
sional activation map of the kernel. To sum up, a kernel consists of a layer of
connection weights with the input being the size of a small 2D patch and the out-
put — a single unit.

The outputs of a linear operation such as convolution are then passed through
anonlinear activation function. Although smooth nonlinear functions, such as sig-
moid or hyperbolic tangent (tanh) function, were used previously because they are
mathematical representations of a biological neuron behaviour, the most common
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nonlinear activation function used presently is the rectified linear unit (ReLU),
which simply computes the function: f(x) = max(0, x) (Yamashita et al., 2018).

64 feature maps

32x32 4

. 15x15x64
30x30x64

4096 (;

Convolutional layer Il Max-Pooling layer || Fully-Connected layer

Fig. 1.3. Fully Convolutional Neural Network architecture (Gibert, 2016)

Pooling is a form of non-linear down-sampling. There are several non-linear
functions to implement pooling such as the minimum, the maximum and the av-
erage, but the most common is the maximum. Max pooling works by partitioning
the image into a set of non-overlapping rectangles and for each sub-region outputs
the maximum value.

In general, all CNN’s models used adopt the following four basic steps to
achieve its results: convolve several small filters on the input image, subsample
this space of filter activations (pooling step), repeat steps 1 and 2 until you are left
with enough high-level features, apply a common feed-forward NN to the ex-
tracted features.

The opinion that deeper CNN’s are much more successful than shallower
architectures is highly common and defended in the literature (He et al., 2016). In
fact, in the space of 4 years, winning CNN configuration of ImageNet competition
(Jia Deng et al., 2009) went from 7 layers in AlexNet 2012 (Krizhevsky et al.,
2012) to 1000 layers for ResNet 2016 (He et al., 2016). These types of deep ar-
chitectures generally need a huge amount of data in order to generalize well on
unseen examples (He et al., 2016). Furthermore, the generic computer resources
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cannot handle the new complex CNN models. For example, one of the latest win-
ners of ImageNet used 32 GPUs (NVIDIA Tesla-V100) to train EfficientNet-
B0/B4, and 256 GPUs for EfficientNet-B7/B8 models (Wei et al., 2020). They
used the competition subset which has 1K classes, 1.3M training and 50K valida-
tion images.

Today, CNNs are deployed in many practical applications in the fields of
computer vision and natural language processing. CNNs were used by the winners
of several competitions, such as aforementioned ImageNet, Kaggle Facial Expres-
sion, Kaggle Multimodal Learning, Kaggle Canadian Institute for Advanced Re-
search (CIFAR)-10, and German Traffic Signs (Graham, 2014; Russakovsky
et al., 2015; Stallkamp et al., 2011).

Another branch of DL - RNN is capable of working with time series-based
data. RNNs are a form of network with backward connections, where the output
from a layer in the network is fed back into either that layer or a previous layer in
the network. RNINs maintain state, in that values calculated at a previous time step
are used in the current timestep. This state is used as a form of short-term memory
in the network, and RNNs are frequently used as a model for time series and se-
quential data, where values at previous time steps can affect the current calcula-
tion. Usually, this definition fits perfectly for speech recognition and language
translation tasks. A typical RNN architecture was used by Le et al. to verify pro-
posed sequence forward selection algorithm and decision tree model for network-
level intrusion detection (Le et al., 2019).

The training of RNN is similar to the training of the traditional neural net-
work. This model also uses a backpropagation algorithm but with a slight differ-
ence. Because the parameters are shared by all time steps in the network, the gra-
dient at each output depends not only on the calculations of the current time steps
but also the previous time steps. This is called backpropagation through time
(BPTT) (Deng & Yu, 2013). Unfortunately, vanilla RNNs trained with BPTT
have difficulty learning long-term dependencies because of the so-called vanish-
ing/exploding gradient problem.

The long short-term memory (LSTM) networks were introduced in 1997 as
a solution for the vanishing/exploding gradient of RNN (Hochreiter &
Schmidhuber, 1997). A simple idea has been proposed: augmenting the network
with an explicit memory, and was implemented using special hidden units, the
natural behaviour of which is to remember inputs for a long time. A special unit
called the memory cell acts like an accumulator or a gated leaky neuron: it has a
connection to itself at the next time step that has a weight of one, so it copies its
own real-valued state and accumulates the external signal, but this self-connection
is multiplicatively gated by another unit that learns to decide when to clear the
content of the memory (Hochreiter & Schmidhuber, 1997).
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The most popular LSTM usage is to combine it with CNN in one network as
one of the last layers. For example, LSTM have been added before the last deci-
sion-making layer in proposed CNN-LSTM architecture, named BD-LSTM. It
was used to detect anomalies in video surveillance data (Ullah et al., 2020).

In 2014 another, simpler, RNN model has been proposed — gated recurrent
unit (GRU). This model combines the forget gate and input gate into a single up-
date gate. It also merges the cell state and hidden state and makes some other
changes. The resulting model is simpler than standard LSTM models and has been
growing increasingly popular since presentation (Cho et al., 2014). Due to fewer
amount of gates, GRU is faster to train (Chung et al., 2014). A representative ex-
ample of GRU usage in DL network can be considered a research where the pro-
posed model was used for the network-based intrusion detection (Xu et al., 2018).

Finally, it can be stated that RNNs are dynamic systems; they have an internal
state at each time step of the classification. This is due to circular connections
between higher- and lower-layer neurons and optional self-feedback connections.
These feedback connections enable RNNs to propagate data from earlier events
to current processing steps (Lipton et al., 2015). The natural capability of RNNs
to accept and work with sequences has allowed to show outstanding performance
in speech recognition and machine translation (Bahdanau et al., 2015).

Table 1.7. Advantages and disadvantages of the most popular ML methods

Method | Advantages Disadvantages

RNN 1. Approximate non-linear func- | 1. The processing of RNN network is
tions. challenging to interpret and require
2. Robust to noise. high processing time.
3. Can handle multivariate inputs. | 2. Gradient vanishing and exploding
4. Temporal dependence. problems.

3. It cannot process exceptionally long
sequences if using tanh or relu as an
activation function (usually those
functions returns the highest results).

CNN 1. Approximate non-linear func- | 1. Cannot learn temporal dependence.
tions. 2. The processing of RNN network is
2. Robust to noise. challenging to interpret and require
3. Can handle multivariate inputs. | high processing time.
4. Feature learning possibilities. 3. Lots of training data is required.

Finally, advantages and disadvantages of RNN and CNN DL methods are
provided in Table 1.7. It is worth repeating that RNN and CNN models have a
common advantage with NN — they yield high accuracy results but are “black
box” when the analysis is required, and this falls to the common disadvantage.
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Furthermore, the RNN and CNN methods were used for further DL experiments
as they were determined by a number of authors as the most accurate and they
tend to generate better FPR results than most popular ML methods (NN, SVM or
HMM) (Al Jallad et al., 2020; Bouzar-Benlabiod et al., 2020; Meng et al., 2017).

1.3.3. Datasets Designed for Malware and Intrusion Detection

Most of the recent research on intrusion detection has been done using a network-
based DARPA and KDD Cup 99 datasets. So far, 42 % KDD cup dataset, 20%
DARPA dataset and 38 % other datasets have been used to verify proposed new
methods for anomaly detection (Azad & Jha, 2013; Srivastav et al., 2020). Fur-
thermore, the research done in the sphere of anomaly dataset generation for HIDS
training is minimal despite the growing need for anomaly-based HIDS systems.
KDD Cup 99 dataset was collected in 1999 by processing the tcpdump portions
of the 1998 DARPA Intrusion Detection System (IDS) Evaluation dataset, created
by Lincoln Lab under contract to DARPA (Brugger, 2007; R.P. Lippmann et al.,
1999). Those datasets contain various information collected on simulating attacks
against a network. Four main attack types have been used against a simulated US
Air Force LAN:

— Probing. Probing is a class of attacks where an attacker scans a network
to gather information or find known vulnerabilities. An attacker can find
related exploits if network machine’s map with corresponding services is
available;

— Denial of service attacks. DoS is a class of attacks where an attacker
makes some computing or memory resource too busy or too full to handle
legitimate requests, thus denying legitimate users access to a machine;

— User to Root attacks. The attacker starts on a local normal user account,
and after some commands and related exploits usage — gains root user
account control;

— Remote to User attacks. On this type of the attack, the attacker sends com-
mands to the target machine (one uses already known exploits for that
machine) and illegally gain local access as a user;

Therefore, DARPA-related datasets have data associated with a network and
are perfect for applying in NIDS research (Sahu et al., 2014). It is necessary to
stress that DARPA, which has been used as a de facto standard for anomaly-based
NIDS training, present the simulated and not the real attack data which is more
valuable in the field of intrusion detection (M. Liu et al., 2019). Nevertheless, it
is still considered by experts as a valuable dataset.
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It is worth to mention that some host-based information has been collected
during the KDD dataset assembly. At first, it was a Unix-type host systems infor-
mation. Later, in January 2000, Windows NT hosts data was collected on similar
circumstances (Korba, 2000). It contains not only tcpdump provided data, but also
the Windows NT event log audit data. Despite the provided collections, KDD
Cup-related datasets lack host machines-related information and only NIDS
researches use it (Waqgas Haider et al., 2016).

To improve the situation mentioned above, researchers proposed several pub-
licly available datasets with the inclusion of system calls from newer operating
systems and with more features. Unfortunately, the most comprehensive datasets
have been collected from Linux-based operating systems: FirefoxDS (Murtaza
et al., 2013), ADFA-LD (Creech & Hu, 2013) and NGIDS-DS (W. Haider et al.,
2017):

— Firefox-DS has been created using modern penetration testing techniques
such as Metasploit. The dataset contains normal and anomalous system
call traces from multiple programs. In Firefox-DS, normal traces are ac-
quired by running standard executions of the Firefox Internet browser.
Five up-to-date attacks such as memory corruption exploit, integer over-
flow attack, DOM exploit, and pointer exploit are launched against Fire-
fox 3.5, and complete system call traces are collected. Traces are grouped
according to distinct Firefox processes, and each trace contains massive
system calls (Murtaza et al., 2013);

— The ADFA-LD was created on the Linux operating system with several
vulnerabilities. The system was attacked by penetration testing tools with
several contemporary attack methods. System calls humbers have been
used as the main data of dataset;

— Haider et al. proposed a synthetical high-quality and realistic IDS dataset
named the next-generation IDS dataset (NGIDS-DS) using the advanta-
geous Ixia Perfect Storm commercial hardware platform and infrastruc-
ture in ADFA (W. Haider et al., 2017). The dataset contains 99 CSV files
of labelled host logs for the design of HIDS as well as network packets
for the design of NIDS. The host logs contain various information, such
as the time of activities, process IDs, execution paths, and system call
numbers for comprehensive system call analysis. They also assessed the
quality of existing IDS datasets including DARPA and ADFA-LD with a
fuzzy logic system based on the “Sugeno fuzzy inference model”.

Moreover, several attempts have been made to generate novel public datasets

for the Windows operating system — in 2015 database of Windows audit logs were
generated by running malware samples, and new malicious behaviour detection
methods were introduced (Berlin et al., 2015). They demonstrated that audit logs
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could potentially provide an effective, low-cost signal for detecting malicious be-
haviour on enterprise networks. Furthermore, proposed logistic regression ma-
chine-learning classifier generated a detection rate of 85% at an expected false
positive rate of 1%.
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Fig. 1.4. ADFA-WA feature construction scheme (Waqas Haider et al., 2016)

In 2016 ADFA-IDS dataset, containing Windows system calls generated in
the experiment when zero-day attacks were simulated, was introduced (Creech &
Hu, 2014; Wagas Haider et al., 2016). It is rather widely used, but even the authors
of ADFA-IDS agree that ADFA Windows datasets (ADFA-WA) (Figure 1.4) are
incomplete: only basic information was collected (Table 1.8), and an insufficient
amount of vulnerabilities was used to generate malicious activity (Waqgas Haider
et al., 2016). Despite these disadvantages ADFA family datasets are widely used
by researchers for various DL and statistical methods verification (Z. Liu et al.,
2020).

Table 1.8. ADFA-WA dataset characteristics in the mean of collected data count

Dataset Normal Training | Normal Validation Attack
ADFA-WD 356 traces 1828 traces 5773 traces
ADFA-WD:SAA same as above 863 traces

Recently, scientists at the Canadian Institute of Cybersecurity have intro-
duced the CSE-CIC-1DS2018 dataset, which includes the network traffic and log
files of Windows and Linux machines (Sharafaldin et al., 2018). Still, the main
attention is paid to the network level attacks such as Brute-force, Heartbleed, Bot-
net, DoS, DDoS, Web attacks, and infiltration of the network from inside. The
authors of CIC-IDS2018 have concluded that common Random Forest ML
method is the fastest and produces a comparable precision result of 0.98. Initial
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experiments have been executed with network-based data, and newly introduced
Windows data was not used.
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Fig. 1.5. Mal-API-2019 dataset generation scheme (Catak & Yazi, 2019)

All previously mentioned datasets belong to the IDS field. But there also ex-
ists publicly available datasets that are oriented to the antivirus applications. One
of the latest is Mal-API1-2019 (Catak & Yazi, 2019). The main objective of the
aforementioned study was to obtain data which would help to address machine
learning-based malware research gaps. The specific objective of this study was to
build a benchmark dataset for Windows operating system API calls of various
malware. This was the first study to undertake metamorphic malware to build se-
quential API calls. The scheme of the generation of the dataset can be seen in
Figure 1.5. As this dataset is the newest and contains Windows-related API calls
sequences, it is similar to the ADFA-IDS family datasets. Main disadvantage is
that collected system calls have no information about passed parameters and re-
turn values. Other researchers tend to generate private datasets. For example,
Kolosnjaji et al constructed deep neural networks to improve modelling and
classification of system call sequences. By combining convolutional and recurrent
layers in one neural network architecture, they obtained optimal classification
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results (average accuracy of 89.4%) (Kolosnjaji et al., 2016). But again, this da-
taset contained only system calls without any supporting data and was used only
for that particular research.

Besides API sequences, static PE information-containing datasets are popu-
lar among malware researchers. Most researchers are generating private datasets
intended for one-time usage. However, one quite popular public dataset that con-
tains static malware data exists. In 2015 Microsoft created a Kaggle competition
named “Microsoft Malware Classification Challenge”. For that particular event, a
special dataset has been created (Big 2015). The raw data of dataset contains the
hexadecimal representation of the file's binary content. Additionally, Microsoft
provided a metadata manifest, which is a log containing various metadata infor-
mation extracted from the binary, such as function calls (not a system calls se-
guences, only functions used by the binary file), strings, etc. The dataset contains
nearly 0.5 terabytes of data, of more than 20K malware samples. Apart from serv-
ing in the Kaggle competition, this dataset has become a standard benchmark for
research on modelling malware behaviour (Ronen & Feuerstein, 2015).

Table 1.9. Comparative information of reviewed datasets suitable for intrusion and
malware detection

Dataset Year Operating Notes
system
DARPA 98 1998 Linux Contains extensive network information

when several attacks have been executed.
Collected data is old and does not meet to-
day's standards.

KDD Cup 99 1999 | Linuxand | Contains extensive network and Windows
Windows | NT audit log data.

Collected data is old and does not meet to-
day's standards.

FirefoxDS 2013 Linux System calls of Firefox application under
attack are collected.

ADFA-LD 2014 Linux Extensive host-based information (system
calls)

Berlinet al., 2015 | Windows | Windows audit log from malware has

2015 been collected. No System call infor-
mation.

System calls not mentioned directly in the
research and collected dataset is not pub-

lic.

Big 2015 2015 | Windows | Collected static Windows PE executables
information.
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End of the Table 1.9

Dataset Year Operating Notes
system
Kolosnjaji etal., | 2016 | Windows | Collected system calls of malware sam-
2016 ples. Dataset is private and contained only
system calls without additional data (e.g.,
parameters and return values)
ADFA-WD 2016 | Windows | Collected host-based information — system

calls.

Basic information (only system calls
names) was collected, and an insufficient
amount of vulnerabilities was used to gen-
erate malicious activity.

NGIDS-DS 2017 Linux Synthetically created dataset. Contains
HIDS and NIDS related data. HIDS data
contains only Linux machine information.
CSE-CIC- 2018 | Linuxand | Main scope of dataset — network related
1DS2018 Windows | data. Host-based data only presented, but
not used in any experiments.
Mal-API-2019 2019 | Windows | Dataset contains malware generated API
calls.

Collected system calls have no infor-
mation about passed parameters and return
values.

To close the gap for the Windows HIDS and AV compatible dataset, we have
proposed the AWSCTD dataset, that contains labelled system calls sequences in
the form of univariate times series, generated on Windows host machine in the
presence of malware and clean applications samples, as well as corresponding
network traffic, modifications made to the registry data and file system
(D. Ceponis & Goranin, 2018). Still, the main strength of AWSCTD dataset is a
huge collection of system calls that, as it was stated earlier, can be considered as
the most reliable source for intrusion and malware detection, since they represent
low level non-filtered and unprocessed information. AWSCTD, together with
ADFA-IDS, CIC-IDS2018 and Mal-API1-2019 can be considered as the most
comprehensive and based on modern host-level cyber-attacks. In comparison, Big
2015, Berlin et al. and Mal-API-2019 datasets contain much higher number of
executed malicious/benign applications than novel AWSCTD dataset. But they
have several limitations: Berlin et al. dataset is privately collected and not pub-
lished, and they either only contain static malware data or system calls without
parameters information. It is also necessary to consider that MAL-API-2019 has
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appeared two years later than AWSCTD. Comparative information of datasets
suitable for intrusion and malware detection can be seen in Table 1.9.

1.3.4. Application of Artificial Neural Networks and Deep
Learning in Intrusion and Malware Detection Systems

The first advantage in the use of a neural network in intrusion detection would be
the flexibility that the network would provide. A neural network would be capable
of analysing the data from the network, even if the data is incomplete or unclear.
Similarly, the network would possess the ability to conduct an analysis with data
in a non-linear fashion. Further, because some attacks may be conducted against
the network in a coordinated attack by multiple attackers, the ability to process
data from a number of sources in a non-linear fashion is especially important. The
natural speed of neural networks in classification (learning stage is still a disad-
vantage) is another advantage (Iftikhar Ahmad et al., 2008).

One of the first works in intrusion detection by NN was performed in 1998
(Ryan et al., 1998). Authors trained and tested an offline NNIDS on a system of
ten users. They used 2-Layer MLP architecture for their system and backpropa-
gation for training purpose. The data source for training and testing was operating
system logs in a UNIX environment. The result parameters to evaluate the perfor-
mance of the system were false positive and false negative.

Another attempt in the same field also was made in 1998 (Cannady, 1998).
He also used the 2-Layer MLP architecture for his system and backpropagation
for training purpose. The data source for training and testing was Network Packets
collected by Real Secure. Nine of the packet characteristics of network data were
selected and presented to the MLP network, which has four fully connection lay-
ers. He used RMSE (root mean square error) parameter for training and testing
data for performance measuring.

In 1999 a host-based 1DS that focused on building program profiles and used
these program profiles to identify normal software behaviour and malicious soft-
ware behaviour was presented (Schwartzbard, 1999). The system was trained and
tested on SUN platform and used Basic Security Module (BSM) as a source of
data. Input data were extracted from BSM and a distance metric, which constituted
input vectors of the NN. The IDS presented was a single hidden layer MLP. The
number of input nodes was equal to the number of exemplar strings. Lucky Bucket
algorithm is used to capture the temporal locality of anomalous events. Perfor-
mance analysis was done with KDD cup dataset. Same authors in 1999 also used
Elman Networks (recurrent neural networks) (Ghosh et al., 1999).

Another study was done in 2000. It proposed to use of self-organizing neural
networks (SONN) to recognize anomalies in the network data stream (Rhodes et
al., 2000). Unlike approaches using self-organizing maps to process the entire
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state of a network or computer system to detect anomalies, the proposed system
breaks down the system by using a collection of more specialized maps. A monitor
stack was constructed, making each neural network a kind of specialist in recog-
nizing the normal behaviour of a protocol and raising the alarm when a deviation
from normal profile occurs. The test intrusions were buffer overflow attack at-
tempt.

Next, in 2000, a misuse detection model was introduced for searching attack
specific keywords in the network traffic (Richard P. Lippmann & Cunningham,
2000). It was used a MLP network to detect Unix-host attacks, and attacks to ob-
tain root-privilege on a server. The data that they presented to the neural network
consisted of attack-specific keyword counts in network traffic. Two neural net-
works were used in the system, one for providing an attack probability and another
one for classifying attacks. A two-layer perceptron was designed with k input
nodes, 2k hidden nodes and 2 outputs (normal and attack) and backpropagation
was used as a training algorithm.

In 2001, a statistical analysis was used in conjunction with MLP networks
(Z. Zhang et al., 2001). The probe collects network traffic and abstracts it into
statistical variables. Event pre-processor collects data from probes and other
agents and formats it for the statistical analyser. The statistical model compares
the data to the previously compiled reference model, which describes the normal
state of the system. A “stimulus vector” is formed and forwarded to the NN. Neu-
ral network analyses the vector and decides whether it is anomalous or normal.
The experimental test bed consisting of 11 workstations and one server was built
by using OPNET network simulation software. UDP flooding attack was simu-
lated within the test bed.

Later in 2001 an experimental IDS with a hierarchy of neural networks was
introduced. Each of the neural networks in the hierarchy focused on different por-
tions of nominal TCP behaviour. Portions of these observed TCP behaviours are
connection establishment, connection termination and port usage. The system was
trained to detect three types of attack: SYN flood, fast SYN port scan, and stealth
SYN port scan. Backpropagation learning algorithm was used to train system. In-
put vectors to each of the neural networks were generated randomly (S. C. Lee &
Heinbuch, 2001).

In 2002, an alternative methodology for both visualizing intrusions by using
SOM and classifying intrusions was presented (Jirapummin et al., 2002). It used
Resilient Propagation, Neptune attack (SYN flooding), Portsweep and Satan at-
tacks (port scanning) from KDD Cup 1999 data set. For RPROP, 3-layer NN is
utilized with 70 nodes in the first hidden layer, 12 neurons in the second hidden
layer and 4 neurons in the output layer. The transfer functions for the first hidden
layer, second hidden layer and the output layer of RPROP were tan-sigmoidal,
log-sigmoidal and log-sigmoidal, respectively.
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In 2002 a neural network model for a network-based intrusion detection sys-
tem was proposed (Bivens et al., 2002). Anomaly detection system had used MLP
network for detection. System read tcpdump data from a KDD cup 99 dataset.

Later, in 2003, a novel scheme that uses robust principal component classifier
in intrusion detection problems where the training data may be unsupervised was
proposed (Shyu et al., 2003). Assuming that anomalies can be treated as outliers,
an intrusion predictive model is constructed from the major and minor principal
components of the normal instances. A measure of the difference of an anomaly
from the normal instance is the distance in the principal component space. The
distance based on the major components that account for 50% of the total variation
and the minor components whose eigenvalues less than 0.20 is shown to work
well. The experiments with KDD Cup 1999 data demonstrate that the proposed
method achieves 98.94% in recall and 97.89% in precision with the false alarm
rate 0.92% and outperforms the nearest neighbour method, density-based local
outliers (LOF) approach, and the outlier detection algorithm based on Canberra
metric.

Next, in 2004 Unsupervised Neural Net based Intrusion Detector (UNNID)
system was proposed, which detects network-based intrusions and attacks using
unsupervised neural networks (Amini & Jalili, 2004). The system had facilities
for training, testing, and tuning of unsupervised nets to be used in intrusion detec-
tion. Using the system, we tested two types of unsupervised Adaptive Resonance
Theory (ART) nets (ART-1 and ART-2). Based on the results, such nets can effi-
ciently classify network traffic into normal and intrusive. The system uses a hy-
brid of misuse and anomaly detection approaches, and is therefore capable of de-
tecting known attack types as well as new attack types as anomalies. KDD Cup
was used for evaluation.

In 2005 an MLP(Multi-Layer Perceptron)/Elman neural network was pro-
posed, which realizes classification with memory of past events using the real-
time classification of MLP and the memorial functionality of Elman (Yu et al.,
2005). The system’s sensitivity to the memory of past events can be easily recon-
figured without retraining the whole network. This approach can be used for both
misuse and anomaly detection system. The intrusion detection systems using the
hybrid MLP/Elman neural network was evaluated using KDD Cup dataset.

In 2007, a resilient backpropagation usage in intrusion detection system was
proposed (I Ahmad et al., 2007). The system also used famous KDD Cup dataset.
The same authors in 2008 wrote a paper about different backpropagation algo-
rithms benchmarking (Iftikhar Ahmad et al., 2008). Dataset — KDD Cup.

Hierarchical intrusion detection model using Principal Components Analysis
(PCA) method was introduced in 2007 (G. Liu et al., 2007). Most of the existing
intrusion detection (ID) models with a single-level structure can only detect either
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misuse or anomaly attacks. In the proposed model, PCA is applied for classifica-
tion, and neural networks are used for online computing. Experimental results and
comparative studies were based on the 1998 DARPA provided KDD Cup dataset.

Wavelet Neural Network-based intrusion detection method was introduced
in 2009 (Sun et al., 2009). It reduces the number of basic wavelet functions by
analysing the sparseness property of the sample data to optimize the wavelet net-
work. The learning algorithm trains the network using gradient descent. DARPA
dataset was used for testing purposes.

The recurrent neural network was combined with an expert system in 2010
to classify network data into anomalous and normal (Yong & Feng, 2010). Au-
thors developed an incremental kernel principal components algorithm to pre-pro-
cess the data that goes into the neural network. KDD Cup 99 dataset was used in
the testing phase.

Fuzzy clustering combination with neural networks was proposed in 2010.
The solution was called FC-ANN. It was based on ANN and fuzzy clustering, to
solve the problem and help IDS achieve higher detection rate, reduce false posi-
tive rate and improve stability (G. Wang et al., 2010). The general procedure of
FC-ANN is as follows: firstly, the fuzzy clustering technique is used to generate
different training subsets. Subsequently, based on different training subsets, dif-
ferent ANN models are trained to formulate different base models. Finally, a
meta-learner, fuzzy aggregation module, is employed to aggregate these results.
Experimental results on the KDD CUP 1999 dataset show that proposed new ap-
proach, FC-ANN, outperforms BPNN and other well-known methods such as de-
cision tree, the naive Bayes in terms of detection precision and detection stability.

In 2013, the Discriminative Restricted Boltzmann Machine was applied to
network anomaly detection in a semi-supervised fashion (Fiore et al., 2013). This
one solution belongs to the deep learning class. KDD Cup data also was used for
testing and evaluation. It is worth to mention that training times were significant
for this proposal. Training in Experiment 1 over 15 epochs took 186.4 h on a HP
DL380 G3 server. This type of server was introduced in 2005.
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Fig. 1.6. Visualizing Malware as a Gray-Scale Image (Gibert, 2016)
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DL methods for intrusion detection began being used in 2014 when a deep
belief network (DBN) has been used as a classifier with the combination of re-
stricted Boltzmann machine (RBM) for training and backpropagation for the fine-
tuning process of KDDCup 99 (Gao et al., 2014). Later, when computer pro-
cessing (especially GPU) capabilities were improved — more complex DL config-
urations have emerged. RNN networks were the most apparent methods to adapt
for intrusion detection due to the ability to work with time-series data (J. Kim &
Kim, 2016; Maulana & Kusuma, 2020; Staudemeyer, 2015; Tang et al., 2018).

CNN networks for malware classification started to be used in 2016 (Gibert,
2016; Kolosnjaji et al., 2016). Gibert used Microsoft generated BIG 2015 dataset
and proposed to create images from malware binary files. An example of image
generation can be seen in Figure 1.6. Later, the image created has been used with
various CNN models in the classification tasks. The accuracy of 0.9976 has been
achieved with model CNN 2C 1D (Figure 1.7).

Kolosnjaji et al used a privately generated dataset of malware initiated system
calls. System calls sequences has been used by DL network consisting of CNN
and LSTM layers (Figure 1.8). Proposed model outperformed the feedforward
network in terms of accuracy (79.8% versus 89.4%). Proposed model
outperformed not only other simpler neural architectures, but also previously
widely-used Hidden Markov Models and Support Vector Machines.
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Fig. 1.7. Malware classification model CNN 2C 1D (Gibert, 2016)

The first concept of CNN usage for the intrusion detection has been proposed
in (Paper, 2016) and was later successfully applied by (Dawoud et al., 2018;
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De Teyou & Ziazet, 2019) with the results up to 99% of network anomaly detec-
tion accuracy.
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Fig. 1.8. Deep Neural Network architecture for system calls sequences classification
(Kolosnjaji et al., 2016)
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Fig. 1.9. CNN model architecture for HIDS (Tran et al., 2018)

Afterwards, DL methods have been widely used for the datasets mentioned
above. CNN for HIDS has been tested with various sliding window sizes on
ADFA-IDS and NGIDS-DS (Tran et al., 2018). The results were somehow better
than the counterpart of the work in (Xie, Hu, Yu, et al., 2014), where classical
machine learning methods were applied, with a detection rate (DR) of 60% and
False Alarm Rate (FAR or also known as FPR) of 20%. To achieve these results
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the input layer of 191 and 151 system calls was used. How can it be seen in Fig-
ure 1.9 — relatively simple CNN configuration has been used in experiments (only
one layer of convolutions has been applied). The short sequence of system calls,
and simple CNN model resulted in not so great results: the detection rate of
60.46% for NGIDS-DS dataset.

Other authors have used dCNN not to perform final classification but to ex-
tract useful features from the data, and the Softmax classifier to generate the final
detection result for the ADFA-IDS dataset. This method has enhanced the real-
time processing and detection efficiency of intrusion detection systems by 7.3 per-
cent (S. Zhang et al., 2019).

In recent years, the research of the combination of CNN and RNN into one
model has shown promising results (Guo et al., 2018; Ji et al., 2019; J. Wang et al.,
2016) and was applied from image recognition to Bitcoin price prediction tasks.
This encouraged many researchers to apply similar methods in the IDS research
field. The combination of CNN and RNN was applied in NIDS and HIDS: it was
tested with KDDCup 99 (Vinayakumar et al., 2017) and ADFA-LD (A. Chawla
et al., 2018) datasets, and comparable results have been achieved. The main dis-
advantage of such an approach is that proposed models are complicated and re-
quire massive computational power. All comparative information on the afore-
mentioned research can be seen in Table 1.10.

Table 1.10. Comparative information on reviewed ML and DL methods usage in intru-
sion and malware detection

Reference Year Method Notes

used
Ryan et al., 1998 NN Used 2-Layer MLP. Used UNIX system log
1998 data. A legitimate user was identified 92% of

the time.

Cannady, 1998 | 1998 NN Used 2-Layer MLP. Used network-related data.
RMSE parameter used to evaluate NN. The
training returned 0.058298 value of RMSE.
Schwartzbard, 1999 NN Host data was used (software behaviour pro-
1999 files). A single hidden layer MLP was used.
90.9% of all intrusions were detected correctly,
with a false positive rate of 18.7%.

Rhodes et al., 2000 | SONN | Network data were used to catch an intrusion.
2000

Richard P. 2000 NN MLP network was used on network-level Unix
Lippmann & data (DARPA 1998 dataset). Designed a sys-
Cunningham, tem to detect attacks with a possibility 80% of

2000 attacks with only one false positive per day.
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Continue of the Table 1.10

Reference Year | Method | Notes
used

Z.Zhangetal., | 2001 NN Statistical analysis was used in conjunction

2001 with MLP network with network-related data.
Proposed framework to analyse network data
with the help of NN.

S.C. Lee & 2001 NN Hierarchy of NN’s were used in experimental

Heinbuch, 2001 IDS. Network data was used in an experiment.
The experimental IDS was 100% successful in
detecting specific attacks, without a priori in-
formation on or training directed toward those
at- tacks.

Jirapummin 2002 NN Network data from KDD Cup 1999 dataset was

etal., 2002 used. A 3-layer NN was used. Researchers
achieved more than 90 % detection rate and
less than 5 % false alarm rate in three selected
attack programs.

Bivens et al., 2002 NN Proposed a NN model for a NIDS. Used KDD

2002 Cup 1999 dataset. The NN performed well
when tested on individual types of attacks one
at a time. But failed to perform simultaneous at-
tacks detection.

Shyu et al., 2003 NN Used KDD Cup 99 dataset. Achieved 98.94%

2003 recall in intrusion detection task.

Amini & Jalili, | 2004 NN Unsupervised NNs were used to detect net-

2004 work-based intrusion. Used KDD Cup 99 da-
taset. The results shown that proposed method
can recognize attack traffic from normal one in
90.7-93.5 percent of times.

Yuetal.,, 2005 | 2005 NN An MLP/EIman model was used. Used KDD
Cup 99 dataset. The detection rate of 87.9%
achieved with a false positive rate of 22.4%.

| Ahmad etal., | 2007 NN Used NN with a Resilient Backpropagation.

2007 Used KDD Cup 99 dataset. The overall detec-
tion rate was 95.93 %.

G. Liuetal., 2007 NN NNs were used for online computing. Used

2007 DARPA 1998 dataset. The anomaly detection
method proposed a 97.1% detection rate with
2.8% FPR.

Sunetal., 2009 | 2009 NN A wavelet NN was used. Used DARPA 1998

dataset. The training and testing error values
were smaller than regular NN.
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Continue of the Table 1.10

Reference Year Method Notes

used

Yong & Feng, 2010 NN A recurrent MLP network was used. Used

2010 KDD Cup 99 dataset. An average detection
rate of 82% was produced for network related
attacks.

G.Wangetal.,, | 2010 NN A NN combined with fuzzy clustering was

2010 used. Used KDD Cup 99 dataset. An average
accuracy of 96.71% was produced with the
proposed NN configuration.

Fiore et al., 2013 NN A restricted Boltzmann machine network was

2013 used. Used KDD Cup 99 dataset. An accuracy
of 84% produced when KDD dataset was used
for training.

Gaoetal.,, 2014 | 2014 DBN A DBN used in combination with RBM. Used
KDD Cup 99 dataset. An accuracy of 93.49%
and FPR of 0.76% was produced by the pro-
posed network.

Gibert, 2016 2016 CNN | A static data from BIG 2015 dataset was used
with CNN. An accuracy of 99.76% was
achieved by the proposed model.

Kolosnjaji et 2016 CNN | A combined model of CNN and LSTM was

al., 2016 + used with a privately generated malware-based

RNN | dataset. An accuracy of 89.4% was achieved
by the proposed model.

Paper, 2016 2016 CNN | A CNN model was used for training. Used
KDD Cup 99 dataset. An error lower of 2% for
training and testing was produced.

Vinayakumar 2017 CNN | ACNN, LSTM and GRU combinations used.

etal., 2017 + Used KDD Cup 99 dataset. The best accuracy

RNN | of 98.7% was proposed by a complicated CNN
3 layer-LSTM model.

Tranetal., 2018 CNN | Arelatively simple CNN architecture was used

2018 with ADFA-IDS and NGIDS-DS datasets. An
accuracy of 60% and FPR of 20% was gener-
ated.

A. Chawla 2018 CNN | A combined CNN and GRU model was used

etal., 2018 + with ADFA-LD dataset. A hight detection rate

RNN | of 100% with PFR of 60% was produced by

the proposed model.
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End of the Table 1.10

Method

Reference Year Notes

used
S. Zhangetal.,, | 2019 RNN | A 3-layer LSTM-based model was used with
2019 network-level USTC-TFC2016 dataset. An ac-

curacy of 99.9% was achieved when the net-
work-level intrusion was simulated.

1.4. Application of System Calls for Intrusion and
Malware Detection

The intrusion threats or obfuscation technigques used by malware can be combated
by collecting system calls and their further analysis. The behaviour of a program
and its security-relevant activity is tightly related to system calls used that can be
analysed to find clusters of samples that behave similarly. Because of these rea-
sons, system calls should be collected and stored in a secure environment for anal-
ysis. System call tracing is a popular source of data not only for dynamic malware
detection and classification tasks but also for early execution prevention of un-
wanted (malicious) applications (Pailoor et al., 2020). The IDS and malicious ap-
plications detection are deeply related because the use of system call tracing for
malware detection has originated from intrusion detection, where unusual system
call sequences were triggered as evidence of potential irruptions (Stephanie
Forrest et al., 1998). Therefore, a system call is the best way to trace software
activities on the operating system level. The dynamic analysis is used to determine
the behaviour of programs while executing them in a safe and isolated environ-
ment. When the program is executed, it throws system call invocations. The de-
tection method is based on monitoring the system calls in a fast way to understand
the objectives of the suspicious program (Canzanese et al., 2016). An inability to
use system calls as the data source is considered as one of the main disadvantages
of the modern IDS. Furthermore, the usage of system calls can reduce FPR and
response time of the systems (Singaravelan et al., 2020; Wunderlich et al., 2020).

Two methods are typically used to analyse system calls: frequency-based and
sequence-based. The first proposition to use system calls as information for intru-
sion was based on the statement that normal (frequent) sequences differ from ab-
normal (infrequent) ones (S. Forrest et al., 1996). System calls are treated as
“words” and sequences of them — as “sentences”. This type of intrusion and mal-
ware detection requires relatively high computational resources, but in favour, it
returns the highest accuracy results. Hu et al. proposed a simple and efficient
HMM scheme for host-based anomaly intrusion detection (Hu et al., 2009). They
proposed an enhanced incremental HMM training framework that incorporates a
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simple data pre-processing method for identifying and removing similar sub-se-
guences of system calls. Ye et al. proposed the usage of rough set theory in the
area of intrusion detection to make it more suitable as a detection system (Ye
et al., 2010). The study confirmed that it is possible to detect an attack by system
call sequence analysis. Jewell & Beaver shown that system call sequences can be
found to reach a steady state across processes and users, and explore the viability
of new methods as heuristics for profiling user behaviours (Jewell & Beaver,
2011). The paper of Creech & Hu has clearly demonstrated the superior results
possible when using a full semantic analysis of system calls to derive a new fea-
ture. The extreme learning machine methodology has been verified as applicable
to the IDS problem (Creech & Hu, 2014). The paper of Gupta & Kumar describes
an approach to detect malicious program executions in Cloud environment with
the use of a new technique of Immediate System Call signature detection. In this
approach, for all unique System Calls, the Immediate System Call structure is
identified and created from their normal execution logs, and such signatures are
stored and then used as a baseline for anomalous program detections (Gupta &
Kumar, 2015). The aforementioned research of Kolosnjaji et al. proposed to use
system calls sequences as a feature vector for the malware classification
(Kolosnjaji et al., 2016). They get concentrated on the DL model construction and
achieved better classification results than not only other simpler neural architec-
tures but also previously widely used Hidden Markov Models and Support Vector
Machines. One of the latest paper proposes to use natural language processing to
detect malicious behaviour in Windows virtual machines by analysing system
calls sequences (Peddoju et al., 2020).

Frequency-based intrusion and malware detection methods are often used for
the computationally inexpensive characteristic. Several frequency-based methods
have been applied to the already mentioned ADFA-LD dataset. It has been con-
sidered simple features such as a trace’s length and the relative frequency of each
call in that trace, and achieved “acceptable” detection results in testing using sim-
ple one-class classifiers: k-NN, SVM, and k-means algorithms (Xie, Hu, & Slay,
2014; Xie, Hu, Yu, etal., 2014; Xie & Hu, 2013).

System calls parameters, along with memory pointers, also are proposed as
an additional data source to detect intrusion or malware. For example, Abad et al.
described an IDS based on correlating network traffic to system calls (Abad et al.,
2003). They were able to make abnormal traces more abnormal, thus making in-
trusions easier to detect. Kruegel et al. introduced several models that learn the
characteristics of legitimate parameter values and are capable of finding malicious
instances (Kruegel et al., 2003). Based on the proposed detection techniques, they
developed a host-based intrusion detection tool that monitors running applications
to identify malicious behaviour. Tandon Gaurav & Philip K. Chan portrayed the
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efficacy of incorporating system call argument information and used a rule-learn-
ing algorithm to model a host-based anomaly detection system (Tandon Gaurav
& Philip K. Chan, 2005). Based on experiments on various data sets, they claim
that the proposed argument-based model detected more attacks than all tested se-
guence-based techniques.

Contrary exists techniques that can be used against such detection methods
when system calls are used. Typically, these two key ideas are used: “mimicry”
attacks and the usage of short malicious sequences. In the first case, system calls
with nulls as parameters are used to imitate benign application (Kayacik & Zincir-
Heywood, 2008). Likewise, malicious actions are executed not in one atomic op-
eration but in short sequenced bursts hidden in a valid system calls sequences (Tan
& Maxion, 2002). One of the most dangerous malware type ransomware was an-
alysed by Ahmed et al. They proposed a non-signature-based method for the de-
tection of the ransomware on windows API call sequences. This paper introduced
a refinement process that reduces the size of the system call traces collected from
the dynamic analysis logs. This approach filtered out the program's traces by re-
moving the system calls that do not have a strong indication of the behaviour of
the ransomware (Ahmed et al., 2020). Summary of reviewed application of system
calls for intrusion and malware detection can be seen in Table 1.11.

Table 1.11. Summary of reviewed application of system calls for intrusion and malware
detection

Reference Year Method Notes
used
S. Forrest 1996 | Sequence- | The first proposition to use system calls as
etal., 1996 based data. Used short sequences of system calls of
Linux applications to detect intrusion.
Abad et al., 2003 System The authors proposed a proof of concept
2003 calls pa- | method for intrusion detection by making ab-

rameters | normal system calls traces more abnormal,
thus making intrusions easier to detect.

Kruegel etal., | 2003 System Several, working with system calls parame-
2003 calls pa- | ters, models proposed for intrusion detection.
rameters | An HMM model used with Linux-based data.

Tandon Gaurav | 2005 System An argument-based model, A-LERAD intro-
& Philip K. calls pa- | duced and tested with various datasets

Chan, 2005 rameters | (Linux-based). The proposed methods de-
tected more attacks than all tested sequence-
based techniques.
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End of the Table 1.11

Reference Year Method Notes
used
Hu etal., 2009 | 2009 | Sequence- | Proposed a method for identifying and re-
based moving similar sub-sequences of system

calls.

Yeetal, 2010 | 2010 | Sequence- | Proposed a method on how to reduce the di-

based mensionality of the data when system calls

are used for intrusion detection.

Jewell & 2011 | Sequence- | System calls analysis applicability was tested

Beaver, 2011 based against data theft from the Linux operating
system.

Xie & Hu, 2013 | Frequency- | A preliminary analysis of ADFA Linux da-

2013 based taset proposed to use frequency-based intru-
sion detection. The authors proposed to use
(KNN)-based model.

Creech & Hu, 2014 | Sequence- | Demonstrated system calls sequence-based

2014 based methods for intrusion detection. A Linux-
based ADFW dataset has been used.

Xie, Hu, & 2014 | Frequency- | A novel SVM-based anomaly detection sys-

Slay, 2014 based tem is proposed for ADFA-LD.

Xie, Hu, Yu, 2014 | Frequency- | Analysed several frequency-based algorithms

etal., 2014 based in attempts to reduce the dimension of the
frequency vectors. Linux based ADFA da-
taset have been used.

Gupta & 2015 | Sequence- | Demonstrated system calls sequences usage

Kumar, 2015 based for cloud-based intrusion detection.

Kolosnjaji 2016 | Sequence- | The proposed system calls sequences for

etal., 2016 based malware classification. Worth to mention,
that DL model was used for such a task.

Peddoju etal., | 2020 | Frequency- | Proposed two anomaly detection algorithms

2020 based for intrusion detection with system calls.

1.5. Intrusion and Malware Detection Research
Situation in Lithuania

As intrusion and malware research is popular in the global academic world, Lith-
uanian researchers do not generate a noticeable amount of papers in this area. Es-
pecially in host-based area. All recent year’s research has been dedicated to net-
work-based research with a combination of popular ML methods.
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Paulauskas & Bagdonas presented a novel approach to detect network flow
anomalies. The method is based on the Local Outlier Factor (LOF) algorithm,
which evaluates each event’s uniqueness on the basis of distance from the k-near-
est neighbours (Paulauskas & Bagdonas, 2015). Later, research has been contin-
ued by the application of the LOF algorithm for the detection of anomalies when
only normal network data are used for the model training has been demonstrated.
Experimental results of different threshold values influence on the anomaly de-
tection accuracy using NSL- KDD dataset is presented (Auskalnis et al., 2018).
The most recent LOF usage in intrusion detection was presented by Paulauskas &
Baskys: they analysed the use of the histogram-based outlier score (HBOS) to
detect anomalies in the computer network. Experiments were conducted using an
NSL-KDD dataset (Paulauskas & Baskys, 2019).

Bulavas, in 2018, analysed data visualization methods usage for intrusion
detection. Investigation shows that a combination of Principal Component Anal-
ysis (PCA) and Decision Tree methods allow classification of intrusions such as
Smurf, Satan, Neptune, Portsweep, Ipsweep with probabilities higher than 95%
with a depth of tree set to 4 and PCA components set to 10. Nevertheless, Nmap,
Teardrop intrusions are classified purely, therefore, a deeper Decision Tree is
needed to increase classification accuracy (Bulavas, 2018).

In the same 2018 year, Japertas & Baksys proposed a method for early staged
detection of pre-planned attacks using a number of logical filters. The results of
theoretical simulation have shown that the proposed method is capable of deter-
mining early-staged cyberattacks (Japertas & Baksys, 2018).

In 2019, Maskelitinas and Damasevicius presented a method to detect intru-
sion in the network level. This research proposes a solution for intrusion detection
by using the improved hashing based Apriori algorithm implesmented on Hadoop
MapReduce framework. The obtained results have shown that this approach pro-
vides a reliable and effective means of detecting network intrusion (Azeez et al.,
2019). The detection rate has been achieved up to 98.2% when a DOS attack was
classified. The same authors participated in research where phishing attacks de-
tection were analyzed, and a new method to prevent internet users from such vul-
nerability has been proposed (Azeez et al., 2020). Damasevic¢ius and Blazauskas
cooperated in research where malware classification task has been analyzed. They
proposed a feature fusion method to combine the features extracted from pre-
trained AlexNet and Inception-v3 deep neural networks with features attained us-
ing segmentation-based fractal texture analysis (SFTA) of images representing the
malware code (Nisa et al., 2020). The presented method was evaluated on a
Malimg malware image dataset, achieving an accuracy of 99.3%, which makes it
the best among the competing approaches.

It is worth to highlight the work of Venckauskas et al., where BitTorrent Sync
client encryption analysis has been used to help the forensics team in a decision
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where the shared data is legal or not. They proposed the methodology that enables
to capture the initiation step and to inform the forensics investigator, which then
takes the reactive actions. The comparison of the calculated hash with the list of
publicly available hashes allows determination of whether sharing of the file is
legal or illegal (Venckauskas et al., 2017).

1.6. Conclusions of Chapter 1 and Formulation of the
Objectives of the Thesis

The following conclusions can be made from current chapter information:

1. The protection of information systems is one of the most important tasks
for modern companies. This is proven by both industrial and scientific
publications. If this task is failed to perform correctly, the company can
lose important data or even critical infrastructure. IDSs are used as one
of the protective layers for such task: NIDS and HIDS are the most pop-
ular approaches with no winner for all types of protection;

2. Classical intrusion and malware detection approach based on signatures
has a number of flaws. The significant number of false-negatives can be
considered as the main weakness of this approach and motivates further
research on ML/DL application for anomaly-based detection, that could
potentially deal with zero-day and evolving attacks. On the other hand,
application of such methods is highly dependent on the quality and
amount of data that is used for method training. ML/DL methods for IDS
usually achieve high accuracy (66.46-99%) only when complicated
models are used in combination with high dimensionality data;

3. It was determined by the analysis performed, that sequences of system
calls invoked by malware and exploits used for the attack on the system
level are seen as one of the most perspective sources for intrusion and
malware detection, since sequences of calls by malicious and benign pro-
grams differ in nature. Malware in this thesis is referenced to a virus
which is described as “a program that is able to infect other programs by
modifying them to include a possibly evolved copy of itself” (Szor,
2005). Furthermore, this thesis does not analyse network-level attacks
(e.g., DDOS) but concentrates on attacks (viruses) or attack tools that
utilise integrated OS level API’s;

4. The wider existence of network-based datasets is steering researchers to
develop more methods for NIDS. This situation has also encouraged re-
searchers to create several HIDS-based datasets containing system calls



58

1. LITERATURE REVIEW ON HOST-LEVEL INTRUSION AND MALWARE ...

from Windows OS. Unfortunately, the analysis revealed that existing da-
tasets have several flaws: they lack essential features (ADFA-WA con-
tains only system calls identifiers), have an insufficient amount of traces
(ADFA-WA has only 6636 traces), or are only presented, but not used in
any experiments (CSE-CIC-1DS2018 dataset). The analysis performed
has shown that there is an increasing requirement for the development
and training of anomaly-based HIDS solutions, which is currently being
slowed down by the lack of available and suitable host-level anomaly
datasets;

It can be concluded that the research on improvement of anomaly-based
host-level intrusion and malware detection by applying ML and DL
methods should be concentrated on the creation of an exhaustive dataset
of system calls sequences by malicious and benign applications with fur-
ther application of the created dataset for selecting and training the most
appropriate ML/DL models.

Based on the conclusions, the following tasks are formulated to achieve the
goal:

1. To propose robust method for generating a dataset that can be used as a

basis for further research of ML and DL methods application for host-
level intrusion and malware detection task;

. To perform an experimental evaluation of existing ML and DL methods

with newly generated dataset for the host-level intrusion and malware de-
tection task;

. To propose and evaluate new DL models for the host-level intrusion and

malware detection task.



Generation of Host-Based Windows
Dataset for Anomaly-Based Intrusion
Detection

This Chapter provides a description of the dataset generation method, practical
method implementation description, including the process of malware preparation
for the experimental environment. The detailed specification of the newly gener-
ated dataset Attack-Caused Windows OS System Calls Traces Dataset (AWS-
CTD), including size, structure, characteristics, balancing methods applied are
presented. Apart from that, the evaluation criteria of ML/DL methods are defined
that will be later used for methods efficiency evaluation.

The proposed method and results were published in the international journal
and presented in an international conference (Ceponis & Goranin, 2018).

2.1. Dataset Generation Method Description

The lack of available and suitable host-level anomaly datasets has caused the need
to create such a dataset from scratch. The system engineering approach was ap-
plied in order to cover the research needs while developing the dataset, including
requirements formulation, UML diagrams and other methods.

59



60 2. GENERATION OF HOST-BASED WINDOWS DATASET FOR ANOMALY-BASED ...

The following non-functional requirements were formulated for the mali-
cious activity dataset generation method: the system has to be flexible (it must
allow adapting new data collection in the future), easy to configure (no special
tools must be required to change system parameters), and based on open-source
software only. The target operating system for malicious activity collection cho-
sen — was Windows, because it is still the most widely used operating system in
the world, although the method can be easily adapted for any other OS.

For reasons of simplicity and proof of concept, only openly available mal-
ware samples were used to generate malicious activity samples. The method can
be easily automated: any malware samples can be downloaded, prepared accord-
ing to the requirements, and used. Malware samples contain items for all well-
known operating systems, so malicious activity sets are generated for any operat-
ing system.

Malware Host machine Guest

sample_s = preparation A S machings
preparation preparation

Data collection i = Collected data
server —> sanrt1-p 5> g > preparation ana ﬁ@
preparation B LON an analyzation
data collection

Fig. 2.1. Main steps of the proposed method of dataset generation

The proposed method (Figure 2.1) has six following steps:

1. Malware samples preparation. At first, malware must be obtained
from available sources. Later, malware of Windows OS executables
type should be extracted and added to a separate collection for use;

2. Host machine preparation. The hypervisor must be installed and con-
figured on the selected host machine. Malware samples must be cop-
ied to the host machine for later execution;

3. Guest machines preparation. Template for a virtual guest machine
must be added and configured on the host machine. Later, the re-
quired number of guest machines (copies) should be created for mal-
ware execution. Execution of malware samples can be performed in
parallel and is dependent on the number of guest machines available;
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4. Data collection server preparation. Server storage for the malware
execution log information (such as anomaly samples in the form of
logs, network activity, system calls, etc.) must be prepared;

5. Malware samples execution and data collection. When all machines
are prepared — the main execution script is started. The main script
will upload a malware sample to the target guest machine and will
start the operating system. Later, a script on the guest machine will
execute the malware on OS start-up. The malware-generated activity
log will be automatically collected and uploaded to the data collec-
tion server;

6. Collected data preparation and analyzation. When all samples are ex-
ecuted, collected data can be transformed into the XML format and
analysed.

2.2. Dataset Generation Method Implementation

The proposed method implementation (architecture) can be seen in Figure 2.2.
The virtualization technique, based on a free ProxMox hypervisor, was selected
to simulate quest machines that will be used for running malicious actions. Prox-
Mox VE is a completely open-source platform for enterprise virtualization, a
built-in web interface that allows management of VMs and containers, software-
defined storage and networking, high-availability clustering, and multiple out-of-
the-box tools in a single solution (Kovari & Dukan, 2012). ProxMoxX is running
QEMU - a generic and open source machine emulator and virtualizer and is based
on Debian operating system. According to the results of the latest research,
QEMU has less detectable virtualization through basic detection techniques
(Miller et al., 2017), which maximizes the malware execution rate.

The main bash script is executing all commands required to collect data: a
guest machine is prepared, started and stopped by that script. The main bash script
has only one parameter — a folder that contains prepared malware samples. Prox-
Mox firewall is enabled on the Host machine to manage network flow and mini-
mize the risk of malware propagation. Only one-directional flow to the remote
HIDS server was allowed — all other connections were blocked. All data sent to
that server was stored on LOG server for later analysis.

An anomaly data collection was done by three tools: Dr. Memory provided
system call tracer for the Windows OS, OSSEC (open source HIDS (Timofte,
2008)) for file integrity monitoring and WinDump for the network-related infor-
mation. Dr. Memory tool provides not only the system call name but also passed
parameters list and return value. All that information can be used to detect earlier
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mentioned thread injection, which is missing in the method provided by (Berlin
etal., 2015).

Host machine (ProxMox Hypervisor)
Main script 3 |

/\

Guest machine #1 3 | Guest machine #n $]

% Dr Memory S Dr Memory
E WinDump E WinDump
E OSSEC ﬁP/IP TCPIP % OSSEC

T
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/ \.Log data
TCP/IP

LOG data
server
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Internet

Fig. 2.2. Malware execution components scheme

Open malware collections were used to generate malignant activity on guest
machines. Malware execution was conducted on a Windows operating system.
For simplicity reasons, during the first step, only malware of executable type was
used, in order to minimize dependence on third-party applications (e.g. office
suites, utilities, viewers or any other). Malware samples were taken from the freely
available database provided by VirusShare (VirusShare.com, 2020) (For this re-
search, VirusShare 00289.zip package, created on 2017-05-07, was used) and
theZoo (thezoo.morirt.com, n.d.). VirusShare provides malware packages in the
form of password-protected zip files with the usual ‘infected’" password or any
other file types. As a result, every package file type must be analyzed, because
there is no file extension provided. Every package can contain various types of
malicious files that can target different operating systems: Linux, Windows, Mac,
Android and iOS. For that reason, each package must be analyzed, and only Win-
dows OS-executable malicious samples have been selected in our case. VirusSh-
are samples were combined with theZoo malware collection, which holds the most
popular and controversial malware samples. theZoo database already contains
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password-protected archives with executable files. For that reason, no special
preparation procedure was required.
Malware sample preparation is presented in Figure 2.3.

?

Check file type

Executable )k Cther file type
TArchive
Decompress archive

Check for executable files

No executable
files

Exist executable files

Compress to password protected archive

1

B

Fig. 2.3. Malware file preparation

Usually, the first byte of a file is holding information about the file type. If
that is already a Windows-executable file — a corresponding file extension is
added to it, and the file is packed to the archive with a password “infected”. If the
analysed file is an archive — it is extracted for further analysis and, if executable
files are found, they are added to the password-protected archive. All other files
are skipped.

2.3. The Process of Malware Loading to the Guest
Machine

Malware transfer to the guest machine was implemented with the help of Prox-
Mox VE, which provided the capability to attach an additional virtual drive and
copy the file straight to it. It is not dependent on any other third-party software,
and firewall configuration has no impact on file transfer. The number of malware
samples that can be executed in parallel, thus influencing the dataset generation
speed, depends on the number of running guest machines that are directly related
to the available hardware resources.
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Our experiments were performed on the HP ProLiant DL 380 G6 server with
the following specifications: 2xXeon E5520 CPU, 8 GB of RAM and 4x146 GB
HDD’s connected to RAID 5. Six guest machines were running in parallel.

A bash script on the host machine was used to control the guest machine’s
state (start-up and shutdown) and malicious file transfer to the corresponding vir-
tual drive. Virtual drive preparation for the guest machine also was implemented
via bash script. To ensure such method on the newest ProxMox VE — thin provi-
sioning must be turned off. After that, every guest machine drive is represented
on a hypervisor as a simple local file. Most importantly, it can be mounted on a
hypervisor system and updated with required malware file. Main actions per-
formed by the bash script on the host machine are:

1. Copying guest machines disks from prepared templates;

2. Mounting virtual disk for every guest machine, copying prepared
malware, unmounting disk;

3. Starting the guest machine;

4. Pausing script for defined time to provide the malware the possibility
to reveal all functionality and features. The default pause time in tests
was equal to 30 minutes but can be optimized for generating sets of
specific malware types (e.g. longer for botnet and shorter for worm);

5. Stopping the guest machines. The Stop command will halt the ma-
chine immediately. The shutdown process is not initiated.

Basically, all steps combine simple commands: copy, machine start and ma-
chine stop. However, step number 2 requires a more sophisticated knowledge of
virtual disk handling commands.

Guest machine images were also prepared. Each guest machine was running
Windows 7 OS and Dr. Memory, OSSEC agent and WinDump. Additionally,
there was installed Notepad++ editor and Mozilla Firefox browser for more com-
fortable support. A malware execution script was added to the Windows task
scheduler. Task scheduler provides all required privileges for an unimpeded ap-
plication/malware startup. It means, that all applications were executed with ad-
ministrator privileges. Then defined archive file is extracted, malware is executed
by a run command for every executable in the extracted folder. The anomaly data
gathered (list of modified/accessed files, system calls with related information and
network data) was sent to the LOG server for analysis.

All actions required for implementing malware samples execution are pre-
sented on Figure 2.4. Malware samples are executed in a batch manner. Every
batch has a number of files identical to the number of available guest machines. It
can be seen, that host machine waits for the predefined time while a script on guest
machine is executing the provided malware sample. This pause is needed to col-
lect anomaly activities in case malware manifests itself after some delay after in-
fecting the machine. No interruptions or errors related to the malware execution
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were noticed, which is an advantage against a well-known tool for such task —
Cuckoo sandbox. According to Miller et al. — it has stability issues that cause

Cuckoo samples results to be inconsistent between runs (Miller et al., 2017).

2.4. Attack-Caused Windows System Calls Traces
Dataset

Host machine

[

Guest machine E

b

Transfer malware files to
Guest machines

!

Start all guest machines

at (Wait for
predefined
time)

Stop all guest machines

®

Extract D : \virsrc.7z to
D:\virsrc folder

Run executable
from E:\virsrc
folder

Exist more
executables

Fig. 2.4. Malware file preparation

While developing the dataset (further referred to as Attack-Caused Windows Sys-
tem Calls Traces Dataset or AWSCTD) the following three main objectives were

targeted for the dataset generation process:
1.

Malware/attack tools have to be publicly available in order to assure
easy renewal of dataset in future database renewal and independent
verification of results.

The dataset should contain the following information:

a)

b)
c)

All possible information about the system call (function
name, passed arguments list and values of them, return

value);

List off changed files affected by malware attack/tools;
Network traffic generated by malware attack/tools;
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3. The dataset should be based on a relatively high number of system
calls generated by a wide selection of malware/attack tools.

2.4.1. Dataset Size and Structure

A total of 12110 executable malware samples in the form of password-protected
archives were prepared from VirusShare provided packages and used for dataset
generation. All samples were tested in a two months period (2017.07-2017.08)
and 89.34% (10 820) of them were executed successfully, i.e. the selected mal-
ware sample has infected the custom-made test system with Windows OS running
on it. Further verification has revealed that not all malware samples acquired could
be considered to be 100% malicious. Some of them did not have a proper amount
of positive detection rate reported on VirusTotal.com site (VirusTotal, 2020). Be-
cause of that, only samples with 15 and more positive detections were selected for
the dataset.

Table 2.1. Most common malware categories and families used in dataset generation

Category Count | Family Count
AdWare 5139 AdWare.Win32 4655
Trojan 2353 Trojan.Win32 2326
Downloader 853 Downloader.Win32 830
WebToolbar 659 WebToolbar.Win32 654
DangerousObject 137 AdWare.MSIL 412
Trojan-Ransom 101 DangerousObject.Multi 137
Backdoor 79 Trojan-Ransom.Win32 96
RiskTool 55 Backdoor.Win32 75
Trojan-Downloader 45 AdWare.NSIS 71
Trojan-Spy 37 RiskTool.Win32 46
Packed 34 Trojan-Downloader.Win32 | 44
Virus 17 Packed.Win32 34
Trojan-PSW 16 Trojan-Spy.Win32 34
Trojan-Dropper 15 Downloader.NSIS 19
Trojan-Clicker 5 Trojan.MSIL 18

Distribution of selected malware is presented in Table 2.1 (“DangerousOb-
ject” category according to Kaspersky: Malicious software is detected by KL
Cloud Technologies. This verdict used for samples that were not classified ex-
actly.). Malware category and family information is based on VirusTotal.com
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classification. Only malware detected by at least 15 antivirus vendors was ana-
lysed further — this rule has allowed us to select 10 276 malware samples from
10 820 tested.

Collection of system calls traces was performed with the help of drstrace tool,
developed by Dr. Memory (DynamoRI10O, 2020). It allowed to gather all required
system calls information: system call name, passed parameters information (pa-
rameters count and values), return values and execution result (success or false).
A sample system call is presented on Figure 2.5.

NtQueryValueKey
arg 0: (type=HRENDLE, size= )
arg 1: / "DescriptionID" (type=UNICODE STRING*, size= )
arg 2: (type=int, size= )
arg 3: (type=<struct>*, size= ]
arg 4: (type=unsigned int, size= )
arg o5 (type=unsigned int*, size= )
failed (error= ) =>
arg 2: <NYI> (type=<struct>*, size= )
arg S5: => (type=unsigned int*, size= )
retwval: (type=NTSTATUS, size= )

Fig. 2.5. System Call sample from drstrace tool

All system calls were recorded in that format to the log files. A special logs
conversion into a better-defined formats (JSON and SQLITE database) was im-
plemented in separate C++ application. A part of code, presenting logs conversion
to SQLITE database is shown on Figure 2.6.

A total of 112.56 million system calls traces (table SystemCall) generated by
10276 malware samples were recorded to the database. The total amount of files
executed — 17885 (Table MalwareFile). Such an amount of data had a massive
impact on the database size — the generated SQLITE file consumes 39.1 GB of
storage space. The database contains not only system calls but also metadata about
the malware (database scheme can be seen in Figure 2.7).

Part of that information (Malware info) was imported with the help of Aca-
demic API provided by Virus Total. The information for every malware record
has included:

— Scan engines (antivirus applications) that provided information about the
detected threat: e.g. malware type;

— Positive scan results value;
— Web page to malware description page;
— Malware behaviour information:

1. File system action;
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2. Network communication;
3. Loaded modules (dll files).

(" Openlog file
[ Readline )
Line read
succesfull?
True
Check
first line
{ symbol
False First line Any other First line
symbol is "t symbol symbolis **
Check If
required
Check systemcall
second count is
- Prosess an
line symbol P collected RiSimatien if
system call
succeeded |
Second line If any other
symbol is ‘&' symbol W True False
A Process new |
Process an 7 Store collected
argument ‘ F:,’:::;ﬁ Iy system calls ’ﬁt:d"}::gla::
information 2l array to e
—J 8 database \ .
" Add collected
system call
information to
array

Fig. 2.6. Part of source code of system calls log transfer to the database

SystemCall
Malwarelnfo on
N ID
D sl e fkMalwareFile
Name 0.n SystemCall
VirusScanRes ID Arguments
TeiElEeEs fIfMaIwareInfo RetArguments
Positives IRl Return
URL _ Success
Behaviour CallNumber

Fig. 2.7. Generated malware activity database scheme
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A sample of exported record from the database is provided below in Tables

2.2, 2.3 and 2.4.

Table 2.2. Data sample of Table “Malware Info”

Field Value

ID 2

Name 000600ee5aedc6e5d4cad46b99f3¢c924
VirusShare 1

VirusScanRes

"Kaspersky": {
"detected": true,
"result”: "AdWare.Win32.MultiPlug.nnnn",
"update": "20171024",
"version"; "15.0.1.13"

3
TotalScans 67
Positives 54
URL https://www.virusto-
tal.com/file/6abbf5200f267e482b363c4634db9b7213c746ef03ca
e20ff65da7b8c14d0866/analysis/1508868909/
Behaviour "runtime-dlis™; [

{
"file": "advapi32.dll",

""success": true

}

{
"file™: "shell32.dIl",
""success": true

2

{
"file": "apphelp.dll”,
""success": true

}

Table 2.3. Data sample of table “MalwareFile”

Field Value

ID 1

fkMalwarelnfo | 2

FileName drstrace.VirusSh-
are_000600ee5aedc6e5d4ca946h99f3c924.exe.02320.0000
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Table 2.4. Data sample of table “SystemCalls”

Field Value

ID 72

fkMalwareFile | 1

SystemcCall NtCreateFile

Arguments [ "FILE_DIRECTORY_FILE|FILE_SYNCHRO-

NOUS_IO_NONALERT|FILE_OPEN_FOR_BACKUP_IN-
TENT|FILE_OPEN_REPARSE_POINT (type=named constant,
value=0x204021, size=0x4)",

"0x002fe874 (type=HANDLE*, size=0x4)",

"0x100001 (type=unsigned int, size=0x4)",

"len=0x18, root=0x0, name=90/538 \"\\?2\\C:\\Us-
ers\\elsa\\AppData\\Local\\Temp\2C9792C0\", att=0x40,
sd=0x00000000, sqos=0x00000000 (type=OBJECT_ATTRIB-
UTES*, size=0x4)",

"0x002fe864 (type=10_STATUS_BLOCK?*, size=0x4)",

"<null> (type=LARGE_INTEGER*, size=0x4)",

"FILE_ATTRIBUTE_NORMAL (type=named constant,
value=0x80, size=0x4)",

"FILE_SHARE_READIFILE_SHARE_WRITE (type=named
constant, value=0x3, size=0x4)",

"FILE_CREATE (type=named constant, value=0x2,
size=0x4)",

"<null> (type=<struct>*, size=0x4)",

"0x0 (type=unsigned int, size=0x4)"]

"0x002fe874 => 0xb0 (type=HANDLE*, size=0x4)",

RetArguments | [

"status=0x0, info=0x2 (type=I0_STATUS_BLOCK*,

size=0x4)",
™1
Return 0x0 (type=NTSTATUS, size=0x4)
Success 1

CallNumber 72
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Table 2.5. ADFA-WA dataset comparison to AWSCTD dataset

Dataset Executed malware samples | Collected System Calls count
ADFA-WA 15 6636
AWSCTD 10 276 112.56 million

As it can be seen from Table 2.5, AWSCTD exceeds the only currently avail-
able dataset by the number of tested malware and generated system calls count by
order.

2.4.2. Dataset Characteristics

According to the (Miao et al., 2006) there are about 949 native calls (284 key APIs
from Ntdll.dll and 665 less important from Ntoskrnl.dll) in the already discontin-
ued Windows XP operating system. In our tests performed on the basis of Win-
dows 7 OS, 645 distinct system calls were captured. The most commonly used
system calls are presented on Figure 2.8. The dominating part of calls generated
by the malware was related to registry querying. The next dominating group of
calls was implementing the file processing functions (reading and writing). The
system calls success rate parameter obtained was very high —99% of all executed
calls have returned the desired result. Dr. Memory was used to evaluate the suc-
cess rate. The calls with the highest success rate were NtQueryValueKey and NtO-
penKeyEx. The lowest rate was demonstrated by NtYieldExecution (this function
stops execution of thread calling and switches to any other currently running
thread) and NtCallbackReturn (this function finishes execution of User-Mode
callback).

0 1 2 3 4 5 6 7 8 9 Millions

NtQueryValueKey 10.2%
NtClose 9.4%
NtYieldExecution 7.0%
NtOpenKeyEx 6.2%
NtUserQueryWindow 3.3%
NtQueryInformationPro..! 3.1%
NtCreateEvent 2.5%
NtWriteFile 2.3%
NtUserGetProp 2.2%
NtAllocateVirtualMemory 2.2%

Fig. 2.8. Most used system calls by the malware
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As stated earlier, some characteristics of malware behaviour (mainly related
to file access) were obtained from Virus Total. The most frequently requested files
are listed in Table 2.6. In this category, not only critical Windows system files can
be noticed, but also various services: such as driver responsible for maintaining
persistent drive letters and volume names (MountPointManager), or remote pro-
cedure calling (Isarpc) used by the applications based on the client-server archi-
tecture.

Table 2.6. The most frequently requested files

File path Count Percentage
\\.\PIPE\Isarpc 1080 0.3%
C:\WINDOWS\Registration\R0O00000000007.clb | 766 0.2%
\\Ip 681 0.2%
\\.\MountPointManager 652 0.2%
c:\autoexec.bat 611 0.1%
CAWINDOWS\system32\shdocvw.dll 326 0.1%
C:\WINDOWS\system32\msi.dll 248 0.1%
C:\WINDOWS\system32\stdole2.tlb 221 0.1%
C:\WINDOWS\WindowsShell.manifest 218 0.1%
C:\Program Files\Internet Explorer\iexplore.exe | 210 0.1%

Table 2.7. NtCreateFile parameter “CreateOptions” most frequently used combinations

Parameter combinations Count
FILE_SEQUENTIAL_ONLY|FILE_NON_DIRECTORY_FILE 8434
FILE_SEQUENTIAL_ONLY|FILE_NON_DIREC- 8431
TORY_FILE|FILE_OPEN_REPARSE_POINT
FILE_NON_DIRECTORY_FILE|FILE_OPEN_NO_RECALL 374
FILE_SYNCHRONOUS_IO_NONALERT|FILE_NON_DIREC-

TORY _FILE

|[FILE_OPEN_NO_RECALL 221
FILE_SYNCHRONOUS_IO_NONALERT 129
FILE_SEQUENTIAL_ONLY|FILE_SYNCHRONOUS_10_NONALERT]
FILE_NON_DIRECTORY_FILE|FILE_OPEN_NO_RECALL 10
FILE_OPEN_FOR_BACKUP_INTENT 6
FILE_SEQUENTIAL_ONLY|FILE_SYNCHRONOUS I0_NONALERT | 4
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AWSCTD dataset provides additional system call information: a list of pa-
rameters, which were not included in previous publicly available datasets. These
parameters can provide additional information on malware behaviour while per-
forming ML methods training. A sample of parameters combinations, together
with statistics of the NtCreateFile system call, are provided in Table 2.7 (param-
eter CreateOptions) and Table 2.8 (parameter ShareAccess).

Table 2.8. NtCreateFile parameter “ShareAccess” most frequently used combinations

Parameter combinations Count
FILE_ SHARE_READ 340030
FILE_SHARE_READ|FILE_SHARE_WRITE 233 424
FILE_SHARE_READ|FILE_SHARE_WRITE|FILE_SHARE_DELETE | 92 609
FILE_SHARE_READ|FILE_SHARE_DELETE 85 237
0x0 27 297
FILE_SHARE_WRITE 914
Oxffffffo0 3

The parameter combinations used with system calls usually vary for legal
applications and malware, therefore this information can be used as one of the
distinguishing characteristics of malware behaviour. The dataset includes param-
eter combinations in the same form as presented for all system calls included in
the dataset.

Despite the fact that dataset is extensive and contains comprehensive system
calls information compared to the other datasets in the field, it has several limita-
tions that should be addressed. The variety of malware samples could be wider for
some classes such as ransomware (currently there are 96 samples of Trojan-Ran-
som.Win32 family). Secondly, the number of records by benign programs could
be also expanded to make the dataset more balanced.

2.5. AWSCTD Dataset Balancing

The dataset balancing methods are well known for the research community. They
are covering a problem of imbalanced classes: when one class has a lot more sam-
ples (majority) than other (minority) (Haixiang et al., 2017). This situation can
lead to improper classification. For example, in fraud detection, only a few cases
are fraud cases, and detection of them is a complicated task as the algorithm has
only a few samples to learn of (Sanz et al., 2015).
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Oversampling techniques are often used to battle data samples inequality.
One of them is a Synthetic minority over-sampling technique (SMOTE). It works
by creating synthetic minority class examples (N. V. Chawla et al., 2002). The
results of N. V. Chawla et al. paper shown that the SMOTE approach can improve
the accuracy of classifiers for a minority class and the combination of SMOTE
and under-sampling performs better than plain under-sampling.

Although the oversampling technique could improve classification results —
it has been decided not to balance AWSCTD dataset (in later chapter new minority
class of benign applications has been added). The main reason — it is essential in
intrusion and malware detection task to have more samples of malignant behav-
iour and most importantly, they must be real and not generated synthetically.

2.6. Methods for Minimising Overfitting Problem

According to Oxford dictionary, in statistics, overfitting is the production of an
analysis that corresponds too closely or exactly to a particular set of data, and may
therefore fail to fit additional data or predict future observations reliably. Overfit-
ting is one of the major problems in DL research field because it was already
mentioned next to first studies and is battled since then (Connor & Atlas, 1991).

Table 2.9. The summary of overfitting minimization methods usage in the practical the-
sis part

Method Usage description
Cross-valida- 10-fold cross-validation is used in section 3 as the default
tion method proposed by Weka.

5-fold cross-validation with the shuffle parameter as true is used
in section 4. 10-fold cross-validation was consuming a signifi-
cant amount of time when DL models were used. For such rea-
son, a 5-fold variant was decided to use.

Dropout The dropout technique was used in section 4 for certain RNN
based FCN and AWSCTD models. An aggressive dropout coef-
ficient of 0.8 was used.

Early stopping | Early stopping when the accuracy of the trained model is not
changing for six epochs was used in section 4 for all DL models
training.

Several methods evolved since then to overcome such disadvantage: cross-
validation, dropout and early stopping. All three methods have been used in this
thesis experiments with DL methods. A 5-fold Cross-validation technique applied
for training and testing the data splitting procedure. Early stopping adapted to stop
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training at a certain point when accuracy is not changing significantly. And fi-
nally — dropout used in DL models as it is recognized as one of the most effective
methods to overcome overfitting. Dropout technique was found to improve the
performance of neural nets in a wide variety of application domains including
object classification, digit recognition, speech recognition, document classifica-
tion and analysis of computational biology data. This suggests that dropout is a
general technique and is not specific to any domain (Srivastava et al., 2014). The
overfitting minimizations methods usage in this thesis practical part is concluded
in Table 2.9.

2.7. Classification Methods Evaluation Criteria

To evaluate the efficiency of ML and DL models for the dataset, the following
metrics are used as standard: accuracy, confusion matrix (CM), precision, recall,
F-score, FPR, False Negative Rate (FNR), classification error, Receiver Operating
Characteristic (ROC) curve, Mathews Correlation Coefficient (MCC), training
and testing times. The accuracy metric is calculated for both benign and malware
data classes, while the precision, recall, F-score, MCC, FPR, FNR and Error rate
are calculated only for the malware class and represent the model capability to
perform the intrusion/malware detection task.

Typically, to divide dataset into training and testing sets - Cross-Validation
method is used. K-fold cross-validation is widely used as criteria to evaluate da-
tasets. Although k can be any integer number, 5-fold or 10-fold cross-validations
are often applied. In 5-fold cross-validation, the original dataset is divided into 5
partitions of the same size, four partitions are used for training, and one partition
is used for testing. Then another four partitions and the leftover one partition will
be used for training and testing. This cross-validation approach will repeat for 5
times with different training and testing data, and 5 results will be generated and
averaged to get the final result. The K-fold cross-validation method can provide a
more precise estimation of the whole dataset (Dua & Du, 2016).

The accuracy is calculated as follows (explanation is based on research re-
lated to the thesis): the method of machine learning is trained with a portion of the
dataset (80%), while another portion (remaining 20%) of the dataset is used for
testing with the trained model, i.e. data used for testing had not been used for
training. Therefore, the percentage of correctly classified records is defined as ac-
curacy (Ceponis & Goranin, 2019). This method is repeated in five K-Folds, and
average accuracy based on Keras accuracy metric (Chollet & others, 2015) is
used, representing an average classification capability for all classes.
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The Confusion Matrix: given a classifier and a set of instances (the test set),
a two-by-two CM (also called a contingency table) can be constructed represent-
ing the dispositions of the set of instances. This matrix forms the basis for many

common metrics (Fawcett, 2005). CM used for intrusion classification can be seen
in Figure 2.9.

Predicted label
Benign Malware
& (Intrusion)
2| Benign N FP
(1]
2| Malware
= : FN TP
(Intrusion)

Fig. 2.9. CM of the intrusion classification

The precision (also called detection rate) is the fraction of relevant instances
among the retrieved instances (Fawcett, 2005). It means that when the model pre-
dicts a positive value, then what are the odds that the model has made a correct
prediction. The precision is calculated as follows:

TP
TP+FP '

Precision = (2.1)

The recall (also known as sensitivity) is used to measure the fraction of pos-
itive patterns that are correctly classified (Fawcett, 2005). In other words - recall
is a measure that tells us how great our model is when all the actual values are
positive. The recall is calculated as follows:

TP
FN+4TP '

The F-score is a metric that combines recall and precision by taking their
harmonic mean (Fawcett, 2005). F-score is calculated as follows:

Recall =

(2.2)

2(Recall Precision)

F score = (2.3)

The MCC is not a biased metric (as precision or recall) and is flexible enough

to work properly even with highly unbalanced data. Main properties of MCC are
(Boughorbel et al., 2017):

— The MCC can be calculated using the CM.

Recall+Precision



2. GENERATION OF HOST-BASED WINDOWS DATASET FOR ANOMALY-BASED ... 77

— The calculation of the MCC metric uses the four quantities (TP, TN, FP
and FN), which gives a better summary of the performance of classifica-
tion algorithms.

— The MCC is not defined if any of the quantities TP + FN, TP + FP, TN +
FP, or TN + FN is zero.

— MCC takes values in the interval [—1, 1], with 1 showing a complete
agreement, —1 a complete disagreement, and 0 show that the prediction
was uncorrelated with the ground truth.

The MCC value is calculated as follows:

TP*TN—FPxFN
mee= J(TP+FP)(TP+FN)(TN+FP)(TN+FN) ' (2.4)

The False Positive Rate (FPR) (also called False Alarm Rate) is calculated
as the ratio between the number of negative events wrongly categorized as posi-
tive (false positives) and the total number of actual negative events (Axelsson,
2000). This parameter in intrusion detection is important because it shows how
wrongly model has classified an action as non-intrusion or valid. The aim is to
have as small FPR as possible to prevent the security personnel from false alarms.
FPR is calculated as follows:

FP
FP+TN '
In the same way the False Negative Rate (FNR) shows the ratio of not de-

tected intrusion attempts and should also be minimized (Joo et al., 2003). FNR is
calculated as follows:

FPR =

(2.5)

FN
FN4TP '

FNR = (2.6)

The Classification Error (or Error Rate) tells how often the model makes a
wrong prediction (Fawcett, 2005). The formula for classification error is the fol-
lowing:

FP+FN

Classification error = ——.
TP+TN+FP+FN

.7)

The ROC curve has FPR on the x-axis and TPR on the y-axis. In ROC curve
the True Positive Rate (TPR) is plotted as a function of the FPR for different cut-
off points. Each point on the ROC curve represents an FPR and TPR pair corre-
sponding to a certain decision threshold. As the threshold for classification is var-
ied, a different point on the ROC is selected with different False Alarm Rate
(FAR) and different TPR. A test with perfect discrimination (no overlap in the
two distributions) has a ROC curve that passes through the upper left corner
(100% sensitivity, 100% specificity) (Davis & Goadrich, 2006). The ROC Curve
is shown in Figure 2.10.
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Fig. 2.10. Sample of two ROC curves compared (Davis & Goadrich, 2006)

The training and testing times usually demonstrate the time needed to train a

model and identify the intrusion/malware, respectively. For intrusion detection —
the one-sample test time (decision does it is an intrusion/malware or valid appli-
cation) is more significant as the ML models are not renewed/trained very often.

2.8. Conclusions of Chapter 2

1. The method for host-level anomaly dataset generation was proposed. The

decision was made to utilise virtualization technology in order to isolate
the potentially dangerous dataset generation environment. The proposed
method is based on malware execution in a sterile, isolated virtual ma-
chine environment with further anomaly activity collection and data rep-
resentation in an SQL.ite database format. While performing dataset gen-
eration there were no cases of malware escaping from isolated
environment, which proves that use virtualization technologies can be
considered as a reliable solution for dataset generation when data-gener-
ating systems should be securely isolated;

. The method was implemented and tested only with free or open-source

tools and freely available malware samples. The tests performed have
proved the method stability and method suitability for host-level anomaly
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dataset generation. Automated anomaly generation allows flexible train-
ing data-set expansion, response to the new attack types and generation of
specific on-demand datasets;

3. AWSCTD was generated for 10 276 malware samples. The dataset size
exceeds the size of previously known datasets by order and includes a
much more comprehensive representation of malware types and system
calls. AWSCTD has an additional advantage against existing datasets be-
cause of parameters (system call arguments list and return value) that al-
low more in-depth HIDS training;

4. An expansion of the generated dataset is being planned for creating a more
comprehensive host-level anomalies dataset for HIDS training. The ex-
pansion is planned via the inclusion of non-executive type malware sam-
ples, non-malware attacks and optimizing the pause interval for better fea-
ture assembly of delayed malware activities.






Evaluation of Machine Learning
Methods Application for Anomaly-
Based Intrusion Detection and
Classification

This Chapter presents an experimental investigation of ML methods application
for malware classification by using system calls. The newly generated AWSCTD
dataset has been used as the source. Seven ML methods have been selected to
apply: Bayes Net, Naive Bayes Net, Support Vector Machines, Neural Networks,
Decision Table, Decision Tree J48 (C4.5), Logistic Model Tree (LMT). The chap-
ter also includes the selection of the most appropriated evaluation criteria, descrip-
tion of the testbed configuration, actions performed for feature pre-processing.
The chapter concludes with an evaluation of the tested ML methods and results
achieved.

The experiment results were published in the international journal and pre-
sented at the international conference (Goranin & Ceponis, 2018).
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3.1. Application of AWSCTD for the Malware
Classification

The total of 5 malware families was selected from the dataset for our experiment.
The main selection criteria — family should have more than 100 samples of unique
family representatives, and the corresponding system calls sequences. Kaspersky
provided family descriptor was used. Table 3.1. shows the number of unique mal-
ware samples in each family (“DangerousObject” category according to the
Kaspersky: Malicious software is detected by KL Cloud Technologies. This ver-
dict is used for samples that were not classified exactly.).

Table 3.1. The number of each malware label

Label Count
Trojan 1755
AdWare 4333
WebToolbar 618
Downloader 710
DangerousObiject 105
Total: 7521

The different size of families represented helps us to evaluate the influence
of the size of an initial dataset on the accuracy of classification.

3.2. Experimental Testbed Configuration and
Selected Criteria

A WEKA 3.8 software has been used for the classification. A relatively simple
hardware configuration was used to support the above-mentioned software:

— CPU: Intel(R) Core (TM) i7-7500U 2.70 GHz (2 Cores, 4 Threads);
— RAM: 8GB (DDR3);

— 0S: Windows 10 PRO.

To evaluate the efficiency of all models the following metrics were defined:
accuracy, confusion matrix (CM), ROC curve, and training and testing times.
Those criteria were proposed as the most important by the used software itself and
are sufficient to primary analysis of newly created dataset.
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3.3. Feature Pre-Processing and Selected ML

Methods

We are stating that it is enough to test the first batch of application system calls to
determine its family. For that reason, the first 10, 20, 40, 60, 100, 200, and 400
system calls were used to generate the training and testing sets. The lengths of
system calls sequences were determined experimentally. At first short sequences
of ten system calls were used, then it was extended by 10-20 calls. Later it was
extended by 100-200 system calls to achieve better classification accuracy. The
sample for 10 first system calls can be seen in Figure. 3.1. Every system call is
represented by the unique number, and the sequence of these numbers forms the

feature vector used for training.

@RELATION SystemCalls0010

@ATTRIBUTE SystemCall0
@ATTRIBUTE SystemCalll
@ATTRIBUTE SystemCall2
@ATTRIBUTE SystemCall3
@ATTRIBUTE SystemCall4
@ATTRIBUTE SystemCall5
@ATTRIBUTE SystemCall6
@ATTRIBUTE SystemCall7
@ATTRIBUTE SystemCall8
@ATTRIBUTE SystemCall9
@ATTRIBUTE class {

}

@DATA

NUMERIC
NUMERIC
NUMERIC
NUMERIC
NUMERIC
NUMERIC
NUMERIC
NUMERIC
NUMERIC
NUMERIC

7,10,10,9,3,3,3,9,10,10,AdWare
7,10,10,9,3,3,3,9,10,10,AdWare
20,20,20,10,10,9,9,9,18,11, Trojan

7,10,10,9,9,9,3,3,3,9, AdWare

9,18,21,22,9,9,26,9,18,23, AdWare
29,19,2,13,31,1,2,28,28,33,Trojan
7,10,10,9,3,3,3,9,10,10, AdWare

Fig. 3.1. WEKA data file fragment for the first ten system calls

A WEKA 3.8 data mining software was used to test various classification
methods (Witten et al., 2005). The ability to use independent open source and
customizable software package was the main reason for such selection. None of
the WEKA-provided default method values were changed or tinkered to achieve
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better results — all methods were used with default hyperparameter values. Differ-
ent type of Weka provided ML methods were selected to test the accuracy of mal-
ware type classification. Methods with training values can be seen in Table 3.2.

Table 3.2. Used ML methods with training parameters

Method Training parameters
Bayes Net searchAlgortihm: K2
maxNrOfParents: 1
scoreType: BAYES
estimator: SimpleEstimator
alpha: 0.5

useADTree: False

Naive Bayes Net No classifier related parameters.
Support Vector Machines seed: 1

nu: 0.5

cacheSize: 40

cost: 1.0

eps: 0.001

degree: 3

kernelType: 2

gamma and coef0: 0.0
SVMType: 1

loss: 0.1

Neural Networks learningRate: 0.3
momentum: 0.2
trainingTime: 500
validationSetSize and seed: 0
validationTreshhold: —20
hiddenLayers: a ( (attribs + classes) / 2)
Decision Table crossVal: 2

search: BestFirst
lookupCacheSize: 1
searchTermination: 5

J48 (C4.5) confidenceFactor: 0.25
minNumObj: 2

LMT (Logistic Model Tree) | minNumlnstances: 15
numBoostinglterations: -1
weightTrimBeta: 0.0
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3.4. Results of Malware Classification

Classifiers were trained and tested with a 10-fold cross-validation technique.
Cross-validation is a technique to evaluate predictive models by partitioning the
original sample into a training set to train the model and a test set to evaluate it.
Our selected out of the box ML methods allowed to achieve results suitable for
practical application. Almost all of them have achieved more than 80% off accu-
racy for the dataset, with the best result of 92.4 by SVM. The percentage of cor-
rectly classified malware samples by different methods can be seen in Table 3.3.

Table 3.3. Correctly classified percentage of instances

Feat. Bayes NN Dec. J48 LMT
count | Net Table
10 87.5 87.2 88.1 88.5 89.1
20 73.8 87.8 88.0 88.8 89.2
40 74.3 88.5 89.4 90.7 91.0
60 75.0 90.2 89.3 90.9 91.2
100 75.4 91.4 90.0
200 76.1 90.3 90.0
400 75.9 84.8 89.7

100

Accuracy, %

10 20 40 60 100 200 400
System call count

m Bayes Net ®Naive Bayes ®mSVM = NN mDec. Table mJ48 mLMT

Fig. 3.2. Accuracy results of ML methods
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The best results of classification are represented by the green colour in the
Table 3.3. The worst values are in red. Graphical representation of results can be
seen in Figure 3.2.

Worst results were obtained by using Bayes classification family: Bayes Net
and Naive Bayes Net. Naive classification method produces the worst of all re-
sults: achieving only 60.9% of correct classification with a mean absolute error
(MAE) of 0.17. SVM has achieved the best result of 92.4% with the 100 system
call long feature vector (MAE of 0.03). It is not surprising as SVM’s are resistant
to overfitting and always returning global optimum in comparison with other clas-
sifiers such as NN. The high results of SVM indicate that training data is easily
separable (because it operates better with such data), and that demonstrates the
high quality of the collected dataset. It is clear that 100 features vector is the most
optimal subset to achieve more than 90% accuracy. Decision trees algorithms
have also produced remarkable results for feature vector length of 100 and 400: it
was even better than NN and had an accuracy of 92.1% (both methods produced
equal MAE of 0.05). That is expected since already in 2008 the C4.5 decision tree
algorithm was one of the best ten choices for the data mining (Wu et al., 2008).

1 .

gt

Fig. 3.3. ROC curve of J48 (+) and Naive Bayes (x) classifiers. X-axis — False Positive
Rate. Y-axis — True Positive Rate
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Classification performance of J48 vs. Naive Bayes can be seen on Figure 3.3
J48 area under ROC (AUC) (0.9486) is bigger than Naive Bayes (0.4664). AUC
of Naive Bayes indicates that it produces worse results than random classification
(Fawcett, 2005) which produces AUC of 0.5.

Obviously, the best classification results were obtained for malware families
that had the biggest number of the samples. In this specific dataset that were Tro-
jans and AdWare (1755 and 4333 samples, respectively). Family “Dangerous ob-
ject”, a family with only 105 samples of in fact different types, has shown the
lowest detection rate. SVM Confusion Matrix for the 100 features vector can be
seen in Figure 3.4.

Predicted label

&
¥
2 2 Q"’O
@ oéo \o’bb 0@0
(\
O é$’b éé & ®
< v RN

Trojan 1672 73 0 10 0

AdWare 4 152 4097 5 79 0
©
%

P’ WebToolbar{ / 17 591 3 0
2
l_

Downloader{ 32 69 0 589 0

DangereousObject { 102 2 0 1 0

Fig. 3.4. SVM Confusion Matrix for the 100 features vector

When comparing training and testing execution times, decision trees have
shown the best results. Both training and testing values are among the shortest.
SVM and NN show the worst outcome, even though they produce only 1.3% and
0.3% better performance compared to J48 regarding accuracy. On the contrary,
NN is 24 times faster than SVM since they are trained, and the testing stage is
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activated. Weka produced elapsed time for training and testing can be seen in Ta-
ble 3.4 and Table 3.5. A graphical representation of 100 foremost system calls
training and classification times can be seen in Figure 3.5 and Figure 3.6. These
figures clearly show that training of NN and LMT models takes longer than any
other model and its corelating with accuracy results. Contrarily, testing times
show that SVM displayed as the most time-consuming model, which is also sup-
ported by the fact that it returns best classification accuracy result.

Table 3.4. Weka produced Elapsed_Time_training values (seconds)

Feat. Bayes Naive SVM NN
count Net Bayes
10 1.3 8.4
20 1.9 17.2
40 3.8 46.3
60 4.8 90.4
100 7.5 222.4 515 1.4 106.6
200 0.93 16.8 938.3 16.0 3.2 301.0
400 3.61 40.6 33.7 9.1 726.0
2224
200,03
150,03
w
qE; 106,6
= 100,03
50,03
0,31 0,06 75 55 14
0,03 — —
Bayes Net  Naive SVM NN  Dec.Table J48 LMT

Bayes

Fig. 3.5. The training time of ML methods for 100 system calls
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Table 3.5. Weka produced Elapsed_Time_testing values (seconds)

Feat. Bayes Naive SVM NN Dec. J48 LMT
count Net Bayes Table

10 0.003 0.009 0.130 0.002 0.002 0.005 0.003
20 0.002 0.017 0.184 0.002 0.003 0.000 0.002
40 0.003 0.031 0.309 0.009 0.000 0.002 0.003
60 0.011 0.041 0.396 0.009 0.002 0.003 0.000
100 0.019 0.078 0.586 0.024 0.000 0.000 0.003
200 0.045 0.154 1.303 0.094 0.002 0.000 0.006
400 0.100 0.454 3.098 0.413 0.005 0.000 0.016

0.60 0.5860

0.50

0.40

Time, s
(=)
W
[}

0.20

0.10 0.0780
0.0190 0.0240

0.0000 0.0000 0.0030
0.00

Bayes Net  Naive SVM NN Dec. Table J48 LMT
Bayes

Fig. 3.6. Classification time of ML methods for 100 system calls

A classification performance, FPR, PNR and classification error metrics for
the foremost 100 system calls classification have been calculated and are pre-
sented in Table 3.6. The results affirm the conclusion that SVM based model is
somewhat the best performing model in comparison with other ML models as it
produces the highest precision (0.732 when the average is 0.690) and F-1 (0.734
when the average is 0.719) scores. Also, it shows the lowest FPR (2.4% when the
average is 4.3%) and classification error (0.076 when the average is 0.15) values
in comparison with other ML models in mind that MAE of SVM for 100 system
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calls was 0.03. All other models produced higher MAE values: Bayes Net — 0.10;
Naive Bayes — 0.15; NN — 0.04; Decision Table — 0.08; J48 — 0.05; LMT - 0.05.
There is a 95% likelihood that the average confidence interval [0.057, 0.095] co-
vers the true classification error of the best performing SVM-based model on un-
seen data.

Table 3.6. Classification performance, FPR, FNR and classification error metrics of ML
models for 100 system calls

Metric ﬁii’es 'E\:Z)'/‘éi SVM | NN ?ggle 48 LMT

Precision 0.705 0.509 0.732 0.721 0.719 0.722 0.724
Recall 0.779 | 0633 | 0737 | 0720 | 0695 | 0734 | 0.735
F-1 0.622 | 0491 | 0734 | 0720 | 0706 | 0.728 | 0.729
FPR 0.057 | 0099 | 0024 | 0029 | 0037 | 0025 | 0.026
FNR 0222 | 0367 | 0263 | 0281 | 0305 | 0266 | 0.265
Error rate | 0.246 | 0383 | 0076 | 0085 | 0.01 | 0.079 | 0.080

All tests were performed on a system with an Intel i5-4670 3.40 GHz CPU.
In comparison with the (Kolosnjaji et al., 2016) used TITAN X GPU, it is a much
slower device in the means of computation power. Also, we were using ML meth-
ods without any parameters optimization and much smaller features vectors for
the training and testing, and, all system calls were used for the feature vector gen-
eration (authors of (Kolosnjaji et al., 2016) have not included repetitive system
calls from their dataset) which provide more information for the ML methods. All
these differences let us achieve results that can be also used practically. That leads
to the conclusion, that Deep Learning methods are an overhead for a task of this
type — correctly classified instanced are over 90% and training time is more suited
for the domain that generates new samples every day (model proposed by
(Kolosnjaji et al., 2016) has a training time that ranges from three to ten hours).

3.5. Conclusions of Chapter 3

1. The newly generated dataset AWSCTD of Windows OS system calls was
used to show the applicability of malware generated systems calls se-
guences for IDS reported alerts prioritization use. IDS alert prioritization
can be seen as an important part of anomaly-based intrusion detection. It
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allows minimization of human resources and allows concentrating atten-
tion on the most dangerous attacks vectors;

Seven types of ML methods were applied to classify malware by family.
The results have shown that this approach could be used in practical ap-
plications — the best detection rate of 92.4 was obtained by using SVM
with the 100 features vector with MAE of 0.03. Comparable results were
achieved using decision tree algorithms: J48 and LMT. They generated
92.1% classification results (MAE of 0.05). Still, it can be concluded, that
J48 is better for the task specified since it has also shown the best training
and testing times;

Despite of achieved relatively high accuracy rates reaching 90-92% (suit-
able for some practical applications when additional analysis is performed
by external human experts) and relatively low training time needed for
ML methods, further research on DL methods applicability is needed in
order to minimize the false-negative rate.






Evaluation of Deep Learning
Methods Application for Anomaly-
Based Intrusion Detection and
Classification

This Chapter presents an experimental investigation of DL methods application
for malware classification by using system calls. The AWSCTD dataset has been
used as the source. The Chapter will have two main sections: in the first one, va-
nilla DL models will be tested, and in the second section, the more advanced DL
model configurations will be used. The chapter also includes a description of
AWSCTD expansion with system calls by benign system calls, the selection of
the most appropriated evaluation criteria, description of the testbed configuration,
actions performed for feature pre-processing, motivation for selecting DL models
and their configuration parameters. The chapter concludes with a comparative
analysis of vanilla and advanced DL models results, and the most appropriate
method for malware and intrusion detection on the host level is proposed.

The results of the following experiment were accepted published in interna-
tional journals (Ceponis & Goranin, 2020b; Goranin & Ceponis, 2018).
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4.1. Motivation of Dataset and DL Models Selection

The increasing demand for anomaly-based detection on the host level stimulates
the research on ML and DL application for the host-level intrusion and malware
detection. Some recent research, utilizing relatively vanilla DL methods, has
demonstrated good anomaly-based detection results that already have practical
applicability due to low FPR and their ability to detect zero-day attacks poten-
tially. However, it was decided to evaluate the applicability of more complex DL
methods that typically provide better results in natural language processing and
image recognition tasks. Motivation for choosing different model architectures
was led by intention to test as many perspective architectures as possible. Perspec-
tives of models were evaluated based on review of their application in similar
research areas.

For the experiment, AWSCTD dataset containing system calls sequences
from Windows OS was used. It was generated using publicly available malware
files from Virus Share and publicly available information about any malware
found from Virus Total. Later, the collected database was updated with the addi-
tional information provided by the Virus Total, which included scan results and
behavioural information.

Only one dataset was selected for the tests since the only comparable dataset
to AWSCTD is ADFA-IDS, but performing tests on both of them was not practi-
cal because of the following reasons:

— Test on ADFA-IDS with simple ML methods performed by other authors
(Xie, Hu, Yu, et al., 2014) demonstrated poorer results compared to the
use of AWSCTD in Chapter 3;

— The data structure of ADFA-IDS is somewhat similar to the AWSCTD,
but AWSCTD wins by the amount of data (malware samples and the num-
ber of system calls for every malware sample);

— Since the number of system calls in the ADFA-IDS is typically smaller
than in AWSCTD, it would be impossible to compare the results for
longer system call sequences (> 600) that typically produce better intru-
sion/malware detection results.

For experiments described in this chapter, AWSCTD dataset was appended
with 16.3 million system calls generated by a set of 3145 benign applications
(samples were taken from Virus Share and carefully filtered to contain only sam-
ples with zero detection rate). The system call collection method for the benign
application was the same as for malware system call collection described in Chap-
ter 2. This was done to train CNNs and RNNs for malicious/benign activity clas-
sification. It is expected that the number of benign applications with related sys-
tem calls will increase in the future.
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The disproportion of system calls versus the number of applications in case
of malicious (16.3/3145) and benign programs (112.56/12110) can be explained
by the fact of more “aggressive” and “active” malware behaviour compared to
legal applications.

System Calls sequences used for experiments, as well as source code used to
train and test DL models, can be found on the GitHub repository (Ceponis & Go-
ranin, 2020a).

4.2. Feature Processing

The data generated by the malware and benign samples were stored in an SQL.ite
database. The system calls sequences were stored in the format provided by Dr.
Memory DrSTrace tool (see Figure 4.1). To evaluate the influence of a number of
system calls on classification/detection rate, eight files in csv format were gener-
ated with 10, 20, 40, 60, 80, 100, 200, 400, 600, 800 and 1000 of the first system
calls in every line in a file respectively (see Table 4.3).

NtQueryValueKey
arg 0: 0x158 (type=HANDLE, size=0x4)
arg 1: 16/18 "Category" (type=UNICODE_STRING*, size=0x4)
arg 2: 0x2 (type=int, size=0x4)
arg 3: 0x02c5f094 (type=<struct>*, size=0x4)
arg 4: 0x90 (type=unsigned int, size=0x4)
arg 5: 0x02c5f070 (type=unsigned int*, size=0x4)
succeeded =>
arg 3: <NYI> (type=<struct>*, size=0x4)
arg 5: 0x02c5f070 => 0x10 (type=unsigned int*, size=0x4)
retval: Ox0 (type=NTSTATUS, size=0x4)

Fig. 4.1. DrsTrace generated system call sample

Every system call was assigned with the unigue number — a sequence of these
numbers represents a system calls sequence produced by the specific malware or
benign sample. A special tool was developed by the authors to extract the required
number of system calls from the SQL.ite database.

System calls by benign applications were added to two sets:

1. Set of six classes (five malicious and one benign) — to be used in the
classification accuracy test, i.e., assigning the activity to legal or to
one of the five classes of malware programs;

2. Set of two classes (malware and benign) — to be used in the anomaly
detection test, i.e., determining if the activity is malicious or not.
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For both of these sets, additional subsets were generated, in which sequences
of repeated system calls longer than 3 were replaced with a maximum of 2 re-
peated system calls (e.g. sequence “4655532” was transformed into “465532”)
according to the recommendation in (Kolosnjaji et al., 2016).

Consequently, 66 sets (files) in total for training and testing were generated.
The labelling of sets is presented in Table 4.1. It is necessary to mention that sets
with removed repeated sequences had fewer samples. The main reason is that al-
most all system calls were identical (e.g. one of the malware samples contained
only calls to NtCreateFile).

Table 4.1. Training and testing sets labelling

100, 200, 400, 600,
800, 1000

Set label Sequences varia- Comments
tions
AllMalware 10, 20, 40, 60, 80, Only malware samples
100, 200, 400, 600,
800, 1000
AllMalware2 10, 20, 40, 60, 80, Only malware samples with no more

than two identical sequences in repeti-
tion

AllMalwarePlus-
Clean

10, 20, 40, 60, 80,
100, 200, 400, 600,
800, 1000

Malware samples plus and benign sam-
ples as additional class

AllMalwarePlus-
Clean2

10, 20, 40, 60, 80,
100, 200, 400, 600,
800, 1000

Malware samples and benign samples as
an additional class with no more than
two identical sequences in repetition

MalwarePlusClean

10, 20, 40, 60, 80,
100, 200, 400, 600,
800, 1000

Only two classes to train: Malware and
Benign

MalwarePlus-
Clean2

10, 20, 40, 60, 80,
100, 200, 400, 600,
800, 1000

Only two classes to train: Malware and
Benign samples with no more than two
identical sequences in repetition

Datasets AllMalware and AllMalware2 were selected to test if there is any
difference in the accuracy as compared to simple ML methods performed earlier
in Chapter 3. Commercially applicable accuracy of 92.4% was achieved with the
Support Vector Machines method and comparable accuracy of 92.1%. was
achieved by the decision tree method.

In this research, deep-learning methods were applied to check if they can
provide higher accuracy using the same datasets.

Five malware families were selected from AWSCTD dataset for our experi-
ment, each family with at least 100 samples of unique family representatives. A
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family descriptor provided by Kaspersky was used. Table 4.2 shows the number
of unique samples in each training set (family names according to Kaspersky).

Table 4.2. Data samples count by class

Class label Samples Count
Trojan 1755
AdWare 4333
WebToolbar 618
Donwloader 710
DangerousObject? 105
Benign 2350

Total 9871

SQL.ite database-based data was converted into easily readable CSV files.
The sample data of 10 system calls long sequences file is presented in Table 4.3.

Table 4.3. CSV file data sample with all possible classes (SC — System Call)
112 |3 |4 |5 |6 |7 |8 |9 |10|SC

Label

7 110|109 |3 |3 (3 |9 |10 |10 | Adware
2012012010109 |9 |9 |18 |11 | Trojan
391399 |9 (44]45|2 | 15|32 | 32 | WebToolbar
101048 |9 |9 |[36|11 |11 |11 | 11 | Downloader

9 |18 21(22|9 |9 |26]|9 |18 |23 | DangerousObject
1040 |26 |26 |29 |29 |13 |9 | 16 | 41 | Benign

The first ten numbers represent an unique system call number followed by
the label for the malware family name or legal program (“Benign” label) if it is a
benign sample.

To evaluate the efficiency of all models the following metrics were defined:
accuracy, confusion matrix (CM), precision, recall, F-score, FPR, False Negative
Rate (FNR), classification error, and training and testing times. The accuracy met-
ric is calculated for both benign and malware data classes, while the precision,
recall, F-score, Matthews Correlation Coefficient (MCC), FPR, FNR, and Error
rate are calculated only for the malware class and represent the model capability

2 DangerousObject — Malicious software that was detected by KL Cloud Technologies
but was not classified exactly
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to perform the intrusion/malware detection task. The criteria behind metrics se-
lection is very simple — those metrics are recognised by the DL research commu-
nity as the most value generating items.

4.3. Experimental Testbed Configuration

The source code was written using the Python language. The special Python li-
braries were used for the following tasks:

— For DL model creation and configuration — Keras 2.2.4 (Chollet & others,
2015) and Tensorflow 1.12.0 (Abadi et al., 2016) as the backend;

— For data loading, visualization, and pre-processing — Numpy 1.16.5, Pan-
das 0.24.2, Scikit 0.20.4, and MatPlotLib 2.2.4.
All source code used in this paper is provided on the same repository as
AWSCTD (Dainius Ceponis & Goranin, 2020a).
A relatively simple hardware configuration was used to support the above-
mentioned software:

— CPU: Intel(R) Core (TM) i5-3570 3.80 GHz (4 Cores, 4 Threads);

— GPU: GTX 1070 (1920 Compute Unified Device Architecture (CUDA®)
Cores);

— RAM: 16GB (DDR3);
— OS: Ubuntu 18.04.3 LTS.

4.4. Evaluation of Vanilla DL Models

Vanilla DL models will be used in the first part of experiments to identify the most
accurate model. This section will cover the results of the following tests: malware
classification task, family classification task, intrusion detection task and conclu-
sions.

4.4.1. Model Selection Criteria and Configuration Parameters

The RNN and CNN methods were used in the experiment as they were determined
as the most accurate and recognised by the research community in the section
1.3.4 of this thesis. Furthermore, they tend to generate better FPR results than
most popular ML methods (NN, SVM or HMM) (Al Jallad et al., 2020; Bouzar-
Benlabiod et al., 2020; Meng et al., 2017). The configuration for the ten system
calls can be seen in Figure 4.2. RNN configuration with LSTM and GRU had
three layers: Input, CUDNNLSTM or CUDNNGRU, and Dense. CNN had Input,
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Convolution1D (with sliding window value of 6), GlobalMaxPooling1D, and
Dense layers. The SVM model was also used to compare the results with previous

results achieved in Chapter 3.
input: | (None, 10, 173) input: | (None, 10, 173) input: | (None, 10, 173)
InputLayer InputLayer InputLayer
output: | (None, 10, 173) output: | (None, 10, 173) output (None, 10, 173)
input: | (None, 10, 173) input: | (None, 10, 173) input: | (None, 10, 173)
CuDNNLSTM CuDNNGRU ConvlD
output: (None, 10) output: (None, 10) output: | (None, 10, 10)
input: None, 10 input: None, 10; input: None, 10, 10
Dense r ¢ ) Dense r ¢ ) GlobalM axPooling ID ! ( )
output: | (None, 1) output: | (None, 1) oulpul: (None, 10)
input: | (None, 10)

Dense
output: | (None, 1)

a) b) c)
Fig. 4.2. The configuration of training LSTM, GRU, and CNN models for
MalwarePlusClean data sample: a) LSTM; b) GRU; ¢) CNN

The following specific hyperparameters of models were changed as others
remain with default values determined by the Keras library (Chollet & others,

2015):

The model CNN is using system calls count as a kernel value: if 1000
system calls sequence is used, then kernel value will be equal to 1000.
Sliding window (size of kernels) - 6. Padding: same. Activation: tangh.
Kernel initializer — glorot_uniform;

The LSTM and GRU maodels also use dynamic unfold value dependent on
the number of system calls (one-to-one).

The following configuration parameters were used for all models:

Epochs — 200 (training is stopped if no improvements for six epochs is
observed);

Batch size — 100;

Fold number — 5 splits with shuffle parameter enabled:;

Optimizer — Adam with default parameters (Kingma & Ba, 2015);

Metric to be evaluated by the model during training and testing —accuracy
for two class and categorical_accuracy for multiclass;

The activation function of the last layer (the layer of decision-making) —
sigmoid. The reasoning behind this function — classification is executed
in binary mode and for that type of classification sigmoid function pro-
duces better results than Softmax.
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Despite relatively straightforward configuration, the models achieved over
90% classification accuracy with almost all data samples. An experiment with
more complicated versions of the proposed models showed no valuable impact on
the results. Deeper and more internal nodes containing models returned similar
accuracy results in the margin of error and required longer training and classifica-
tion times. For this reason, vanilla models were selected as they tend to generate
usable results with less computation power and time consumption. The classifiers
were trained and tested using a 5-fold cross-validation technique. Cross-validation
is an overfitting preventing technique for evaluating predictive models by parti-
tioning the original sample into a training set to train the model and a test set to
evaluate it. The callback of EarlyStopping was used to stop the training process
when it did not improve for six epochs (also prevents from overfitting). Further-
more, we used one-hot encoding to provide data for the training models. Ten sys-
tem calls samples had unique 173 system calls (see Figure 4.2 for the value of
input shape dimensions). Larger data samples had more unique system calls: for
example, 400 had unique 488 system calls. In comparison, (Kolosnjaji et al., 2016)
had only 60 unique system calls, which means that our dataset is more diverse.

4.4.2. Evaluation of Malware Classification Task

As stated earlier, the results achieved with DL methods were compared with the
results achieved through classical ML methods in the Chapter 3. The data labelled
AllMalware were used in that test. Although the original results of Chapter 3 have
shown that SVM method can achieve 92.4% accuracy with the 100 first malicious
system calls sequences, it can be seen that DL methods demonstrate significantly
better results with the same dataset (see Table A.1 and Figure 4.3). The accuracy
is calculated as follows: the method of machine learning is trained with a portion
of the dataset (80%), whilst another portion of the dataset is used for testing with
the trained model, i.e. data used for testing had not been used for training. There-
fore, the percentage of correctly classified records is defined as the accuracy.

CNN achieved 92.8% (MAE of 0.05) accuracy on the same length of 100
sequence calls. It has also shown better accuracy for 200, 400, 600, 800, and 1000
system calls sequences than SVM (92.7% vs 89.6%, 93.0% vs 87.3%, 93.1% vs
86.1%, 93.0% vs 84.7%, and 93.1% vs 83.2% respectively). This implies that a
practically applicable accuracy (>90%) can be maintained even with larger da-
tasets by applying CNN.
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Fig. 4.3. Classification accuracy (AllMalware set)
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Fig. 4.4. Classification time (AllMalware set)
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Sequence-based DL methods (LSTM and GRU) demonstrated worse results
than SVM - the achieved accuracy was equal to 88.1% (MAE of 0.09) and 88.3%
(MAE of 0.08) on the first ten system calls, respectively. CNN not only demon-
strated better accuracy but also achieved a somewhat similar classification time
compared to the much simpler SVM model. Similar times were maintained even
with a larger data sample. In terms of accuracy, SVM demonstrates degrading
results in comparison with CNNs.

The data presented in Table A.1 and Figure 4.4 shows that classification time
starts to grow exponentially when longer than foremost 100 system calls are used.
The RNN-based models required longer times in comparison with CNN-based
and SVM-based models. For example, 1000 system calls classification with CNN
model was 48% faster than with LSTM model.

A classification performance, FPR, PNR and error rate metrics for foremost
1000 system calls classification with AllMalware set have been calculated and are
presented in Table 4.4,

Table 4.4. Classification performance metrics for 1000 system calls (AllMalware set)

Metric LSTM GRU CNN SVM
Precision | 0.663 0.678 0.739 0.707
Recall 0.618 0.628 0.736 0.591
F-1 0.627 0.645 0.737 0.630
FPR 0.056 0.049 0.024 0.073
FNR 0.382 0.372 0.264 0.409
Error rate | 0.145 0.146 0.071 0.168

The results repeat a conclusion that a CNN based model is somewhat the
best-performing model in comparison with other DL and ML models as it pro-
duces the highest precision (0.739 when the average is 0.697), recall (0.736 when
the average is 0.643) and F-1 (0.737 when the average is 0.660) scores. Also, it
shows the lowest FPR (2.4% when the average is 5%), FNR (26.4% when the
average is 35.7%) and error rate (0.071 when the average is 0.133) values in com-
parison with other DL and ML models, bearing in mind that MEA of CNN for
1000 system calls was 0.03. All other compared models produced higher or equal
MAE values: LSTM —0.10; GRU — 0.08; SVM — 0.44. There is a 95% likelihood
that the average confidence interval [0.053, 0.095] covers the true classification
error of the best performing CNN-based model on unseen data.
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4.4.3. Evaluation of the Family Classification Task

Benign samples were introduced next in the training process. As described earlier,
two sets were used in tests: with repetitive system calls (AllMalwarePlusClean)
and without repetitive calls (AllMalwarePlusClean2). The introduction of a new
family to the training set resulted in a decrease in the accuracy (see Table A.2,
Figure 4.5 and Figure 4.6).

The removal of repetitive system calls increased the accuracy of the results.
The best accuracy of 93.9% (MAE of 0.03) was achieved with CNN and 1000 of
the first system calls (AllMalwarePlusClean2 data sample). However, a relatively
similar outcome of 93.5% (MAE of 0.03) was obtained with only 600 of systems
calls, which required much less time for training. As results for 600 and 1000
system calls differ only in the error rate, it can be said that a set of 600 system
calls is more preferable for practical applications. On smaller sets, the results by
CNN were low (86.9% with MAE of 0.06) but still higher than the results by
LSTN and GRU (85.8% and 85.6% and MAE of 0.07 respectively).
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Fig. 4.5. Classification accuracy (AllMalwarePlusClean set)



104 4. EVALUATION OF DEEP LEARNING METHODS APPLICATION FOR ANOMALY ...
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Fig. 4.6. Classification accuracy (AllMalwarePlusClean2 set)
A classification performance, FPR, PNR and error rate metrics for foremost

1000 system calls classification with AllMalwarePlusClean2 set have been calcu-
lated and are presented in Table 4.5.

Table 4.5. Classification performance metrics for 1000 system calls
(AllMalwarePlusClean2 set)

Metric LSTM GRU CNN SVM
Precision

Recall

F-1

FPR

FNR
Error rate

The results repeat a conclusion that CNN based model is somewhat best-
performing model in comparison with other DL and ML models as it produces the
highest precision (0.778 when the average is 0.720), recall (0.779 when the aver-
age is 0.631) and F-1 (0.778 when the average is 0.684) scores. Also, it shows the
lowest FPR (1.5% when the average is 5.3%), FNR (22.1% when the average is



4. EVALUATION OF DEEP LEARNING METHODS APPLICATION FOR ANOMALY ... 105

36.9%) and error rate (0.062 when the average is 0.187) values in comparison with
other DL and ML models in mind that MEA of CNN for 1000 system calls was
0.03. All other compared models produced higher or equal MAE values: LSTM —
0.15; GRU - 0.05; SVM - 0.62. The additional (Benign) class helped to boost
CNN-based model performance but lowered results for other models because av-
erage results are worse than with AllMalware set. There is a 95% likelihood that
the average confidence interval [0.047, 0.078] covers the true classification error
of the best performing CNN-based model on unseen data.

Figure 4.7 presents the family classification task results by family in case of
a set of 100 system calls.

Predicted label
c d

Predicted label
a b c d e f a b e f
a 178 0 85 101 8 aw 147 0 82 91 6
b 284 1755 0 15 63 4 bd 278 1792 0 4 47 0
<cd 3 3 0 1 98 0 scd 2 2 0 1 100 0
= |
Q Q
[E a4 92 53 0 548 17 0 E 44 68 28 0 594 16 4
el 92 162 0 23 1414 7 ed 71 80 0 21 1526 0
] 13 10 0 3 0 592 £ 13 9 0 3 2 591
a) b)

Fig. 4.7. Confusion matrix of the GRU and CNN methods for the 100 system calls se-
quence of the AllMalwarePlusClean data sample: a) GRU; b) CNN. Class labels: Ad-
Ware (a); Benign (b); DangerousObiject (c); Downloader (d); Trojan (e); WebToolbar (f)

It can be clearly seen that the number of samples in the training data has a
huge impact on the correct classification. WebToolbar, Downloader, and Danger-
ousObject labelled samples have more incorrect labels assignments than AdWare,
Benign and Trojan. The lowest classification score has a DangerousObject
class — zero. That outcome was expected, since Kaspersky itself is not sure about
the label, and in prior Chapter 3, even the best performing SVM model also gen-
erated zero correct classification results for this class. Both models of GRU and
CNN classified this family as belonging to the Trojan class. Even CNN model,
which generates the best performance (90.0% for that specific data collection),
shows that DangerousObject class should be labelled as Trojan.



106 4. EVALUATION OF DEEP LEARNING METHODS APPLICATION FOR ANOMALY ...

4.4 4. Evaluation of the Intrusion Detection Task

Finally, the intrusion detection task was performed, i.e. the applicability of DL
methods for determining if an activity is malicious or benign was evaluated (see
Table 4.8). All malicious system calls were merged into one family, and the sec-
ond family contained only benign system calls. As in the previous case, sets both
with repetitive system calls (MalwarePlusClean) and with removed repetitive sys-
tem calls (MalwarePlusClean2) were used.

4.4.4.1. Accuracy

In this case, the set without repetitive system calls produced comparable results
with the full set. This implies that the system calls minimization technique is ef-
fective and can be used to achieve better accuracy in family classification and
intrusion detection tasks whilst minimizing the model training time.

Accuracies of 94.5% (MAE of 0.07), 94.8% (MAE of 0.06) and 99.3% (MAE
of 0.01) were obtained by CNN for the 100, 400 and 1000 first system calls re-
spectively (MalwarePlusClean2) (Table A.3, Figure 4.8 and Figure 4.9). CNN has
also shown the best results for all data samples in the two-class classification task
(i.e. intrusion detection) of all ML methods used: usable accuracy of 93.2% (MAE
of 0.09) was obtained even for the 20 first system calls.
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Fig. 4.8. Classification accuracy (MalwarePlusClean set)
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Fig. 4.9. Classification accuracy (MalwarePlusClean2 set)
4.4.4.2. Comparison of the performance metrics

Table 4.6. Classification performance metrics for 1000 system calls
(MalwarePlusClean?2 set)

Metric LSTM GRU CNN SVM
Precision | 0.718 0.931
Recall 0.671 0.648
F-1 0.689 0.691
FPR 0.329 0.352
FNR 0.121 0.065

Error rate | 0.168 0.130

A classification performance, FPR, PNR and error rate metrics for foremost
1000 system calls classification with MalwarePlusClean2 set have been calculated
and are presented in Table 4.6. The results repeat a conclusion that CNN based
model is somewhat best-performing model (as concluded with other sets) in com-
parison with other DL and ML models as it produces the highest precision (0.987
when the average is 0.807), recall (0.986 when the average is 0.730) and F-1
(0.987 when the average is 0.741) scores. Also, it shows the lowest FPR (1.4%
when the average is 27.0%), FNR (0.06% when the average is 10.9%) and error
rate (0.008 when the average is 0.146) values in comparison with other DL and
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ML models bearing in mind that MEA of CNN for 1000 system calls was 0.03.
All other models compared produced higher or equal MAE values: LSTM — 0.26;
GRU - 0.19; SVM - 0.19. The conversion of malware family classes to one re-
sulted in higher performance results for all models. Only FPR values decreased
drastically for RNN-based and SVM-based models when compared against
AllMallwarePlusClean2 dataset. There is a 95% likelihood that the average con-
fidence interval [0.002, 0.015] covers the true classification error of the best per-
forming CNN-based model on unseen data.

4.4.4.3. Comparison of the CMs

In the two-class confusion matrices (see Figure 4.10), it can be seen that fewer
Malware samples are assigned to Benign by CNN as compared to GRU results.

Predicted label b Predicted label
a
a 1602 519 a 1714 407
2 2
= ~
Q
£ £
b 195 b 124
a) b)

Fig. 4.10. Confusion matrix of the GRU and CNN methods for the 100 system calls se-
guence of the MalwarePlusClean data sample: a) GRU; b) CNN. Class labels: Benign
(a); Malware (b)

This characteristic is essential in the target field; malignant actions classifi-
cation as benign must be minimal for the IDS. Benign samples decision is some-
what comparable for the GRU and CNN models.

4.4.4.4. Comparison of the ROC and AUC

GRU and CNN models demonstrate outstanding results in the means of the ROC
and AUC. In Figure 4.11 and Figure 4.12, the ROC diagrams with the combina-
tion of the AUC values are represented for the MalwarePlusClean samples with
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the 100 system calls. ROC and AUC are displayed for every fold. Mean ROC
AUC are represented with the blue line.

and

The best mean AUC value of 0.98 is generated by the CNN model for both
classes, i.e. there is a 98% chance that the model will be able to distinguish be-
tween Malware class and Benign class. The comparable result of 0.97 is achieved
by GRU. A high AUC value indicates that both models (GRU and CNN) have

good class separation capacity.
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Fig. 4.11. ROC diagrams of the Malware class for the 100 system calls of
MalwarePlusClean data: a) GRU; b) CNN
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Fig. 4.12. ROC diagrams of the Benign class for the 100 system calls of
MalwarePlusClean data: a) GRU; b) CNN
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4.4.4.5. Evaluation of Model Configuration on Training

The evaluation of system call sequence size on the model training time was per-
formed on the AllMalwarePlusClean set. Figure 4.13 presents the training time
for LSTN, GRU, and CNN with sequences of 10, 100, 200, and 400 system calls.
It can be seen that the increase of sequence length results in an exponential in-
crease of training time, making extremely long sequences not applicable for eve-
ryday use.
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Fig. 4.13. Training time comparison of the AllMalwarePlusClean data collection. 10,
100, 200 and 400 sequence calls as data points

GRU training time was equal to 57.7 minutes with the sequence of 400 sys-
tem calls. The best performing CNN model training took 29.6 minutes with the
same dataset. In comparison, 100 system calls sequences training time is much
faster. For GRU and CNN, it took 4.6 and 3.9 minutes, respectively.

The evaluation of data model size impact on training time leads to the con-
clusion that using the first 100 system calls sequences is an optimal solution in
terms of time and accuracy balance.
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4.4.4.6. The Comparison of the Number of Epochs Needed to Reach
the Saturation

The classification accuracy vs. number of epochs needed to reach the saturation
measurement is presented in Figure 4.14.
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Fig. 4.14. Training time comparison of the AllMalwarePlusClean data collection. 10,
100, 200 and 400 sequence calls as data points: a) CNN 10; b) CNN 100; ¢) CNN 200;

d) CNN 400

As it can be seen, there is a reverse dependency of the number of epochs
before saturation on the system call sequence length, e.g. for the top-performing
CNN model, 75 epochs are required to train 10 system calls, and only 30 epochs
are required for 400 system calls.
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4.4.4.7. Evaluation of Equal Error Rate

The computed equal error rate (EER) values for the DL methods (LSTM, GRU,
and CNN) can be seen in the Table 4.7. When comparing models, lower EER
means better performance of the model. In our case, CNN shows best values of
9.7% and 4.8% for the Benign and Malware classes, respectively.

Table 4.7. EER values in percent of the DL methods generated for the
MalwarePlusClean of 100 system calls dataset

DL Method Benign Malware
LSTM 10.9 7.5
GRU 11.0 8.0
CNN 9.7 4.8

4.5. Evaluation of Advanced DL Models

In this section, the experimental results for the metrics (accuracy, CM, precision,
recall, F-score, FPR, FNR, classification error, and training and testing times),
defined in the previous chapter, are presented, as well as evaluation of the signif-
icance of achieved results by dual-flow models in comparison with vanilla single-
flow models. Additionally, the number of epochs needed to reach the saturation
and CMs are provided and discussed.

4.5.1. Advanced DL Models Used and Configuration
Parameters

In total, seven DL models were used in the intrusion detection experiments. State-
of-the-art dual-flow LSTM-FCN (Figure 4.19) and GRU-FCN (Figure 4.20) mod-
els were selected since typically more complex DL configurations tend to generate
better results (Szegedy et al., 2015). Those models consist of two flows that are
connected to the last decision-making layer: the CNN and RNN flow (LSTM or
GRU, respectively). They have been designed for use in time-series datasets,
which often are univariate (contains only one observed parameter). System calls
from AWSCTD fit perfectly for such methods.

Apart from that, several additional experimental models, i.e., not described
elsewhere previously, were tested. One of the main criteria influencing the model
configuration selection was the least possible number of internal nodes in order to
ensure reasonable training/testing times while preserving high accuracy and other
metrics values. The selection of models was also based on results achieved by



4. EVALUATION OF DEEP LEARNING METHODS APPLICATION FOR ANOMALY ... 113

Reference (Deng & Platt, 2014; Wen et al., 2017; Yuanyuan & Zhibin, 2018), in
which DL models (CNN and RNN) were combined in a linear ensemble manner.
Combined models returned better accuracy results than separate usage of CNN
and RNN models on speech, image, and infrared spectroscopy analysis. The afore-
mentioned research encouraged us to use the linear ensemble with our previously
tested Chapter 4 models and already recognized as state-of-the-art (Zhiguang
Wang et al., 2017) models:

— Single-flow model (Figure 4.18), which contains only CNN flow ex-
tracted from LSTM-FCN and was originally named FCN in Reference
(Zhiguang Wang et al., 2017).

— Single-flow CNN model (Figure 4.15), which demonstrated the best re-
sults in our previous experiments in first part of Chapter 4 and is hamed
AWSCTD-CNN- dynamic (D) (dynamic value of kernels parameter). The
components of the model are marked in orange colour to better understand
the combination of later models.

— New single-flow CNN model (Figure 4.15), named AWSCTD-CNN-S
(static value of kernels parameter).

— New dual-flow model (Figure 4.16), named AWSCTD-CNN-LSTM,
combined of AWSCTD-CNN-D and LSTM. The orange colour repre-
sents AWSCTD-CNN-D flow, and the green colour represents LSTM
flow.

— New dual-flow model (Figure 4.17), named AWSCTD-CNN-GRU, com-

bined of AWSCTD-CNN-D (orange colour) and GRU (green colour).

It can be seen that the LSTM-FCN, GRU-FCN, and FCN consist of a more
complex structure in comparison with the AWSCTD-CNN, AWSCTD-CNN-
LSTM, and AWSCTD-CNN-GRU models. This feature implies that those models
can provide better results in intrusion detection, as suggested in Reference
(Elsayed et al., 2019; Karim et al., 2017).

The models were grouped into two families by origin:

— FCN family:
1. LSTM-FCN;
2. GRU-FCN;
3. FCN.

— AWSCTD family:
AWSCTD-CNN-D;
AWSCTD-CNN-LSTM;
AWSCTD-CNN-GRU;
AWSCTD-CNN-S.

M ow DR
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The following original specific parameters were used for FCN family mod-
els:

— The models from FCN family contain original configuration as described
in original papers (Elsayed et al., 2019; Karim et al., 2017);

— The FCN-GRU part has 8 unfolds and uses an aggressive dropout coeffi-
cient of 0.8 (to overcome overfitting);

— The CNN part in those models has the following parameters:
— Kernels — 128, 256, 128;
— Kernel sizes -8, 5, 3;
— Kernel initializer — he_uniform;
— Activation — tanh;

— Batch normalization parameter of epsilon is 0.01.

The following specific parameters were used for AWSCTD family models:

— The dynamic model AWSCTD-CNN-D is using system calls count as a
kernel value: if 1000 system calls sequence is used, then kernel value will
be equal to 1000;

— The AWSCTD-CNN-LSTM and AWSCTD-CNN-GRU models also use
dynamic unfold value dependent on the number of system calls (one-to-
one);

— The dropout value is identical to the FCN family — 0.8;
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— The static model AWSCTD-CNN-S is using 256 as kernels number for
all system calls sequences. The value of 6 is used as the size of kernels
since it has been proved as optimal by other authors (Tandon Gaurav &
Philip K. Chan, 2005). Kernel initializer — glorot_uniform. Activation —
tanh.

InputLayer

InputLayer

InputLayer

‘ BatchNormalization CuDNNLSTM ‘ ‘ BatchNormalization CuDNNGRU ‘
l l l l BatchNormalization
ReLU ‘ Dmpout‘ ‘ ReLU ‘ Dropout

BatchNormalization

BatchNormalization

BatchNormalization

BatchNormalization BatchNormalization

BatchNormalization

GlobalAveragePooling1 D

GlobalAveragePooling 1D

GlobalAveragePooling] D

Fig. 4.18. Diagram of long short- Fig. 4.19. Diagram of Fig. 4.20. Dia-
term memory fully convolutional gated recurrent unit gram of FCN
network (LSTM-FCN) model. (GRU)-FCN model model

CuDNN = CUDA® (Compute Uni-
fied Device Architecture) Deep
Neural Network library (cuDNN);
ReLU = rectified linear unit
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The following configuration parameters were used for all models:

— Epochs — 200 (training is stopped if no improvements for six epochs is
observed);

— Batch size. This value has been selected heuristically to support bigger
ML models due to the small amount of RAM available. It is worth men-
tioning that previous research has used a value of 100. The value of batch
is crucial for CNN accuracy results — the higher value is producing better
results but is consuming more memory and requires more computational
power (Radiuk, 2018);

— Fold number — 5 splits with shuffle parameter enabled,;
— Obijective function (or loss function) — binary_crossentropy;
— Optimizer — Adam with default parameters (Kingma & Ba, 2015);

— Metric to be evaluated by the model during training and testing — accu-
racy;

— The activation function of the last layer (the layer of decision-making) —
sigmoid. The reasoning behind this function — classification is executed
in binary mode and for that type of classification sigmoid function pro-
duces better results than Softmax.

4.5.2. Evaluation of the Intrusion Detection Task

In this section, the intrusion detection task was performed, i.e. the applicability of
advanced DL methods for determining if an activity is malicious or benign was
evaluated. The reasoning behind this task selection is the following: the primary
job of the IDS is to detect intrusion as the event and notify security personnel.
Later, an event can be prioritized by the type of detected malicious application.
All malicious system calls were merged into one family, and the second family
contained only benign system calls. A set with removed repetitive system calls
(MalwarePlusClean2) was used as it produced the most promising results in pre-
vious tasks. The intrusion detection task has been selected as the main target of
the dissertation is intrusion itself.

45.2.1. Accuracy

The accuracy metric demonstrates somewhat similar tendencies for all models -
longer system calls sequences tend to provide better results (Table A.4).
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Fig. 4.21. Classification accuracy

None of the models reached the 90% accuracy for the sequence of 10 system
calls, and the 90% threshold is achieved with 20 system calls sequence by all
models. The sequence of 600 system calls can be considered as a threshold that
starts providing practically applicable accuracy of more than 98% for all models
(Figure 4.21).

All models are performing almost the same, and there is no clear winner (re-
sults vary from 98.8% to 99.3% (MAE varies from 0.01 to 0.02) for the sequence
of 1000 system calls). None of the dual-flow FCN family models demonstrates
significantly better results than single-flow models, except cases with short sys-
tem call sequences (up to 10 system calls). The addition of an RNN (LSTM or
GRU) layer to the single-flow models also does not result in the expected better
accuracy. For longer sequences, single-flow models are demonstrating better ac-
curacy. The reduction of batch size from 100 to 20 had no statistically significant
impact on the accuracy of the AWSCTD-CNN-D model.



118 4. EVALUATION OF DEEP LEARNING METHODS APPLICATION FOR ANOMALY ...

4.5.2.2. Precision, Recall, and F-score

The values of the precision metric demonstrate (Table 4.8) that all models are de-
tecting malware or intrusion with a probability varying from 0.888 for 10 system
calls up to 0.996 for 1000 system calls, i.e., correctness of models can be consid-
ered as very high.

Table 4.8. Precision metric values

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.897 0.906 0.896 0.888 0.891 0.890 0.900
20 0.946 0.932 0.931 0.932 0.939 0.931 0.933
40 0.955 0.941 0.942 0.943 0.937 0.938 0.939
60 0.943 0.946 0.945 0.952 0.944 0.942 0.940
80 0.945 0.945 0.947 0.946 0.944 0.945 0.944
100 0.947 0.948 0.945 0.946 0.947 0.947 0.945
200 0.950 0.950 0.955 0.958 0.952 0.948 0.951
400 0.954 0.959 0.955 0.955 0.952 0.953 0.953
600 0.990 0.990 0.989 0.992 0.992 0.989 0.990
800 0.992 0.993 0.990 0.992 0.994 0.991 0.989
1000 0.995 0.994 0.995 0.996 0.993 0.994 0.992

Table 4.9. Recall metric values

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.965 0.941 0.964 0.982 0.980 0.981 0.961
20 0.946 0.977 0.978 0.977 0.962 0.976 0.977
40 0.949 0.982 0.981 0.977 0.983 0.981 0.980
60 0.984 0.982 0.981 0.965 0.981 0.980 0.984
80 0.985 0.984 0.983 0.982 0.979 0.983 0.983
100 0.981 0.983 0.986 0.985 0.983 0.983 0.984
200 0.986 0.983 0.975 0.969 0.984 0.986 0.984
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End of the Table 4.9

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
400 0.988 0.981 0.984 0.988 0.988 0.990 0.987
600 0.991 0.992 0.990 0.990 0.987 0.989 0.989
800 0.994 0.993 0.996 0.994 0.990 0.991 0.989
1000 0.997 0.997 0.994 0.995 0.993 0.993 0.993

Table 4.10. F-score metric values

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.930 0.923 0.928 0.932 0.934 0.933 0.929
20 0.946 0.954 0.954 0.954 0.950 0.953 0.954
40 0.952 0.961 0.961 0.960 0.960 0.959 0.959
60 0.963 0.964 0.963 0.958 0.962 0.961 0.962
80 0.964 0.964 0.965 0.964 0.961 0.963 0.963
100 0.964 0.965 0.965 0.965 0.965 0.965 0.964
200 0.967 0.966 0.965 0.963 0.968 0.967 0.967
400 0.971 0.970 0.969 0.971 0.970 0.971 0.969
600 0.991 0.991 0.990 0.991 0.989 0.989 0.989
800 0.993 0.993 0.993 0.993 0.992 0.991 0.989
1000 0.996 0.995 0.994 0.995 0.993 0.993 0.992

The recall metric is designed to take evaluate the classification accuracy of
intrusions/malware types by classes. In our case, the recall values are higher than
corresponding precision values (Table 4.9). This can be explained by the fact that,
in the case of a precision metric, benign system call class has a smaller size and
decrease the overall accuracy compared to the recall metric.

The F-score metric is calculated from the precision and recall as the harmonic
mean of both values. The distribution of this metric is also similar to the accuracy
(Table 4.10) — the longest system calls sequences are producing the best results.
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The results of precision, recall, and F-score (Table 4.10) demonstrate that all
of the tested models are performing almost the same, and advantage of more com-
plex models cannot be observed. The sequence of 600 system calls remains as the
threshold for obtaining noticeably better and practically applicable results.

4.5.2.3. MCC

The value of MCC is calculated from all CM parameters. This has an advantage
for our imbalanced data. As it can be seen in Table 4.11, all MCC coefficients are
close to 1. That means that models’ predictions are matching with actual results.

Table 4.11. Matthews Correlation Coefficient (MCC) metric values

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.664 0.648 0.659 0.672 0.680 0.676 0.666
20 0.766 0.788 0.786 0.789 0.777 0.785 0.789
40 0.788 0.816 0.818 0.812 0.810 0.806 0.808
60 0.821 0.826 0.820 0.804 0.817 0.811 0.814
80 0.824 0.825 0.826 0.822 0.811 0.821 0.819
100 0.822 0.828 0.828 0.828 0.828 0.826 0.824
200 0.831 0.826 0.822 0.816 0.833 0.827 0.831
400 0.840 0.836 0.833 0.843 0.834 0.842 0.833
600 0.950 0.954 0.944 0.952 0.943 0.943 0.944
800 0.963 0.963 0.962 0.963 0.955 0.954 0.942
1000 0.977 0.975 0.970 0.974 0.963 0.964 0.959

The 600 system calls sequence repeatedly shows its importance — it improves
MCC value by 13% in comparison with 400 system calls sequence (in case of the
relatively best performing AWSCTD-CNN-S model).

4.5.2.4. FPR and FNR

In the context of intrusion detection, the false/missed alarm (FPR or FNR) is an
important metric: a high rate of false alarms disturbs the security staff attention
and increases the chance of a missed attack. The minimization of such events is
an essential field of IDS research (Nguyen et al., 2014). This metric demonstrates
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(Table 4.12) that AWSCTD family models have an advantage against the FCN
family: the AWSCTD-CNN-GRU model has the best FPR of 0.018 for 1000 sys-
tem calls sequence, while LSTM-FCN has the best value of 0.027 for the same
sequence, i.e., 50% worse.

Table 4.12. False positive rate (FPR) metric values
Count | AWS- | AWS- | AWS- | AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.368 0.324 0.373 0.414 0.397 0.403 0.357
20 0.179 0.238 0.243 0.237 0.208 0.240 0.236
40 0.156 0.214 0.209 0.205 0.227 0.224 0.220
60 0.213 0.199 0.203 0.176 0.209 0.215 0.225
80 0.211 0.208 0.203 0.206 0.212 0.210 0.213
100 0.200 0.198 0.209 0.205 0.201 0.203 0.211
200 0.205 0.202 0.178 0.167 0.196 0.211 0.199
400 0.198 0.177 0.194 0.194 0.209 0.203 0.204
600 0.041 0.041 0.048 0.035 0.035 0.047 0.044
800 0.033 0.031 0.042 0.035 0.028 0.038 0.046
1000 0.022 0.026 0.022 0.018 0.030 0.027 0.035

The static (AWSCTD-CNN-S) and dynamic (AWSCTD-CNN-D) models
demonstrate the lowest FNR values for 1000 system calls — 0.003 (Table 4.13). In
comparison, the best achieved FNR result by the FCN family model is equal to
0.007 and is almost 60% worse.

Table 4.13. False negative rate (FNR) metric values

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.035 0.059 0.036 0.018 0.020 0.019 0.039
20 0.054 0.023 0.022 0.023 0.038 0.024 0.023
40 0.051 0.018 0.019 0.023 0.017 0.019 0.020
60 0.016 0.018 0.019 0.035 0.019 0.020 0.016
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End of the Table 4.13

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
80 0.015 0.016 0.017 0.018 0.021 0.017 0.017
100 0.019 0.017 0.014 0.015 0.017 0.017 0.016
200 0.014 0.017 0.025 0.031 0.016 0.014 0.016
400 0.012 0.019 0.016 0.012 0.012 0.010 0.013
600 0.009 0.008 0.010 0.010 0.013 0.011 0.011
800 0.006 0.007 0.004 0.006 0.010 0.009 0.011
1000 0.003 0.003 0.006 0.005 0.007 0.007 0.007

45.2.5. Error rate

Error rate values are presented in Table 4.15. It is consistently seen that the 600
system calls sequence is the first one that generates significantly better results than
the smaller ones.

Table 4.14. Comparison of 95% confidence intervals for an error rate of FCN and
AWSCTD family models (1000 foremost system calls)

Model Interval
AWSCTD-CNN-S [0.002,0.012]
AWSCTD-CNN-D [0.002,0.012]
AWSCTD-CNN-LSTM [0.003,0.015]
AWSCTD-CNN-GRU [0.002,0.014]
FCN [0.004,0.018]
LSTM-FCN [0.004,0.018]
GRU-FCN [0.005,0.019]

The best results (the smallest number of error rate) equal to 0.007 were ob-
tained by static (AWSCTD-CNN-S) and dynamic (AWSCTD-CNN-D) models.
The best value of the FCN family was equal to 0.011 for FCN and LSTM-FCN
models. The differences between families are of no significant statistical differ-
ence and do not demonstrate the superiority of dual-flow models.

Table 4.14 shows 95% confidence interval values of the error rate for all
tested complicated models (1000 system calls). There is a 95% likelihood that the
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average confidence interval [0.002, 0.012] covers the true classification error of
the best performing AWSCTD-CNN-S and AWSCTD-CNN-D models on unseen
data. Furthermore, the lower bound of interval (0.002) belongs to the AWSCTD

family models and are two times bigger for the FCN family.

Table 4.15. Error rate metric values

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 0.112 0.120 0.114 0.110 0.107 0.108 0.112
20 0.083 0.073 0.073 0.072 0.077 0.073 0.072
40 0.074 0.062 0.061 0.064 0.064 0.065 0.065
60 0.059 0.058 0.059 0.066 0.060 0.062 0.061
80 0.057 0.057 0.057 0.058 0.062 0.059 0.059
100 0.058 0.056 0.056 0.056 0.056 0.057 0.057
200 0.053 0.055 0.056 0.059 0.052 0.054 0.053
400 0.048 0.050 0.050 0.047 0.050 0.048 0.050
600 0.015 0.014 0.017 0.015 0.017 0.017 0.017
800 0.011 0.011 0.011 0.011 0.014 0.014 0.017
1000 0.007 0.007 0.009 0.008 0.011 0.011 0.012

4.5.2.6. The Training Time

As it can be seen from Table 4.20, the static AWSCTD-CNN-S model demon-
strates the fastest training time for the 1000 system calls sequence. The next model
by speed is FCN, which is slower by around 21%. All other models were slower
than AWSCTD-CNN-S, with results varying from 64-68% (Figure 4.22).
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Fig. 4.22. Training time for one-fold

The training times (Table A.5) are given for one-fold. The differentiation in
model speeds starts from the sequence of 200 system calls (Figure 4.20).

The worst training time results were obtained for the LSTM-FCN and AWS-
CTD-CNN-LSTM models. This can be explained by the number of parameters of
these models.

4.5.2.7. The Testing Time

The testing time is defined as the time needed to perform the classification of one
sample. LSTM-based models demonstrate similar behaviour, as in the case of
training experiments, and require three times more time to perform the detection
compared to the best performing AWSCTD-CNN-S model, which retained the
leadership, as well as in training task. The testing times for all models and se-
guence lengths are provided in Table A.6.

It can be seen from Figure 4.17 that static models are more suitable not only
for training but also for classification of long univariate times series data. In our
case, it would be long (> 400) system call sequences.
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Fig. 4.23. Classification time for one sample

Since classification time is crucial for attack and malware detection in a real-
time application, which could suggest that the best performing AWSCTD-CNN-
S is the best suitable candidate for the defined task, despite its relative simplicity.

4.5.2.8. The Comparison of the Number of Epochs Needed to Reach
the Saturation

The comparison of epochs required to reach the saturation during the training pro-
cess has demonstrated the correlation to the training time. The relation of accuracy
versus epochs for all models presented in Figure 4.24 and Figure 4.25 for the se-
guence of 1000 system calls gives the best accuracy.

The AWSCTD-CNN-S, AWSCTD-CNN-D, and AWSCTD-CNN-LSTM
models reached the saturation in maximum of 25 epochs, and they demonstrate
better stability. The AWSCTD-CNN-GRU and FCN models required 30 epochs.
The maximum number of epochs required by the LSTM-FCN and GRU-FCN
models was 30 or more epochs.
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Fig. 4.24. Number of epochs vs accuracy for the 1000 system call sequence: a) AWS-
CTD-CNN-S; b) AWSCTD-CNN-D; ¢c) AWSCTD-CNN-LSTM;
d) AWSCTD-CNN-GRU; e) FCN; f) LSTM-FCN
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4.5.2.9. Comparison of the CMs

The values of CMs for 1000 system calls (Figure 4.26 and Figure 4.27) reveal that
the lowest intrusion misclassification values are obtained by static (AWSCTD-
CNN-S) and dynamic (AWSCTD-CNN-D) models and are equal to 26 and 25,
respectively. The FCN family models generate two times more misclassified re-
sults: 53, 55, and 57, respectively, for FCN, LSTM-FCN, and GRU-FCN. The
AWSCTD-CNN-GRU model shows the best misclassification value for benign
applications, where only 32 items have been identified as an intrusion.

Predicted label b Predicted label
a

a 1697 39 al 1691 45

True label
True label

a) b)
Fig. 4.26. The CM results for 1000 system calls: a) AWSCTD-CNN-S;
b) AWSCTD-CNN-D
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Fig. 4.27. The CM results for 1000 system calls: a) AWSCTD-CNN-LSTM;
b) AWSCTD-CNN-GRU; c) FCN; d) LSTM-FCN; e) GRU-FCN
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Although AWSCTD-CNN-GRU demonstrated the best result for one spe-
cific task, AWSCTD-CNN-S can still be considered as the overall winner when
taking into consideration all previously discussed metrics.

4.5.2.10. Saturation of the Accuracy

To check the number of system calls required to achieve accuracy saturation the
next experiment has been conducted. The system calls sequences of the following
length has been used in that experiment: 10, 20, 40, 60, 80, 100, 200, 400, 600,
800, 1000, 1100, 1200, 1300, 1400, 1500, 1600, 1700, 1800, 1900 and 2000. It
has been prepared sequences till 3000 system calls, but computer used in the ex-
periment was unable to process such a big amount of data and memory errors
started to appear on the sequence of 2100 system calls.

The results of the experiment are provided in Figure 4.28. The best perform-
ing model of AWSCTD-CNN-S has been used. It can be seen that the sequence
of 1000 system calls is representing a value of saturated accuracy. None of the
following sequences was capable of improving the accuracy of 99.3% in a statis-
tically significant way — it varied from 99.4% to 99.5%.
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Fig. 4.28. The results of the accuracy in the saturation experiment
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The comparison of confusion matrixes of 1000 and 1900 system calls (Fig-
ure 4.29) is demonstrating that a longer sequence is producing a smaller value of
false positives and false negatives.

Predicted label Predicted label
b a b

a 1697 39 a 1545 21

True label
True label

a) b)
Fig. 4.29. The comparison of confusion matrixes between 1000 and 1900 system calls
sequences: a) 1000 system calls; b) 1900 system calls. Class labels: Benign (a);
Malware (b)

The FPR and FNR values of 1900 system calls are the following: 0.013 and
0.003, respectively. The FPR and FNR values of 1000 system calls were the fol-
lowing: 0.022 and 0.007, respectively. It is clear that despite the fact of stalling
accuracy — FPR and PNR values are better for 1900 system calls.

4.6. Conclusions of Chapter 4

1. A comparative analysis of vanilla DL methods, including LSTM, GRU,
and CNN was performed in order to evaluate their efficiency for attack
classification as well as their ability to distinguish malicious and benign
activity. The analysis was performed on the AWSCTD dataset, which in-
cludes 112.56 million system calls from 12110 executable malware sam-
ples and was expanded with 3145 benign software samples with 16.3 mil-
lion system calls. The application of such a set has increased the
classification and intrusion identification accuracy even with vanilla mod-
els by 13-38%, compared to the results achieved by other researchers. In
general, the achieved accuracy of over 90% allows the application of DL
techniques in hybrid or enterprise-oriented security solutions that com-
bine automatic detection of the major part of anomalies leaving unclear
cases for human-expert analysis.



4. EVALUATION OF DEEP LEARNING METHODS APPLICATION FOR ANOMALY ... 131

2. It was determined that all three vanilla-type DL models have reached
higher than 90% accuracy while solving a malware classification task
with a sequence of 80 system calls. All three models generated improved
results over simple NN and SVM models on larger data samples, while
the latter demonstrates considerably better training times. The best results
were obtained with CNNs with up to 93.9% (MAE of 0.03) accuracy
while performing the family classification task and 99.3% (MAE of 0.01)
rate while solving intrusion detection task. CNN outperforms LSTM and
GRU models in all the cases. CNN also shows the best results as com-
pared to the EER values of DL methods used. A system calls minimiza-
tion technique had a positive influence on all results. The increase of se-
guence length for vanilla DL models has resulted in an exponential
increase of the training time and a reverse dependency of the number of
epochs before saturation.

3. In total, seven advanced DL models were tested: dual-flow LSTM-FCN
and GRU-FCN state-of-the-art models that were proved as the most effi-
cient in tests on many datasets; new synthetic dual-flow AWSCTD-CNN-
LSTM and AWSCTD-CNN-GRU models, combining CNN and RNN
flows; earlier defined single-flow FCN and AWSCTD-CNN-D models;
and the newly introduced static single-flow AWSCTD-CNN-S model.

4. The experiments performed with AWSCTD dataset, have not demon-
strated any advantages of dual-flow DL models for the host-level intru-
sion and malware detection task in comparison with the single-flow mod-
els. The reached accuracy of dual-flow models was comparable (99.2%
and variating MAE from 0.01 to 0.02) with more vanilla single-flow mod-
els (99.3% with constant MAE of 0.01), taking into account the 1% error
rate in case of a sequence of 1000 of system calls. The performance met-
rics results were somewhat identical in their accuracy. In training and test-
ing time metrics, the results for dual-flow models were 3- to 7-fold slower
compared to the best performing single flow model (which are crucial for
the intrusion and malware detection tasks).

5. All advanced DL models tested were able to reach 90% accuracy with as
little as 20 system calls and had practically applicable accuracy of 98%
with a sequence of 600 system calls. The relatively best FPR value (ap-
proximately 2%) was reached by the AWSCTD-CNN-GRU, while the
best FNR value was reached by AWSCTD-CNN-S and AWSCTD-CNN-
D (less than 1%). Taking into account all of the evaluation metrics, the
newly tested AWSCTD-CNN-S can be considered as the overall winner,
having the best accuracy (99.3% with MAE of 0.01), shortest training and
testing times, and the best FNR rate.






General Conclusions

1. The scientific literature review performed has demonstrated the im-
portance of anomaly-based methods for the host-level intrusion and mal-
ware detection task, since the classical detection approach based on sig-
natures has a number of flaws, such as inability to detect zero-day and
evolved attacks. Current scientific research concentrates on the applica-
tion of ML/DL methods but is constrained by the lack of exhaustive da-
tasets, there are no high-quality datasets for Windows OS, that could be
used for methods training. The research has also demonstrated that se-
guences of system calls invoked by malware and exploits used for the
attack on the system level are seen as one of the most perspective sources
for intrusion and malware detection. The analysis performed has allowed
clarifying that research on improvement of anomaly-based host-level in-
trusion and malware detection by applying ML and DL methods should
be concentrated on the creation of exhaustive dataset of system calls se-
guences by malicious and benign applications with further application of
the created dataset for training the most appropriate ML/DL models.

2. The proposed method for host-level dataset generation is based on mal-
ware execution in a sterile, isolated virtual machine environment with fur-
ther anomaly activity collection. The method was implemented and tested
only with free or open-source tools and freely available malware samples.
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The tests performed have proved the method stability and method suita-
bility for host-level anomaly dataset generation. Automated anomaly gen-
eration allows flexible training data-set expansion, response to the new
attack types and generation of specific on-demand datasets. No interrup-
tions or errors related to the malware execution or escape were noticed.
AWSCTD was generated for 10 276 malware samples. The dataset size
exceeds the size of previously known datasets by order and includes a
much more comprehensive representation of malware types and system
calls (system call arguments list and return value) that allow more in-
depth HIDS training. Later AWSCTD was expanded with 16.3 million
system calls by benign applications. The introduction of a new exhaustive
dataset provides a possibility for further practical and scientific applica-
tions of data analysis methods in host-level intrusion detection.

ML methods were utilized to demonstrate the applicability of malware
generated systems calls sequences for IDS reported alerts prioritization
use. 7 types of ML methods were applied to classify malware by family.
The results have shown that this approach could be used in practical ap-
plications — the best detection rate of 92.4% with MAE of 0.03 was ob-
tained by using SVM with the 100 features vector. Comparable results
were achieved by J48 and LMT methods. They generated 92.1% (MAE
of 0.05) classification results. J48 has also shown the best training and
testing times, that is very useful when new samples must be introduced
for training. Despite of achieved high accuracy rates reaching 90-92%
(suitable for some practical applications when additional analysis is per-
formed by external human experts) and relatively low training time
needed for ML methods, further research on DL methods applicability is
needed in order to minimize the FNR.

A comparative analysis of vanilla DL methods was performed in order to
evaluate their efficiency for attack classification as well as their ability to
distinguish malicious and benign activity. The application of AWSCTD
has increased the classification and intrusion identification accuracy even
with vanilla models by 13-38%, compared to the results achieved by other
researchers. The achieved accuracy of over 90% allows the application of
DL techniques in hybrid or enterprise-oriented security solutions that
combine automatic detection of the major part of anomalies leaving un-
clear cases for human-expert analysis. All three models generated im-
proved results over simple NN and SVM models on larger data samples,
while the latter demonstrates considerably better training times. The best
results were obtained with CNNs with up to 93.0% accuracy (MAE of
0.03) while performing family classification task and 99.3% rate (MAE
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of 0.01) while solving intrusion detection task. CNN outperformed se-
guence-based LSTM and GRU maodels in all the cases. A system calls
minimization technique had a positive influence on all results. The in-
crease of sequence length for vanilla DL models has resulted in an expo-
nential increase of the model training time. A reverse dependency of the
number of epochs before saturation on the system call sequence length
was determined.

5. The experiments with seven advanced DL models have not demonstrated
any advantages of dual-flow DL models for the host-level intrusion and
malware detection task in comparison with the single-flow models. The
reached accuracy of dual-flow models was comparable (99.2% and vari-
ating MAE from 0.01 to 0.02) with more vanilla single-flow models
(99.3% with constant MAE of 0.01 and 1% error rate), in case of a se-
guence of 1000 of system calls. The results of performance metrics were
somewhat identical in their accuracy but were losing the competition in
the training and testing time metrics: dual-flow models were 3- to 7-fold
slower compared to the best performing single flow model, consuming
more computing resources, and requiring more epochs to reach the train-
ing saturation. All tested advanced DL models were able to reach 90%
accuracy with as little as 20 system calls and had practically applicable
accuracy of 98% with a sequence of 600 system calls. The relatively best
FPR value (approximately 2%) was reached by the AWSCTD-CNN-
GRU, while the best FNR value was reached by AWSCTD-CNN-S and
AWSCTD-CNN-D models and was equal to less than 1%. The newly pro-
posed AWSCTD-CNN-S can be considered as the overall winner, having
the best accuracy (99.3%), shortest training and testing times, and the best
FNR rate. Such high classification accuracy allows using a winner model
in security solutions supported by human-experts with 600 foremost sys-
tem calls and completely automated application in commercial IDS and
AV systems when 1000 system calls are analysed.
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Summary in Lithuanian

Jvadas

Problemos formulavimas

Dél nuolatinio kibernetiniy ataky daugéjimo biitina naudoti vis sudétingesnius kompiute-
rio lygmens kenksmingo kodo ir jsibrovimo j sistemas aptikimo metodus. Placiai taikomas
parasais grindziamas jsibrovimo aptikimo metodas nepajégia aptikti nulinés dienos ir bii-
simy ataky. Be to, atakos, pritaikytos tam tikroms organizacijoms, taip pat lieka nepaste-
bétos, jei taikomi parasais grindziami metodai (Xie & Hu, 2013).

Kita problema ta, kad jsibrovimo aptikimas, paremtas tinklo duomenimis, yra pla-
¢iau naudojamas ir turi pakankama kiekj tam pritaikyty duomeny rinkiniy. PrieSingai,
kompiuterio lygmens kenksmingo programinio kodo ir isibrovimo aptikimo sistemoms
truksta kokybisky laisvai prieinamy duomeny rinkiniy. Ta¢iau HIDS ir AV sistemos pas-
taruoju metu sulaukia vis daugiau démesio, nes sugeba pateikti daugiau informacijos apie
patj jsibrovima, gali apsaugoti nuo reikSmingos zalos (pvz., kritiniy sistemos faily modi-
fikavimo) bei suteikia papildoma apsaugos sluoksnj (Kozushko, 2003). Taip pat dauguma
esamy HIDS duomeny rinkiniy yra orientuoti j ,,Linux* operacing sistemg ir turi mazai
,»Windows* operacinés sistemos jrasy, kuri pagal statistinius duomenis yra populiariausia
tarp staliniy kompiuteriy (StatCounter Global Stats, 2019).

Anomalijomis grindziami metodai padeda aptikti daugiau kibernetiniy ataky, ypaé¢
nulinés dienos ir polimorfinio kenksmingo kodo atvejus. Pagrindiné $iy metody mintis —
susidaryti standartinj (nekenksmingg) vartotojo arba sistemos elgsenos modelj ir jvykius,
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neatitinkancius to modelio, pazymeéti kaip jsibrovima (naudojant tam tikras ribines vertes)
(Aldweesh et al., 2020).

Pastaraisiais metais, padidéjus kompiuterinés jrangos spartai (ypa¢ kompiuteriy
vaizdo plokséiy), giliojo apmokymo modeliai padéjo padidinti anomalijomis pagristy j-
sibrovimo aptikimy sistemy tiksluma ir sSumazino klaidingy aptikimy daznuma (Hwang
et al., 2019).

Darbo aktualumas

Mokslininkai taiko sudétingus masininio apmokymo metodus, kad pasiekty realiame pa-
saulyje naudotinas kenksmingo kodo ir jsibrovimo aptikimo sistemy charakteristikas. Pa-
sirinkti biidai turi kelias problemas: jiems apmokyti reikalingi dideli kiekiai duomeny ir
reikalinga sparti aparatiné jranga.

Tinklo duomeny gausa taip pat veréia mokslininkus dométis tik vienu problemos
aspektu. Aptikus kenksmingus veiksmus viename informacinés sistemos sluoksnyje, ga-
lima ty padiy ataky neaptikti Kitame sluoksnyje, pvz., kompiuterio lygmenyje. Didzioji
dalis duomeny rinkiniy sufleruoja, kad jsibrovimai jvyksta tinklo lygmeniu ir kompiute-
riuose su ,,Linux‘“ operacine sistema. Bet remiantis statistiniais duomenimis, ,,Windows*
operaciné sistema vis dar yra populiariausia tarp galutiniy vartotojy.

Duomeny rinkiniy problema gali biiti i§spresta paprastai — turi bati pasitilytas ir jgy-
vendintas naujas patikimas triikkstamy duomeny surinkimo metodas. Naujas duomeny rin-
kinys bus tolimesniy tyrimy, susijusiy su ML ir DL metody efektyvumu, juos taikant kom-
piuterio lygmens kenksmingam kodui ir jsibrovimui aptikti, pagrindas.

Atliktas skirtingy ML ir DL metody efektyvumo tyrimas, naudojant naujg AWSCTD
duomeny rinkinj, leido nustatyti pacius tinkamiausius i$ jy. Ateityje jie galés biiti praktis-
kai panaudoti kenksmingo kodo ir jsibrovimo sistemose ir tolesniems tyrimams.

Tyrimo objektas

Pagrindinis §io tyrimo objektas yra ML ir DL metody pritaikymas kompiuterio lygmens
kenksmingam programiniam kodui ir jsibrovimui aptikti informacinése sistemose.

Darbo tikslas

Disertacijos tikslas — pagerinti anomalijomis pagrjsty kompiuterio lygmens kenksmingo
programinio kodo ir jsibrovimy aptikimo metody jver¢ius, taikant ML ir DL metodus.

Darbo uzdaviniai

Nustatyto darbo tikslui pasiekti butina i$spresti toliau pateiktus darbo tikslus:
1. Atlikti mokslinés literatliros apzvalga apie dabar kenksmingam programi-
niam kodui ir jsibrovimui aptikti taikomus ML ir DL metodus bei duomeny
rinkinius, skirtus ,,Windows* operacinéms sistemoms.



SUMMARY IN LITHUANIAN 159

2. Pasitlyti patikimg metoda, skirta i§samaus kenksmingo ir nekenksmingo
programinio kodo elgsenos duomeny rinkiniui generuoti, kuris véliau ga-
léty bati panaudotas ML ir DL metody efektyvumui tirti, juos pritaikius
kompiuterio lygmens jsibrovimui aptikti informacinése sistemose.

3. Atlikti kompiuterio lygmens jsibrovimo ir kenksmingo programinio kodo
aptikimo uzdaviniy eksperimentinj vertinima ir pritaikymo analize¢, naudo-
jant nustatytus jverdius ir $iuos metodus:

3.1. Placiausiai naudojamus ML metodus;
3.2. Placiausiai naudojamus paprastus DL metodus;
3.3. Esamus ir naujai pasitilytus / modifikuotus sudétingus DL metodus.

Tyrimy metodika

Siame darbe buvo naudojama kiekybiné tyrimy metodika. Siekiant geriau suprasti jsibro-
vimo ir kenkéjisky programy aptikimo galimybes, buvo atlikta dabartiniy metody ir nau-
dojamy duomeny rinkiniy apzvalga, daugiausia démesio skiriant pagrindinio kompiuterio
lygmens atakoms. Véliau buvo atlikti i§samiis eksperimentai, siekiant surinkti naujg duo-
meny rinkinj jsibrovimui ir kenksmingam programiniam kodui aptikti bei nustatyti tam
tinkamiausius ML ir DL metodus. Naujam duomeny rinkiniui surinkti buvo naudojamas
,,HP ProLiant DL 380 G6* serveris ir autoriaus pasitlytas metodas. Geriausiems kenks-
mingo programinio kodo klasifikavimo ML metodams nustatyti buvo naudojamas kom-
piuteris su ,,Intel i7-7500U% 2,70 GHz procesoriumi, 8 GB RAM ir ,,Windows 10 opera-
cine sistema bei ,Weka 3.8“ programine jranga. Geriausiems DL jsibrovimo ir
kenksmingo programinio kodo aptikimo metodams nustatyti buvo naudojamas kompiute-
ris su ,,Intel i5-3570 3,80 GHz procesoriumi, GTX 1070 vaizdo plokste, 16 GB RAM,
,,Ubuntu 18.04.3 LTS operacine sistema ir ,,Keras* bei ,,Tensorflow* bibliotekomis. Su-
rinkti duomenys buvo lyginami naudojant standartinius ML ir DL jver¢ius: tikslumas, pre-
ciziskumas, atSaukimo statistika, f-1 statistikos reik§me, klaidingai teigiamas rodiklis,
klaidingai neigiamas rodiklis ir klasifikavimo klaida.

Darbo mokslinis naujumas

Darbo mokslinis naujumas pagristas §iais rezultatais:

1. Sukurtas naujas kompiuterio lygmens duomeny rinkinys (AWSCTD), kuris
yra tinkamas anomalijomis pagristam jsibrovimy ir kenksmingo kodo apti-
kimui ,,Windows* operacingje sistemoje. Jame sukauptas platus kenks-
mingo ir nekenksmingo kodo elgsenos duomeny kiekis, kuris yra iSsames-
nis bei jvairesnis, nei §iuo metu esami duomeny rinkiniai. Duomeny
rinkinys buvo sudarytas naudojant darbo autoriaus pasitilyta patikima me-
toda.

2. Pasillytas naujas paprasto konvoliuciniy neuroniniy tinkly modelio pritai-
kymas kenksmingoms ir nekenksmingoms aplikacijoms klasifikuoti naudo-
jant sisteminiy funkcijy kvietimo sekas kaip duomeny vektoriy. Eksperi-
mentiSkai nustatytas modelis beveik visose vertinimo metrikose parodé
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panasius arba geresnius rezultatus nei kity mokslininky naudojami pazan-
gesni konvoliuciniy arba rekurentiniy neuroniniy tinkly pagrindu sukurti
modeliai, kartu i§saugodamas geresnius laiko sgnaudy rezultatus. Mode-
liams apmokyti naudojant AWSCTD duomeny rinkinj, buvo pasiektas
99,1-99,3 % tikslumas, klasifikuojant kenksmingas ir nekenksmingas prog-
ramas.

3. Pristatytas naujas, pries tai nenaudotas konvoliuciniais neuroniniais tinklais
grindziamas vieno srauto modelis, tinkamas anomalijomis pagristam jsib-
rovimy ir kenksmingo kodo aptikimui naudojant programy sisteminiy funk-
cijy sekas kaip duomeny vektoriy. Pasitlytas metodas pateikia geresnius
tikslumo, apmokymo ir klasifikavimo laiky rezultatus, lyginant su paZan-
giausiais dviejy srauty modeliais, kai naudojamas AWSCTD duomeny rin-
kinys.

Darbo rezultaty praktiné reikSmé

Disertacijos pasililyty metody teoriné ir praktiné reik§mé yra svarbi kritiniam anomalijo-
mis pagristam jsibrovimy ir kenksmingo kodo aptikimui, nes vis daugiau naujy kiberneti-
niy ataky yra tikslinés ir jprastiniai paraSais grindziami metodai nepajégis nuo jy apsau-
goti.

Naujai sukurtas i$samus duomeny rinkinys AWSCTD leis mokslininkams toliau ge-
rinti anomalijomis paremtas kompiuterio lygmens jsibrovimo sistemas. Tai svarbu, nes
dabar vyrauja tinklo lygmens duomeny rinkiniai arba esantys kompiuterio lygmens rinki-
niai yra nei§samus.

Pasiektas 99,1-99,3 % klasifikavimo tikslumas ir laikas (0,00223 s), skirtas vienai
kenksmingai / nekenksmingai klasifikavimo uzduociai (jsibrovimo aptikimui) atlikti, uz-
tikrina pasitilyty metody ir modeliy praktinj patikimuma ir greitaveikg komercinése jsib-
rovimo aptikimo ir antivirusinése sistemose kartu sujungiant parasais grindziamus meto-
dus, kurie uztikrinty Zinomy ataky aptikima, kai anomalijomis pagrjsti metodai
(konvoliuciniais neuroniniais tinklais paremti paprastas dinaminis ir naujai pasitlytas
vieno srauto modeliai) baty taikomi neatpazintiems jtartiniems atvejams jvertinti.

Ginamieji teiginiai
I8analizavus tyrimo metu nustatyta informacijg ir jvertinus darbo rezultatus, buvo sufor-
muluoti toliau pateikti ginamieji teiginiai:

1. ML metodai yra neperspektyvis, palyginti su DL metodais, kai taikomi
kompiuterio lygmens jsibrovimui ir kenksmingam programiniam kodui ap-
tikti, naudojant kenksmingo programinio kodo sisteminiy funkcijy sekas,
nes pasiektas tikslumas yra palyginti mazas (90-92 %).

2. Paprasti DL modeliai yra efektyvesni uz sudétingus pazangius dviejy srauty
statinius giliojo apmokymo modelius, kai naudojami vienanariai duomenys
kompiuterio lygmens jsibrovimo ir kenksmingo programinio kodo aptikimo
uzdaviniui spresti, Nnaudojant AWSCTD duomeny rinkinj.
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3. Pirmyjy 600 ,,Windows* operacinés sistemos sisteminiy funkcijy sekos
naudojimas leidzia pasiekti didesnj nei 95 % aptikimo tiksluma, kuris yra
pakankamas nustatytiems arba pasitlytiems DL metodams pritaikyti hibri-
diniuose arba j dideles jmones orientuotuose sprendimuose, kurie sujungia
automatinj didZiosios dalies anomalijy aptikima, palikdami neaiskiy atvejy
analiz¢ ekspertams, 0 pirmy 1000 sisteminiy funkcijy naudojimas leidzia
uztikrinti visiska aptikimo proceso automatizavima ir 99,3 % tiksluma.

Darbo rezultaty aprobavimas

Disertacijos tema paskelbtos 6 mokslinés publikacijos, i$ kuriy 3 — Zurnaluose, jtrauktuose
j Clarivate Analytics (buv. Thomson Reuters) Web of Science duomeny baze, 3 — moksli-
niy konferencijy praneSimy rinkiniuose. Moksliniai rezultatai buvo pristatyti 6 mokslinése
konferencijose:
— The 13th Junior Researchers Conference “Science — Future of Lithuania”
on IT Security and Information Systems, 2010, Vilnius, Lithuania.
— The 20th Junior Researchers Conference “Science — Future of Lithuania”
on IT Security and Information Systems, 2017, Vilnius, Lithuania.
— The 13th International Baltic Conference On Databases And Information
Systems (Baltic DB&IS 2018), Trakai, Lithuania.
— The Second International Scientific Conference on Security (CONFSEC
2018), Borovetsas, Bulgarija.
—  The 24th International Nordic Conference on Secure IT Systems (NordSec
2019), Aalborgas, Danija.
— The 11th International Workshop Data Analysis Methods for Software
Systems (DAMSS 2019), Druskininkai, Lithuania.

Disertacijos struktira

Disertacijg sudaro jvadas, keturi pagrindiniai skyriai, bendrosios iSvados, literatiiros Salti-
niy sarasas, autoriaus publikacijy disertacijos tema sgrasas, santrauka lietuviy kalba.
Darbo apimtis — 156 puslapiai neskaitant priedy, tekste yra 54 paveikslai ir 47 lentelés.
Rasant disertacija buvo panaudota 228 literataros Saltiniai.

1. Kompiuterio lygmens jsibrovimo ir kenksmingo
programinio kodo aptikimo informacinése sistemose
literatiros analizé

Siame skyriuje apzvelgiami metodai, taikomi kibernetinéms atakoms, nukreiptoms pries
informacines sistemas, aptikti. Pateikiamas pirminis jsibrovimo aptikimo apibrézimas
kartu su skirtingais jo jgyvendinimo biidais, kurie nusakomi pagal jdiegimo vieta tinkle,
vartotojo kompiuteryje arba abiejuose vietose (hibridinis biidas). Aptariami jvairts jsib-
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rovimo duomeny analizés biidai: statistiniai, masininio ir giliojo apmokymao. Skyriaus pa-
baigoje pateikiamos apzvalgos iSvados ir uzdaviniy bei darbo tyrimo kryp¢iy suformula-
vimas.

Informacijos apsauga yra viena i§ pagrindiniy Siandieniniy kompanijy uzdaviniy. Jei
§i uzduotis atlickama netinkamai, kompanija gali prarasti svarbius duomenis arba netgi
kriting infrastuktiira. Remiantis Nacionalinio kibernetinio saugumo centro 2019 mety
ataskaita, kibernetiniy nusikaltimy skai¢ius per metus padidéjo tris kartus (KraSto
apsaugos ministerija, 2020).

IDS naudojamos kaip vienas i§ saugumo sluoksniy, norint atlikti kenksmingo prog-
raminio kodo ir jsibrovimo aptikimo uzduotj. NIDS ir HIDS yra vieni populiariausiy biidy,
turintys savy privalumy ir trikumy. NIDS yra skirtos aptikti atakas tinklo lygmenyje, o
HIDS — kompiuterio lygmenyje. NIDS sistemos analizuoja tinklo duomenis ir gali vienu
metu stebéti daug kompiuteriy bei nustatyti iSorines grésmes, prie§ joms iSplintant tinkle.
Kita vertus, NIDS turi ribotg galimybe i$analizuoti visus duomenis didelio pralaidumo
tinkle (Bhuyan et al., 2015). Pagrindiniai NIDS komponentai (anomalijomis pagrjstos):
tinklo duomeny perémimo modulis, anomalijos aptikimo modulis, Zinomy ataky duome-
nys, konfigiiracijos duomenys, apdorojimo modulis ir saugumo specialistas. Verta pami-
néti, kad pagrindinis NIDS minusas — uzsifruoti tinklo duomenys. Tokiu atveju sistema
negalés jy analizuoti ir jvertinti. HIDS analizuoja informacija, pasiekiamg kompiuterio
lygmenyje. Tam reikalinga papildoma programiné jranga kiekviename stebimame kom-
piuteryje arba serveryje. HIDS gali pasinaudoti $iais duomenimis, kad atlikty savo uz-
duotj: sistemos zurnaly ir audito jrasai, sistemos funkcijy iskvietimai, ,,Windows* registry
pakeitimai, faily sistemos pakeitimai, sistemos na§umas (Grimmer et al., 2018).

Klasikinés IDS naudoja parasais grindziama jsibrovimo aptikima, kuris pritaikytas
zinomoms atakoms atlikti ir turi mazg klaidingy teigiamy prane$imy skai¢iy. Naujesnés
IDS bando pritaikyti anomalijomis paremtg jsibrovimy aptikimg, kai nustatomas tipinis
vartotojo elgsenos modelis ir stipriis nukrypimai nuo jo traktuojami kaip jsibrovimas.
Toks biidas yra labai efektyvus prie$ nulinés dienos atakas (Chandola et al., 2009). Nors
parasais grindZiamas jsibrovimo aptikimas yra gana populiarus, jis buvo sukurtas dar tada,
kai kenksmingas programinis kodas plisdavo daug lé¢iau ir buvo panasesnis. Siandien, kai
egzistuoja polimorfinis kenksmingas programinis kodas ir tikslinés atakos, parasais grin-
dziamas aptikimas tampa nebeefektyvus (Symantec, 2019).

Anomalijomis pagristi kenksmingo programinio kodo ir jsibrovimo aptikimo meto-
dai skirstomi i tris grupes: statistiniai, paremti Ziniomis ir paremti masininiu apmokymu.
ML ir DL metody pritaikymas dabar yra bene populiariausias bidas pagerinti IDS sistemy
efektyvuma. Populiariausi ML metodai, pritaikyti Siam uzdaviniui, yra Sie: paramos vek-
toriy masinos, naivusis Bajeso tinklas, klasteriy analizé, genetiniai algoritmai, paslépti
Markovo modeliai, sprendimo medZiai, neuroniniai tinklai. Nuo 2006 m. atsirado DL me-
tody, kurie savo efektyvumu smarkiai aplenké standartinius ML metodus (Deng & Yu,
2013). Isryskéjo du pagrindiniai DL modeliai — CNN ir RNN. Pagrindinis CNN pritaiky-
mas — vaizdo atpaZinimo sritis. Pagrindiniai $io modelio veikimo etapai: transformuoti
pradinius duomenis pagal tam tikrus filtrus, sumazinti duomeny kiekj panaudojus sutel-
kimo sluoksnj, pritaikyti NN kaip paskutinj klasifikavimo zingsnj. RNN modeliai yra pri-
taikyti dirbti su chronologiniais duomenimis ir gali atlikti tiek klasifikavimo, tiek naujy
seky generavimo uzduotis.
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Norint pritaikyti ML ir DL modelius, reikalingi i$samiis duomeny rinkiniai. Ilga laikg
dominavo NIDS sistemoms pritaikytas KDD Cup 99 rinkinys, sukurtas 1999 m. (Brugger,
2007; Lippmann et al., 1999). Norint itaisyti $ig spraga, buvo pasitilyta keletas naujy i$-
samiy duomeny rinkiniy: ,,FirefoxDS* (Murtaza et al., 2013), ADFA-LD (Creech & Hu,
2013) ir NGIDS-DS (Haider et al., 2017). Bet deja, visi jie buvo orientuoti j ,,Linux* ope-
racing sistema. Zinoma, buvo sukurti ir ,,Windows* operacinés sistemos duomeny rinki-
niai, skirti kompiuterio lygmens kenksmingo programinio kodo ir jsibrovimo aptikimo
tyrimams. 2016 m. Australijos mokslininky buvo pristatytas ADFA-IDS duomeny rinki-
nys, apimantis ,,Windows* operacinés sistemos sisteminiy funkcijy kvietimo sekas
(Creech & Hu, 2014; Waqas Haider et al., 2016). Jis turi dvi spragas: nepakankamas ir
neissamus duomeny kiekis. 2018 m. buvo pristatytas CSE-CIC-IDS2018 duomeny rinki-
nys, apimantis tinklo duomenis ir Zurnalinius ,,Windows* ir ,,Linux* operaciniy sistemy
duomenis. Jame taip pat didzioji dalis duomeny buvo skirta tinklo lygmens atakoms
(Sharafaldin et al., 2018). 2019 m. buvo pristatytas duomeny rinkinys ,,Mal-AP1-2019*
(Catak & Yazi, 2019). Jame buvo surinktos ,,Windows* operacinés sistemos kenksmingo
programinio kodo iskviestos sisteminiy funkcijy sekos. Pagrindinis $io rinkinio minusas —
jame nepateikta informacija apie funkcijy kvietimo ir grazinamus parametrus.

Programos elgsenos modeliui nustatyti tinkamiausia yra sisteminiy funkcijy seky
analizé, nes panasiai besielgiancios programos yra linkusios kviesti panasias sistemines
funkcijas. Sis metodas yra populiarus vykdant dinaminj kenksmingo programinio kodo
aptikima, kuris ir kilo i$ jsibrovimo aptikimo, kai nestandartinés sisteminiy funkcijy kvie-
timo sekos signalizuodavo apie galimus pavojus (Stephanie Forrest et al., 1998). Kadangi
sisteminés funkcijos yra zemiausias bendravimo su sistema sluoksnis, jos yra pagrindinis
informacijos Saltinis, leidziantis nustatyti, kokie yra tikrieji jtartinos programos tikslai
(Canzanese et al., 2016).

2. Anomalijomis pagrjsto kompiuterio lygmens jsibrovimo
duomeny rinkinio kirimas

Siame skyriuje apZvelgiamas duomeny rinkinio kiirimo metodo apraymas ir praktinis
jgyvendinimas kartu su kenksmingo kodo paruo$imo apraSymu. Pristatytas duomeny rin-
kinys AWSCTD: dydis, struktiira, charakteristikos ir taikyti balansavimo metodai. Taip
pat aptarti ir apraSyti ML/DL metody vertinimo kriterijai, kurie bus naudojami metody
efektyvumui nustatyti vélesniuose skyriuose.

Pristatytas duomeny kiirimo metodas buvo publikuotas tarptautiniame Zurnale ir
pristatytas tarptautinéje konferencijoje (Ceponis & Goranin, 2018).

Duomeny kiirimo metodas jgyvendintas naudojant laisvai prieinamus kenksmingo
kodo pavyzdzius. Tai leidzia ateityje lengviau automatizuoti patj pavyzdziy parinkimo
procesa. Pasitilytas metodas turi Sesis pagrindinius etapus (S2.1 pav.):

1. Kenksmingo kodo pavyzdziy paruosimas. Visy pirma, pavyzdziai turi buti
parsisiun¢iami. Tada ,,Windows* operacinés sistemos vykdomieji failai turi
biti atrenkami ir perkeliami j atskira kolekcija.

2. Serverio paruo$imas. Turi buti jdiegta ir sukonfigiiruota sistemos priziti-
ryklé (angl. Hypervisor). Tada galima perkelti kenksmingo kodo pavyz-
dZius ] paruosta server]j.
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Svecio masiny paruo§imas. Turi bti sukurtas ir sukonfigiiruotas virtualios
sveCio masinos Sablonas, kuris véliau naudojamas vykdant kenksminga
programinj koda. Vienu metu veikian¢iy virtualiy masiny skaicius prik-
lauso nuo pagrindinio serverio pajégumy.

Duomeny serverio paruoSimas. Turi biiti paruosta vieta, skirta surinktiems
zurnaliniams duomenims saugoti, tokiems kaip tinklo aktyvumas, sistemi-
niy funkcijy sekos ir kt.

Kenksmingo kodo vykdymas ir duomeny surinkimas. Kai paruostas maksi-
malus virtualiy masiny skaicius, galima jvykdyti pagrindinj scenarijy (angl.
script). Jis kenksmingo kodo pavyzdj jraso j virtualig masing ir jg startuoja.
Tai pakartojama su visomis paruo$tomis virtualiomis masinomis. Scenari-
jus, jkeltas j virtualia masing, jvykdo kenksmingg programinj koda ir jo
veiklos Zurnaliniai duomenys yra surenkami. Sie veiksmai kartojami vi-
siems paruostiems kenksmingo kodo pavyzdziams.

Surinkty duomeny apdorojimas. Kai visi pavyzdziai yra jvykdomi — surinkti
duomenys konvertuojami | XML (arba kitg) formatg tolesnei analizei.

KPK Pagrindinio Virtualiy

paruosimas paruosimas

paruosimas ~———> kompiuterio > masiny 4]

L

Duomeny KPK jvykdymas Surinkty

surinkir_no | = ir dl:|on:|enll B duomeny ﬁ@
serverio surinkimas apdorojimas
paruosimas

S2.1 pav. Pagrindiniai pasitilyto duomeny rinkinio kiirimo metodo etapai

Duomeny rinkinj AWSCTD sudaro 10 276 vykdomojo tipo kenksmingo kodo pa-
vyzdziai i§ VirusSahere.com internetinés svetainés. Papildoma informacija apie pavyz-
dzius buvo surinkta i§ VirusTotal.com interneto svetainés.

Buvo surinkta 112,56 milijony sisteminiy funkcijy pédsaky (angl. traces), kurie vé-
liau i$saugoti SQLITE formato duomeny bazéje. Toks didelis kiekis duomeny uzima
39,1 GB kietojo disko vietos. Sisteminiy funkcijy sekos buvo papildytos informacija,
gauta i§ VirusTotal.com, naudojantis suteikta akademine prieiga. Kiekvienas kenksmingo
programinio kodo pavyzdys turi sukaupta tokia papildoma informacija:

antivirusiniy programy surinktg informacija, pvz., tipa;

pozityvy nuskaitymo rezultaty;

nuoroda j kenksmingo kodo aprasa internete (VirusTotal.com puslapyje);
kenksmingo kodo elgsenos informacija:

o  rinkmeny iSdéstymo sistemos naudojima;

o tinklo naudojima (kreipiniai j lokalius ir interneto adresus);

o  naudojamos sisteminés bibliotekas (angl. dll files).
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Labiausiai naudotos sisteminés funkcijos pateiktos S2.2 pav. Matyti, kad kenksmin-
gas programinis kodas didziausig démesj skiria ,,Windows* operacinés sistemos registry
prieigai: atidaro (NtOpenKeyEx) ir skaito (NtQueryValueKey) jy reik§mes. Rinkmeny
sistemos prieigos funkcijos taip pat buvo vienos i$§ populiariausiy.

Milijonai
0 1 2 3 4 5 6 7 8 9
NtQUGI’yV&lUEKey 1 —— 10]2%
NtCIOSG | 9]4%
NtYieldExecution e—— 7,0 %
NtOpenKeyEx | 6’2%
NtUserQueryWindoy == 3,3 %
NtQuerylnformationProcess === 3,1 %
NtCreateEvent == 2.5 %
NtWriteFile me————— 2 3%
NtUserGetProp s 2.2 %

NtAllocateVirtualMemory e 2.2 %

S2.2 pav. Kenksmingo programinio kodo dazniausiai naudotos sisteminés funkcijos

Nepaisant to, kad duomeny rinkinio skirtingy klasiy kiekis vienodinamas (angl.
oversampling) gana placiai, siekiant turéti vienoda klasifikuojamy klasiy skaiciy, Siame
darbe to nebuvo atlikta (vélesniuose skyriuose aprasomas nekenksmingo kodo pavyzdziy
pridéjimas j rinkinj) (Chawla et al., 2002). Pagrindiné priezastis — jsibrovimo ir kenks-
mingo kodo aptikimo uzdavinyje labai svarbu turéti didesnj skaiciy zalingy pavyzdziy ir
svarbiausia, jie turi buti realds, o ne sukurti dirbtinai.

Standartinés ML ir DL metody jvertinimo metrikos yra $ios: tikslumas, klasifika-
vimo lentelé, preciziSkumas, atSaukimo statistika, F statistikos reik§mé, klaidingai nei-
giamy ir klaidingai teigiamy rezultaty dalys, klasifikavimo klaida, ROC kreivé, normali-
zuotas grupavimo jvertis (angl. Matthews correlation coefficient) bei apmokymo ir
testavimo / klasifikavimo laikai.

3. Masininio apmokymo metody tinkamumo anomalijomis
pagrjstam jsibrovimui aptikti ir klasifikuoti jvertinimas
Siame skyriuje apzvelgiami eksperimenty su ML metodais rezultatai, kai apmokymui duo-

menimis buvo naudojamos sisteminiy funkcijy sekos. Naujai pristatytam AWSCTD duo-
meny rinkiniui buvo pritaikyti Sie ML septyni metodai: Bajeso tinklas, naivusis Bajeso
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tinklas, paramos vektoriy masinos, neuroniniai tinklai, sprendimy lentelés, sprendimy me-
dis J48 (C4.5) bei logistinis modelio medis. Skyriuje taip pat apzvelgiami vertinimo kri-
terijai, bandyme naudota kompiuteriné jranga ir duomeny paruo$imo Zingsniai. Skyriaus
pabaigoje pateikiamos ML metody eksperimento i§vados. Eksperimento rezultatai buvo
publikuoti tarptautiniame zurnale ir pristatyti tarptautinéje konferencijoje (Goranin &
Ceponis, 2018).

Eksperimentams atlikti buvo naudojama WEKA 3.8 programiné jranga ir gana pap-
rastos konfigiiracijos kompiuteris: procesorius ,,Intel(R) Core (TM) i7-7500U%, 2,70 GHz
(2 branduoliai, 4 gijos), 8 GB (DDR3) operatyviné atmintis, ,,Windows 10 PRO* opera-
ciné sistema.

Buvo padaryta prielaida, kad kenksmingo kodo tipui nustatyti uztenka iSanalizuoti
pirmyjy sisteminiy funkcijy kvietimus. D¢l Sios priezasties buvo paruosti duomenys su
10, 20, 40, 60, 100, 200 ir 400 pirmosiomis sisteminémis funkcijomis. Visi hiperparamet-
rai naudotiems ML metodams nebuvo modifikuoti — buvo naudotos standartinés reik§més.

Klasifikavimo tikslumo rezultatai pateikiami S3.1 lenteléje. Joje raudona spalva pa-
zyméti blogiausi, geltona — tarpiniai, o Zalia — geriausi rezultatai.

S3.1 lentelé. Klasifikavimo tikslumo rezultatai taikant ML metodus

Para- | Bayes Naive SVM NN Dec. J48 LMT
metrai | Net Bayes Table

10 87,5 61,6 89,4 87,2 88,1 88,5 89,1
20 73,8 60,9 89,4 87,8 88,0 88,8 89,2
40 74,3 61,7 91,6 88,5 89,4 90,7 91,0
60 75,0 66,1 91,8 90,2 89,3 90,9 91,2
100 75,4 61,8 92,4 91,4 90,0 92,1 92,1
200 76,1 68,2 89,8 90,3 90,0 91,9 91,8
400 75,9 69,3 87,5 84,8 89,7 92,1 92,1

Blogiausius rezultatus $iame uzdavinyje parodé Bajeso Seimos metodai: Bajeso tink-
las ir naivusis Bajeso tinklas. Naivusis Bajeso tinklas parodé blogiausig klasifikavimo re-
zultatg: 60,9 % tikslumg su 20 pirmyjy sisteminiy funkcijy sekomis. SVM pasieké patj
geriausig rezultatg — 92,2 % tiksluma su 100 pirmyjy sisteminiy funkcijy sekomis. Neuro-
niniai tinklai ir sprendimy medzio pagrindu veikiantys algoritmai geriausius rezultatus
taip pat parodé su 100 pirmyjy sisteminiy funkcijy sekomis. Tai parodo, kad 100 funkcijy
duomeny vektorius yra optimalus, norint pasiekti didesnj nei 90 % klasifikavimo tiksluma.

Palyginus klasifikavimo laikus (S3.2 lentelé) paaiskéjo, kad geriausi rezultatai pa-
siekti naudojant sprendimy medzio ir sprendimy lentelés metodus. Taip pat neuroninio
tinklo metodo testavimo laikas buvo 24 kartus trumpesnis nei SVM metodo.

Visi testai buvo atlikti su palyginti paprasta kompiuterine jranga: procesorius ,,Intel
i5-4670%, 3,40 GHz. Palyginus su kity mokslininky naudota vaizdo plokste TITAN X, tai
yra daug silpnesné jranga, lyginant skai¢iavimo pajégumus (Kolosnjaji et al., 2016). Taip
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pat buvo taikyti paprasti ML metodai be jokio hiperparametry optimizavimo su maZesniais
duomeny vektoriais.

S3.2 lentelé. Weka pateiktos testavimo (klasifikavimo) reikSmés

Para- Bayes Naive SVM NN Dec. J48 LMT
metrai | Net Bayes Table

10 0,003 0,009 0,130 0,002 0,002 0,005 0,003
20 0,002 0,017 0,184 0,002 0,003 0,000 0,002
40 0,003 0,031 0,309 0,009 0,000 0,002 0,003
60 0,011 0,041 0,396 0,009 0,002 0,003 0,000
100 0,019 0,078 0,586 0,024 0,000 0,000 0,003
200 0,045 0,154 1,303 0,094 0,002 0,000 0,006
400 0,100 0,454 3,098 0,413 0,005 0,000 0,016

Nepaisant pazymeéty skirtumy, pasiekti rezultatai yra geresni (Kolosnjaji et al., 2016)
nei tie, kurie naudojo DL metodus. Tai leidZia teigti, kad, norint pasiekti 90 % klasifika-
vimo tikslumg, néra biitina naudoti DL metodus su dideliais duomeny kiekiais. Taip pat
pasiektas 90 % klasifikavimo tikslumas leidZia praktiskai taikyti tokj metoda.

4. Gilaus apmokymo metody tinkamumo anomalijomis
pagrjstam jsibrovimui aptikti ir klasifikuoti jvertinimas

Siame skyriuje apzvelgiami eksperimenty su DL metodais rezultatai, kai apmokymo duo-
menimis buvo naudojamos sisteminiy funkcijy sekos. Buvo naudojamas AWSCTD duo-
meny rinkinys. Skyriuje yra du pagrindiniai poskyriai: pirmajame aptariami paprasti DL
modeliai, 0 antrajame — sudétingesni DL modeliai. Siame skyriuje taip pat aprasomas duo-
meny rinkinio papildymas nekenksmingy aplikacijy sisteminiy funkcijy kvietimo seko-
mis, modeliy jvertinimo kriterijy pasirinkimas, kompiuterinés jrangos konfigaracija, duo-
meny paruo§imas bei priezastys, kodél buvo pasirinkti tam tikri DL modeliai. Skyriaus
pabaigoje pateikiama paprasty ir sudétingy DL modeliy rezultaty lyginamoji analizé ir
pasitilytas modelis, tinkamiausias kompiuterio lygmens jsibrovimui ir kenksmingam
programiniam kodui aptikti. Siy eksperimenty rezultatai buvo publikuoti tarptautinéje pe-
riodinéje spaudoje (Ceponis & Goranin, 2020b; Goranin & Ceponis, 2018).
Eksperimentams su DL metodais buvo pasirinktas AWSCTD duomeny rinkinys. Ar-
timiausias pagal duomeny tipa rinkinys yra ADFA-IDS, bet jis buvo atmestas dél iy prie-
zasCiy:
1. Testai, atlikti su ADFA-IDS ir ML metodais, parodé prastesnius rezultatus,
palyginti su gautais tre¢iame skyriuje (Xie et al., 2014).
2. ADFA-IDS duomeny struktiira yra panasi ] AWSCTD, bet ji turi gausesnj
duomeny kiekj (kenksmingo kodo pavyzdziai ir surinkty sisteminiy funk-
cijy pédsaky kiekis).
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3. Kadangi sisteminiy funkcijy kiekis ADFA-IDS duomeny rinkinyje yra ma-
zesnis, biitu nejmanoma atlikti eksperimenty su ilgesniais nei 600 pirmyjy
sisteminiy funkcijy rinkiniais.

Norint atlikti $io skyriaus eksperimentus, AWSCTD duomeny rinkinys buvo papil-
dytas nekenksmingy aplikacijy sisteminiy funkcijy pédsakais. Jis buvo prapléstas su 16,3
milijono sisteminiy funkcijy pédsaky, surinkty i§ 3145 nekenksmingy aplikacijy (jos buvo
atrinktos i§ VirusShare.com svetainés ir kruopsciai sutikrintos su VirusTotal.com svetai-
nés duomenimis, kad taréty nulj aptikimy).

Eksperimentams su DL buvo naudojami pirmyjy programos sisteminiy funkcijy
kvietimo seky rinkiniai. Kaip ir tre¢iame skyriuje, naudotos 10, 20, 40, 60, 80, 100, 200 ir
400 pirmyjy funkcijy. Papildomai pridéti 600, 800 ir 1000 pirmyjy funkcijy rinkiniai. I§
turimy duomeny buvo sudaryti §ie rinkiniai:

— Sesiy klasiy rinkinys (penkios kenksmingos ir viena nekenksminga klase);

— dviejy klasiy rinkinys (kenksminga ir nekenksminga klasé).

Kiekvienam i$ $iy rinkiniy buvo padaryta po papildomg rinkinj, kuriame pasikarto-
jantys sisteminiy funkcijy numeriai sutrumpinti: jei pasikartodavo daugiau kaip tris kartus
i§ eilés, buvo paliekama tik po du. Pavyzdziui: seka ,,4655532° buvo paversta i ,,465532%.
Tai buvo atlikta pagal kity mokslininky rekomendacija, kuri jiems leido pasiekti geresniy
klasifikavimo rezultaty (Kolosnjaji et al., 2016). Visi paruos$ti duomeny rinkiniai pateikti
S4.1 lenteléje.

S4.1 lentelé. Apmokymo ir testavimo duomeny rinkiniai

Rinkinys Seky variacijos Komentaras
AllMalware 10, 20, 40, 60, 80, Tik kenksmingo kodo pavyzdziai.
100, 200, 400, 600,
800, 1000
AllMalware2 10, 20, 40, 60, 80, Tik kenksmingo kodo pavyzdziai su panaikintomis
100, 200, 400, 600, pasikartojanc¢iomis funkcijomis.
800, 1000
AllMalware- 10, 20, 40, 60, 80, Kenksmingo (penkios klasés) ir nekenksmingo
PlusClean 100, 200, 400, 600, (viena klasé) kodo pavyzdziai.
800, 1000
AllMalware- 10, 20, 40, 60, 80, Kenksmingo (penkios klasés) ir nekenksmingo
PlusClean2 100, 200, 400, 600, (viena klasé) kodo pavyzdZiai su panaikintomis pasi-
800, 1000 kartojan¢iomis funkcijomis.
Malware- 10, 20, 40, 60, 80, Tik dvi klasés: kenksminga ir nekenksminga.
PlusClean 100, 200, 400, 600,
800, 1000
Malware- 10, 20, 40, 60, 80, Tik dvi klasés: kenksminga ir nekenksminga su pa-
PlusClean2 100, 200, 400, 600, naikintomis pasikartojan¢iomis funkcijomis
800, 1000
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Eksperimentuose naudotiems modeliams jvertinti pasitelkti Sie kriterijai: tikslumas,
klasifikavimo lentelé, precizisSkumas, atSaukimo statistika, F statistikos reik§mé, klaidin-
gai neigiamy bei klaidingai teigiamy rezultaty dalys, klasifikavimo klaida, ROC kreive,
normalizuotas grupavimo jvertis bei apmokymo ir testavimo / klasifikavimo laikai.

Eksperimentui aprasyti buvo naudojama ,,Pytono* programavimo kalba ir jos biblio-
teka ,,Keras* (kartu su ,, Tensorflow* biblioteka). Naudoto kompiuterio konfigaracija: pro-
cesorius ,,Intel i5-3570, 3,80 GHz (4 branduoliai, 4 gijos), vaizdo plokst¢ GTX 1070,
16 GB operatyvinés atminties bei ,,ubuntu® operaciné sistema.

Paprastos konfigiiracijos RNN ir CNN pagrindu sukurti modeliai buvo panaudoti
pirmai eksperimento daliai. Pagrindinis tyrimo tikslas — jvertinti jsibrovimo aptikima tai-
kant DL metodus. Tam buvo naudojami du duomeny rinkiniai: ,,MalwarePlusClean* (vi-
sas sisteminiy funkcijy rinkinys) ir ,,MalwarePlusClean2“ (panaikintos pasikartojancios
sisteminés funkcijos). Atlikus eksperimentg paaiskéjo, kad abiejy duomeny rinkiniy Seimy
tikslumo rezultatai buvo panass. Tai reiSkia, kad, net ir sumazinus pasikartojanéiy siste-
miniy funkcijy skai¢iy, galima pasiekti tokius pat rezultatus kaip ir su visais rinkiniais.
Geriausi tikslumo rezultatai buvo pasiekti su CNN modeliu: 94,5 %, 94,8 % ir 99,3 %
tikslumas atitinkamai su 100, 400 ir 1000 pirmyjy sisteminiy funkcijy. Modelio mokymo
laiko eksperimentas parodé, kad ilgesniy seky apmokymas ilgéja eksponentiskai (naudo-
jant ,,AllMalwarePlusClean“ duomenis). GRU modelis demonstravo ilgiausius apmo-
kymo laikus visiems duomeny rinkiniams. Pavyzdziui, 400 funkcijy mokymo laikas su
GRU buvo 57,7 minuéiy, 0 CNN modelis ta patj darba atliko per 29,6 minuciy. Palygini-
mui — 100 funkcijy mokymas su GRU truko ir CNN truko 4,6 ir 3,9 minutés atitinkamai.
Tai rodo, kad 100 funkcijy sekos yra efektyviausios, kai atsizvelgiama j apmokymo laika
ir tiksluma.

Atlikus eksperimentus su paprastais DL modeliais, buvo pereita prie sudétingy ir
pazangiausiy modeliy (angl. state of the art). Tam buvo pasirinkti dviejy srauty modeliai
LSTM-FCN ir GRU-FCN, nes jprastai sudétingesniy konfigiiracijy modeliai yra linke pa-
teikti geresnius klasifikavimo rezultatus (Szegedy et al., 2015). Abu modeliai buvo sukurti
naudoti su chronologiniais duomenimis — tokio tipo yra ir AWSCTD sukauptos sisteminiy
funkcijy sekos. Papildomai buvo panaudoti modeliai, kurie nebuvo aprasyti ankséiau: pag-
rindinis tikslas juos projektuojant buvo gauti kuo mazesnj vidiniy mazgy skaiciy, kad ap-
mokymo ir testavimo laikai biity trumpiausi, bet ir kartu biitu i§saugotas aukstas klasifi-
kavimo tikslumas. Modeliy pasirinkimui jtakos turéjo kity mokslininky pasiekti rezultatai
su keliy srauty DL modeliais (Deng & Platt, 2014; Wen et al., 2017; Yuanyuan & Zhibin,
2018). Sie papildomi DL modeliai buvo panaudoti kartu su LSTM-FCN ir GRU-FCN at-
liekant tolimesnius eksperimentus:

— Vieno srauto modelis, kuris sudarytas CNN sluoksnio, paimto i§ LSTM-FCN, ir
originaliai buvo pavadintas FCN (Zhiguang Wang et al., 2017).

— Vieno srauto CNN modelis, kuris parodé¢ geriausius rezultatus praéjusiame eks-
perimente su paprastais DL modeliais. Jis pavadintas AWSCTD-CNN-D (dina-
minis modelis, kurio hiperparametry reikSmés priklauso nuo sisteminiy funkcijy
kiekio).

— Naujas vieno srauto CNN modelis, pavadintas AWSCTD-CNN-S (statinés hiper-
parametry reikSmés).
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— Naujas dviejy srauty modelis, kuris sujungia AWSCTD-CNN-D ir LSTM mode-
lius. Jis pavadintas AWSCTD-CNN-LSTM.

— Naujas dviejy srauty modelis, kuris sujungia AWSCTD-CNN-D ir GRU mode-
lius. Jis pavadintas AWSCTD-CNN-GRU.

Atlikty eksperimenty su sudétingais DL modeliais tikslumo rezultatai pateikiami
S4.1 paveiksle. N¢é vienas i§ naudoty modeliy nepasieké 90 % tikslumo su 10 sisteminiy
funkcijy. Sis barjeras perliptas tik su 20 funkcijy. Kitas barjeras yra 600 pirmyjy funkcijy —
visi modeliai pateiké 98 % praktiskai pritaikoma klasifikavimo tiksluma. Svarbu pabreézti,
kad visi modeliai pateiké panaSius rezultatus, tai reiskia, kad sudétingi FCN Seimos mo-
deliai nebuvo pranaSesni uz naujus pasitilytus DL modelius (AWSCTD Seima).
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S4.1 pav. Sudétingy DL modeliy klasifikavimo tikslumo rezultatai

AWSCTD-CNN-S modelis pademonstravo grei¢iausius mokymo ir testavimo lai-
kus, kai buvo naudojami duomenys su 1000 sisteminiy funkcijy. Verta paminéti, kad zy-
mus tiek apmokymo, tiek testavimo laiko augimas prasidédavo vienodai visiems mode-
liams — ties 200 sisteminiy funkcijy. Atlikus geriausio modelio AWSCTD-CNN-S
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jsisotinimo eksperimenta, paai§kéjo, kad klasifikavimo tikslumas, pasiektas su 1000 sis-
teminiy funkeijy (99,3 %), yra auk$¢iausias ir nebekinta, jei naudojamos ilgesnés funkcijy
sekos. Panaudojus papildomas 1100, 1200, 1300, 1400, 1500, 1600, 1700, 1800, 1900 ir
2000 funkcijy sekas, tikslumas buvo 99,4-99,5 %, o tai patenka j paklaidos réZius.

Bendrosios iSvados

1.

Atlikta mokslinés literatiiros analizé parodé anomalijomis pagristy metody svar-
bumg kompiuterio lygmens jsibrovimo ir kenksmingo kodo aptikimo uzdavi-
niuose, nes klasikiniai parasais grindZziami metodai turi tokiy spragy, kaip nega-
l¢jimas aptikti nulinés dienos ataky. Siuo metu mokslininkai yra susikoncentrave
i ML ir DL metody taikyma, bet kartu jiems triksta kokybisky i§samiy duomeny
rinkiniy, skirty ,,Windows* operacinei sistemai, kurie btity naudojami naujy me-
tody mokymuisi. Sis tyrimas taip pat parodé, kad sisteminiy funkcijy sekos, ku-
rios buvo iskviestos kenksmingo programinio kodo jsibrovimui atlikti kompiu-
terio lygmenyje, yra vienas i$ perspektyviausiy duomeny $altiniy. Atlikta analizé
parodé, kad, norint pagerinti anomalijomis paremty kompiuterio lygmens kenks-
mingo programinio kodo ir jsibrovimo aptikima, gerinant ML ir DL metodus,
reikia susikoncentruoti j naujo i§samaus kenksmingy ir nekenksmingy aplikacijy
iSkviesty sisteminiy funkcijy seky duomeny rinkinio sukiirimg ir tolesnj jo pri-
taikyma apmokant tinkamiausius ML ir DL modelius.

Pasitlytas patikimas kompiuterio lygmens duomeny rinkinio kiirimo metodas
paremtas kenksmingo kodo vykdymu sterilioje ir izoliuotoje virtualioje aplin-
koje, kur surenkami zurnaliniai jo elgsenos duomenys. Metodas buvo jgyven-
dintas panaudojus nemokamg programine jrangg ir laisvai prieinamus kenks-
mingo kodo pavyzdzius. Atlikti testai parodé, kad pasitilytas metodas yra
stabilus ir tinka kompiuterio lygmens duomenims surinkti. Automatinis kenks-
mingo kodo jvykdymas leidzia lengvai papildyti duomeny rinkinj su naujais pa-
vyzdziais. Kuriant duomeny rinkinj, nebuvo pastebéta jokiy kenksmingo kodo
vykdymo trikdziy ar jo pabégimo i§ virtualiosios aplinkos. AWSCTD duomeny
rinkinys buvo surinktas panaudojus 10 276 kenksmingo kodo pavyzdzius. Sis
duomeny rinkinys yra i$samesnis tiek kenksmingo programinio kodo skai¢iumi,
tiek surinkty sisteminiy funkcijy skai¢iumi. AWSCTD rinkinys taip pat turi labai
svarby pranaSuma: surinktos ne tik sisteminiy funkcijy sekos, bet ir joms iSk-
viesti naudoti parametrai bei rezultatai. Naujas duomeny rinkinys taip pat buvo
prapléstas panaudojant nekenksminga programinj koda. Naujai pristatytas duo-
meny rinkinys leidZia tolesnj praktinj ir mokslinj jo pritaikyma kompiuterio
lygmens jsibrovimo aptikimo srityje.

Siame darbe buvo pritaikyti ML metodai, norint parodyti kenksmingo programi-
nio kodo iskviesty sisteminiy funkcijy pritaikomuma IDS sugeneruotiems pra-
neSimams prioretizuoti. Kenksmingam programiniam kodui klasifikuoti pagal
Seimas buvo taikyti septyni ML metodai. Rezultatai parodé, kad $is budas gali
buti naudojamas praktiskai — geriausias 92,4 % klasifikavimo tikslumas buvo
pademonstruotas taikant SVM metoda su 100 pirmyjy sisteminiy funkcijy. Pa-
na8is rezultatai buvo pasiekti panaudojant J48 ir LMT metodus. Jie parodé
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92,1 % Kklasifikavimo tiksluma. J48 metodas taip pat pademonstravo trumpiau-
sius mokymo ir klasifikavimo laikus, kurie yra labai svarbis, kai nauji pavyz-
dziai turi baiti jvedami j modelj. Nepaisant pasiekto gana auksto 90-92 % klasi-
fikavimo tikslumo (tinkamo praktiskai naudoti kaip papildoma analizé yra
atlickama eksperty) bei trumpo apmokymo laiko, taikant ML metodus, tolesni
tyrimai su DL reikalingi norint sumazinti klaidingai neigiamy rezultaty skaiciy.
Lyginamoji paprasty DL modeliy analizé atlikta norint jvertinti jy efektyvuma,
klasifikuojant kenksminga programinj koda bei atskiriant kenksmingas veikas
nuo palankiy. Palyginus su kity mokslininky pasiektais klasifikavimo ir jsibro-
vimo aptikimo rezultatais, AWSCTD duomeny rinkinys juos pagerino 13—-38 %.
Pasiektas didesnis nei 90 % tikslumas leidzia taikyti DL metodus hibridiniuose
arba dideléms jmonéms skirtuose saugumo jrankiuose, kurie sujungia automatinj
didziosios dalies anomalijy aptikimg ir eksperty atlickama neaiskiy atvejy ana-
lize. Visi trys modeliai pagerino paprasty NN ir SVM modeliy rezultatus, kai
buvo naudojamos ilgesnés sisteminiy funkcijy sekos. Geriausi rezultatai buvo
pasiekti CNN modelio: didesnis nei 93,0 % tikslumas atlickant Seimos klasifika-
vima ir 99,3 % tikslumas atliekant jsibrovimo aptikimg. CNN modelis pralenkia
sekomis pagristus LSTM ir GRU modelius visomis metrikomis. Pasikartojanéiy
sisteminiy funkcijy mazinimo metodas tur¢jo teigiamg itaka eksperimento re-
zultatams. Ilgesniy sisteminiy funkcijy seky naudojimas turéjo neigiama jtaka
metody apmokymui — trukmé ilgéjo eksponentiskai. Buvo pastebéta atvirksting
epochy jsisotinimo priklausomybé nuo sisteminiy funkcijy seky ilgio.
Eksperimentai, atlikti su septyniais sudétingais DL modeliais, nepademonstravo
jokio dviejy srauty modeliy pranasumo, lyginant su vieno srauto modeliais, kai
buvo atliekama kompiuterio lygmens jsibrovimo ir kenksmingo programinio
kodo atpazinimo uzduotis. Dviejy srauty modeliy pasiektas 99,2 % tikslumas
buvo pana$us ] paprasty vieno srauto modeliy pasiektg rezultatg (99,3 %), turint
omenyje, kad 1000 funkcijy seky klasifikavimas pateiké 1 % paklaida. Dviejy
srauty modeliy efektyvumo jveréiy rezultatai buvo panasis su vieno srauto mo-
deliais, bet klasifikavimo ir testavimo laiky rezultatai buvo prastesni. Tai yra
svarbu atliekant jsibrovimo ir kenksmingo programinio kodo aptikimo uzduot;:
dviejy srauty modeliai buvo nuo 3 iki 7 karty létesni, naudojo daugiau kompiu-
terio resursy ir reikalavo daugiau epochy apmokymo jsisotinimui pasiekti, paly-
ginus su geriausiai pasirodziusiu statiniu vieno srauto modeliu. Visi iSméginti
DL modeliai sugebéjo pasiekti 90 % tiksluma su 20 funkcijy sekomis ir praktis-
kai pritaikoma 98 % tiksluma su 600 funkcijy sekomis. Geriausia klaidingai tei-
giamy rezultaty reik§meé (mazdaug 2 %) buvo pasiekta panaudojus AWSCTD-
CNN-GRU modelj, 0 geriausia klaidingy neigiamy rezultaty reik§mé buvo pa-
siekta AWSCTD-CNN-S ir AWSCTD-CNN-D modeliy ir buvo mazesné nei 1
%. Naujai pasitilytas AWSCTD-CNN-S modelis gali biiti svarstomas kaip nuga-
létojas, kuris pademonstravo geriausig tikslumg (99,3 %), trumpiausius mokymo
ir testavimo laikus ir geriausig klaidingy neigiamy rezultaty reik§me. Pasiektas
didelis klasifikavimo tikslumas leidzia naudoti §] modelj saugos sprendimuose
su pagalbiniais ekspertais ir 600 pirmyjy sisteminiy funkcijy bei visiskai auto-
matizuota pritaikyma sistemose naudojant 1000 sisteminiy funkcijy.
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Annexes

Annex A. The Result Tables of Deep Learning

Experiments

Table A.1. Malware type classification with the help of DL and SVM methods

(AllMalware set)

Accuracy (percent) Classification time (milliseconds)

Count | LSTM | GRU | CNN | SVM | LSTM GRU CNN SVM

10 88.1 88.3 | 87.3 |89.4 | 0.0926 0.084 0.0401 | 0.044

20 88.8 88.1 | 89 89.4 | 0.1043 0.0994 | 0.051 0.0583
40 89.1 90.6 |91.2 |91.6 | 0.1327 0.1377 | 0.0618 | 0.0842
60 88.2 905 |91.2 | 919 | 0.1786 0.1704 | 0.089 0.0848
80 91.8 916 |923 (927 | 0.2194 0.2221 | 0.1157 | 0.0937
100 91.6 919 |928 | 924 | 0.2559 0.2566 | 0.129 0.1165
200 90.4 915 |92.7 | 89.6 | 0.444 0.4363 | 0.3019 | 0.2392
400 87.6 90.3 |93 87.3 | 0.984 0.8142 | 0.6222 | 0.6739
600 87.4 914 | 931 |86.1 | 23443 2.3052 | 1.6681 1.5564
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End of the Table A.1

Accuracy (percent) Classification time (milliseconds)
Count | LSTM | GRU | CNN | SVM | LSTM GRU CNN SVM
800 82.1 885 |93 84.7 | 4.3159 3.7894 | 2.3929 | 2.2612
1000 | 75.5 89.6 |93.1 |832 |6.8075 5.6159 | 3.3276 | 3.2245

Table A.2. All malware plus clean samples accuracy results. A total of six classes was

classified
AllMalwarePlusClean AllMalwarePlusClean2

Count | LSTM | GRU | CNN | SVM | LSTM | GRU | CNN | SVM
10 77.2 78.3 78.7 79.9 80.1 79.4 80.1 81.2
20 83 82.3 83.4 83.6 85.8 85.6 86.9 86.7
40 84.1 84.1 85.1 85.3 87.3 87.6 88.8 88
60 85 85.8 86.1 86.2 87.5 86.4 88.5 88.2
80 87.1 86.8 88.5 87.7 87.5 88 89.2 87.9
100 87.1 86.5 88.2 87.4 87.7 87.9 88.8 87.6
200 85.8 87.5 89.4 86.5 86.2 87.3 89.6 86.3
400 80.9 88.1 89.9 81.9 80.3 87.3 89.6 78.1
600 79.8 89.1 93.2 75.5 77.6 89.4 935 74.8
800 68.3 85.3 935 73.9 415 92.3 93.6 73.3
1000 | 77.1 89.1 93.6 72.9 64 84.1 93.9 72.3

Table A.3. Malicious and benign samples (Malware or Clean) classification accuracy

MalwarePlusClean MalwarePlusClean2

Count | LSTM | GRU | CNN | SVM | LSTM | GRU | CNN | SVM
10 87 87.4 87.4 87.4 88.6 88.6 88.9 88.4
20 90 90.2 91.1 90.2 92 924 93 91.8
40 91.2 90.6 91.8 90.5 92.9 924 94.1 92

60 91.2 91.1 93.3 91.1 93.2 93 93.5 91.9
80 92.7 92 94.2 91.5 93 93.2 94.5 91.7
100 92.7 925 94.3 91.5 93 92.1 94.5 91.2
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End of the Table A.3
MalwarePlusClean MalwarePlusClean2

Count | LSTM | GRU | CNN | SVM | LSTM | GRU | CNN | SVM
200 90.7 90.8 94.3 88.6 92.4 91.8 94.9 88.9
400 87 90.9 94.8 88.4 89.2 92 94.8 88.7
600 86.4 88.7 98.5 87.2 85.8 90.1 98.6 87.1
800 84.2 84.7 98.8 86.9 85.1 82.8 98.9 87
1000 | 84.2 70.3 98.9 87.2 83.8 72.4 99.3 87

Table A.4. Classification accuracy in percent

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 88.8 88.0 88.6 89.0 89.3 89.2 88.8
20 91.7 92.7 92.7 92.8 92.3 92.7 92.8
40 92.6 93.8 93.9 93.6 93.6 93.5 93.5
60 94.1 94.2 94.1 93.4 94.0 93.8 93.9
80 94.3 94.3 94.3 94.2 93.8 94.1 94.1
100 94.2 94.4 94.4 94.4 94.4 94.3 94.3
200 94.7 945 94.4 941 94.8 94.6 94.7
400 95.2 95.0 95.0 95.3 95.0 95.2 95.0
600 98.5 98.6 98.3 98.5 98.3 98.3 98.3
800 98.9 98.9 98.9 98.9 98.6 98.6 98.3
1000 99.3 99.3 99.1 99.2 98.9 98.9 98.8

Table A.5. Training time for one-fold (seconds)

Count | AWS- AWS- AWS- AWS- FCN LSTM- | GRU-
CTD- CTD- CTD- CTD- FCN FCN
CNN-S | CNN-D | CNN- CNN-
LSTM | GRU
10 30.11 52.09 91.47 81.92 79.56 106.32 | 102.61
20 44.80 60.18 94.96 97.15 101.43 | 118.97 | 122.03
40 43.73 61.18 105.64 | 115.05 | 98.51 161.69 | 137.87
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End of the Table A.5

Count | AWS- | AWS- | AWS- | AWS- FCN LSTM- | GRU-

CTD- CTD- CTD- CTD- FCN FCN

CNN-S | CNN-D | CNN- CNN-

LSTM | GRU
60 51.94 57.38 125.74 | 129.02 | 126.90 | 166.86 | 148.37
80 63.99 66.29 149.29 | 144.12 | 125.75 | 189.16 | 162.97
100 82.33 72.16 140.06 | 128.47 | 128.59 | 182.53 | 187.53
200 100.24 | 98.69 161.95 | 197.37 | 142.61 | 285.58 | 248.22
400 147.46 | 217.77 | 684.11 | 256.65 | 293.85 | 588.43 | 465.05
600 279.19 | 363.71 | 1190.30 | 578.03 | 280.22 | 1191.68 | 601.33
800 507.41 | 852.84 | 2246.27 | 887.89 | 565.09 | 2059.99 | 794.29
1000 453.21 | 74545 | 2785.16 | 1043.92 | 549.20 | 3256.41 | 959.96
Table A.6. Classification time for one sample (seconds)

Count AWS- AWS- AWS- AWS- FCN LSTM- | GRU-

CTD- CTD- CTD- CTD- FCN FCN

CNN-S | CNN-D | CNN- CNN-

LSTM | GRU

10 0.00004 | 0.00004 | 0.00007 | 0.00007 | 0.00011 | 0.00014 | 0.00013
20 0.00005 | 0.00005 | 0.00009 | 0.00009 | 0.00011 | 0.00015 | 0.00014
40 0.00007 | 0.00007 | 0.00012 | 0.00013 | 0.00014 | 0.00018 | 0.00018
60 0.00010 | 0.00009 | 0.00017 | 0.00017 | 0.00016 | 0.00024 | 0.00021
80 0.00012 | 0.00012 | 0.00021 | 0.00021 | 0.00019 | 0.00027 | 0.00025
100 0.00016 | 0.00015 | 0.00023 | 0.00025 | 0.00021 | 0.00031 | 0.00029
200 0.00026 | 0.00030 | 0.00042 | 0.00039 | 0.00034 | 0.00053 | 0.00047
400 0.00055 | 0.00063 | 0.00123 | 0.00084 | 0.00066 | 0.00128 | 0.00085
600 0.00138 | 0.00164 | 0.00296 | 0.00172 | 0.00139 | 0.00283 | 0.00173
800 0.00182 | 0.00218 | 0.00479 | 0.00247 | 0.00194 | 0.00461 | 0.00229
1000 0.00223 | 0.00312 | 0.00770 | 0.00347 | 0.00248 | 0.00710 | 0.00283
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