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1. INTRODUCTION

With the introduction of Bitcoin (Nakamoto & others, 2008), blockchain emerged as a technology
that could be utilised instead of only being a theoretical pursuit. While the PoW algorithm pioneered
the field, ensuring cryptographic security amongst the nodes, the impact of the algorithm on the
environment via vast electrical energy consumption and electronic waste has left a lot to be improved.
These issues pushed other, less wasteful consensus algorithm variants to crop up in the blockchain
field, namely PoS, which promised to reduce the significant adverse environmental impact that PoW
had. With Ethereum completing The Merge in 2022 (Ethereum Foundation, 2024a), we could see
that they achieved the improvement that PoS algorithms promised. These improvements have intro-
duced a new risk of reducing decentralisation across the network, which could compromise the core
blockchain principle - the ability for potentially selfish or adversarial nodes to reach consensus without
the involvement of a central authority.

In this thesis, we explore the potential for the interoperability between multiple consensus
algorithms within blockchains, see whether the algorithms can maintain their original performance
without much degradation, and perform resource usage analysis. Our analysis is backed by a simula-
tion engine capable of simulating multiple nodes within a blockchain network. We want to show that
consensus algorithms that might not have as wide of adoption can still perform as well as more popular
ones, providing the required security guarantees and improving the environmental impact.

 Investigation object: Blockchain Consensus Protocols;

« Investigation objective: Improve the energy requirements for Blockchain consensus algo-

rithms by interoperating PoW and PoB algorithms, without reducing algorithm security;

« Investigation tasks:

1. Perform analysis of PoW, PoS and PoB algorithms, providing detailed reasoning to the need
for improvement for the algorithms and providing context for the simulator implementation.

2. Create the investigation methodology that will be used in the analysis of the simulated
consensus algorithms;

3. Design and implement a simulator capable of providing the results for the suggested inves-

tigation methodology;
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4. Experimentally investigate the resource usage and performance of consensus protocols by
simulating different scenarios; Analyse the gathered results, evaluate the viability of the consen-

sus algorithm improvement scenarios.

1.1. Novelty and Relevance

As blockchain, at least in the mainstream, is a relatively new field, it is rapidly evolving. This
evolution is mainly driven by the demands for consensus algorithms to be highly scalable as more
and more nodes join the network with rising popularity, energy-efficient, decentralised and secure to
ensure trust in the network by participating nodes. Both algorithms are well-documented and widely
adopted, both being adopted in a wide variety of blockchain implementations (Noh et al., 2023; Rani
& Bhambay, 2022). PoW algorithms usually have high operational costs, as the devices perform large
computations requiring large amounts of electrical energy. While PoS addresses these issues, it does
so in a way where some sacrifice to decentralisation happens, which shows the relevance for the thesis
- we want to see whether other, less adopted algorithms could be used to overcome these issues and to
see if there maybe exists significant flaws within the algorithms, which results in low adaptability.

An investigative opportunity exists in the fact that the PoB consensus algorithm remains
underutilised, with only a couple of practical implementations within the field. Due to the limited
adaptability, we can raise questions regarding its actual viability - whether it is probable to use in a
real environment, and if that is the case, whether the algorithm can provide an improvement over the
issues faced by other consensus algorithms without sacrificing too essentially in other requirements
of a consensus algorithm.

These points will be reiterated in the analytical part of the thesis, as we will explore the causes of
the problems within these algorithms in depth, and we will see how PoB should provide improvements
over these issues theoretically, eventually culminating in a simulation scenario where we will be able

to perform real deployment scenarios, such as simulated ones.
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2. ANALYSIS OF BLOCKCHAIN AND ITS CONSTITUENT PARTS

2.1. Consensus Algorithms

Consensus algorithms are critical in distributed systems, as these systems must work without
a centralised control mechanism, thus requiring the maintenance of synchronised state information
across multiple nodes that most (not necessarily all) of these nodes would agree on. Systems that
require communication with or through a centralised point have a single-point failure, where the
failure of the centralised point would disable the entire system. Additionally, some systems cannot be
designed intelligently with a centralised point, thus requiring consensus algorithms.

The consensus algorithms must also provide robust mechanisms to allow the failure of some
percentage of the nodes or devices within the network. To illustrate this necessity, we will look at
a simple case study showing the likelihood of hardware failure within a network of devices as the
number of devices increases. Even if a single device’s failure rate is typically relatively low, making it a
non-issue for an individual user, the situation changes drastically when the number of devices grows
to hundreds or thousands. Even in scaled hobbyist setups, deploying just up to ten devices, anecdotal
evidence suggests failures may occur much earlier than one could anticipate (Yang & Sun, 1999).

We will look at a concrete example of the failure of single and multiple hard drives, as it provides
excellent insight into this situation. According to a datasheet of a Seagate IronWolf Pro hard drive
(Seagate, 2017), they claim a Mean Time Between Failures (MTBF) of 1200000 hours. At first glance,
this metric paints a picture of a highly reliable device, which it is, but it might lead one to assume that
it would also stay reliable in a scaled deployment.

To better see the actual failure rate, we must convert the reported MTBF into an Annualized
Failure Rate (AFR), which is a metric that provides the likelihood that a given device would encounter
a failure within a single year. The relationship between MTBF and AFR is described by Equation 1,

which in itself was derived by David Szabados (David Szabados, 2010) - a Seagate engineer at the time.

8766 8766
AFR=1-— — =1- —— | = 1—-0. ~ 0. 1
R exp( MTBF) exp( 1200000) 0.993 ~ 0.007 (1)
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Equation 1 shows us a 0.7% chance for a single hard drive to fail, showing that the device is highly
reliable. This number likely increases as the device ages, but for our purposes, assuming a 0.7% chance
across the device’s entire lifetime until failure is acceptable.

P(Failure with n devices) =1 — (1 — AFR)" (2)

However, even a 0.7% annual failure rate compounds quickly when deploying multiple devices.
For a system containing n hard drives, the overall failure probability can be calculated using Equation 2.
This relationship shows that the likelihood of failure increases with the number of devices deployed.
As mentioned, external factors influence a higher AFR, especially in a more extensive deployment,

like vibrations via spinning disks, heat, and others. However, they are not as important for illustration.

1—(1—0.007)'° ~ 0.068, n =10 (3)
1—(1—0.007)% ~ 0.505, n =100 (4)
1—(1—0.007)1%%0 ~ 0.999, n = 1000 (5)

Applying Equation 2 for deployments of 10 (Equation 3), 100 (Equation 4) and 1000 (Equation 5)
devices, we can see that as the number of devices increases, so does the probability of a failure of one
of the deployed devices. Because the probability approaches one as the device count increases, which
means that with sufficiently large deployments, it becomes certain that at least one device will fail
within a given year, regardless of how reliable an individual component is.

This case study illustrates potential failure rates for a singular device within a node within a
distributed system. A single node in a distributed system would have many more individual devices,
that might fail, and as hardware failures are a more prominent contributor to the failure of program
systems than software failures (Schroeder & Gibson, 2009), this underscores the need for robust
consensus algorithms, that would be resistant to failures.

A consensus algorithm allows a group of independent nodes within a network to agree upon a
single, truthful state, regardless of the system size or complexity. The algorithms ensure that failures in
individual nodes do not lead to the collapse of the entire system. Additionally, consensus algorithms
provide resilience against malicious actors who may attempt to introduce incorrect or harmful data into

the system, where the actions of such actors can be interpreted simply as a misbehaving/failing node.
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At a high level, consensus algorithms typically work by allowing entities within the system to
propose changes to the current state. Other entities then validate these proposals based on a predefined
rule set (Figure 1). If a majority, or in some cases, a supermajority, agrees on the proposed state, it is
committed to a shared log, thereby ensuring consistency. If a majority agreement cannot be reached,
these algorithms generally include conflict resolution mechanisms to ensure that only one truthful

state is ultimately accepted (Ongaro & Ousterhout, 2014).
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Figure 1: Visualization of Raft Consensus Algorithm with five nodes in the network exchaning messages

(Ongaro & Ousterhout, 2025)

Different consensus algorithms achieve these goals in cryptocurrencies and blockchain through
various approaches. Proof-based algorithms rely on the use of measurable resources to secure con-
sensus. For example, the Proof-of-Work (PoW) (Jakobsson & Juels, 1999) algorithm, used in Bitcoin
(Nakamoto & others, 2008), requires nodes to solve computationally intensive problems to validate
transactions within a blockchain network. Similarly, Proof-of-Stake (PoS) (QuantumMechanic, 2011)
algorithms select validators based on the resources they are willing to stake, which can be forfeited
if they act maliciously. These and other blockchain-specific consensus algorithms will be explored in
greater detail later in this thesis, as they form the core focus of this work.

While consensus algorithms are crucial for distributed systems’ stability, they have their chal-
lenges. Strangely, scalability can become a significant concern as the system grows. If the algorithm
is poorly designed, it might lead to significant increases in resource usage and higher latencies as the
message exchanges would inevitably have to traverse more considerable distances and be coordinated

across an enormous number of nodes. Proof-based algorithms, in particular, face criticism for their
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inefficiency in energy consumption; for example, PoW algorithms require nodes to calculate hash
values to validate message exchanges repeatedly (Nakamoto & others, 2008). In these cases, while
verifying the incoming message is quick and does not require significant computational resources,
the validation process demands enormous computational resources, and the required amount grows

rapidly as more and more nodes join the network.

2.2. Bitcoin and Blockchain

Conceptually, blockchain origins could be traced back to 1982, when cryptographer David
Chaum proposed a protocol for secure systems among mutually distrustful groups in his dissertation
(Chaum, 1979). In the dissertation, he discusses systems that build decentralised trust using crypto-
graphic protocols, such as multi-party computation and digital signatures.

The first practical implementation of a cryptographically secured chain of blocks emerged in
1991, developed by S. Haber and W. S. Stornetta (Haber & Stornetta, 1991). They had thought of
a system with two participants - a document owner who wanted to get their digital document
timestamped in a tamperproof way and a trusted timestamping service (TTS), which would be the
one providing the timestamps for the documents. In this scenario, the owner of document x hashes
with a hashing function H producing y = H(x). Once this is done, they send the hash y to the TTS,
which then creates timestamp ¢ for hash y and produces a digital signature combining both. While
this system works, it has issues with the potential for TTS to be incompetent or malicious and issue
an invalid timestamp for the given digital document. Haber and Stornetta propose that TTS include a
“link” to the previous timestamping request, thus making a chain of requests. In this way, they claim
that data would have much better integrity, even if TTS were to act maliciously. In 1993, they improved
upon this by introducing Merkle Tree structures and the idea of distributing the chain across multiple
devices (Bayer et al., 1993).

Work by Haber and Stornetta laid the initial groundwork for the modern implementations of
blockchain. This work culminated with the introduction of a decentralised blockchain technology
behind Bitcoin. Satoshi Nakamoto’s seminal 2008 paper (Nakamoto & others, 2008) combined the

previously described system of distributed linked blocks with an introduction to a ledger that allowed
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them to create a system that could record peer-to-peer transactions without relying on a trusted central
authority. This event marked the beginning of blockchain as we know it today.

At the core of current blockchain technology, we have a decentralised and distributed ledger
of transactional records across a network of interconnected nodes. Each node within this network
maintains its copy of the ledger, which, with the help of consensus algorithms, ensures consistency and
transparency within the system. A block within this chain contains transactional data and metadata
like the timestamp of when the block was created and the link (in this case, a cryptographic hash)
to the previous block, as seen in Figure 2. The creator of the block is responsible for picking which
transactions broadcasted over the network are added to the block. In subsequent discussions, we will

discuss the mechanism enabling this functionality in greater detail.

Transaction 4
Transaction B

Transaction D
Transaction E
Transaction G

Transaction C

N/A

Tronsaction K
Transaction L
Transaction M

‘

Figure 2: High-Level Blockchain diagram illustrating how the blocks are linked

Hash

The recursive references within the block to the previous blocks form the blockchain’s funda-
mental structure and provide some immutability to the chain, although this is not true immutability.
If an adversary wanted to modify a particular block, the hash for that block would become different
due to this modification, thus breaking the chain towards all the other blocks already mined. If the
adversary did this, they would have to advertise multiple valid blocks, meaning they would have to
calculate the PoW proof for the number of blocks behind from the point of divergence. If they managed
to do this, they could change the chain, as internal mechanisms of fork resolutions would kick in. A
situation like this is improbable, as they would have to have 51% of the computing power within the
blockchain network. Of course, luck could play a factor in allowing an adversary to perform the attack
without the required computing power.

Initially, modern blockchain technology was mainly only used for Bitcoin, just as with the
trusted document timestamping system by Haber and Stornetta, blockchain has evolved, and the use

of the technology has reached various industries. For example, it is used in supply chain management
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(Oriekhoe et al., 2024), where it is used to track shipments, verify the authenticity of high-value
merchandise, and ensure chain-of-custody. It has use cases in ticketing systems (Aldweesh, 2023),
ownership of digital goods (Alshater et al., 2024) and many others.

Bitcoin emerged partly as a solution to the double-spending problem within a decentralised
transactional system. In traditional transactional systems, a centralised third party assures whether
a monetary unit has been spent. While such an arrangement works well, it has two significant
drawbacks. First, the third party within this system must be trusted by both parties participating in
the transaction, both in the sense of competence and non-adversarial action. If the third party is
compromised or acts maliciously towards any of the other two participating parties, the trust could be
broken irreparably, and the system, at least in the context of these participating parties, would cease
to work. Secondly, the existence of a centralised third party means a centralised point of failure as
well, where if the third party fails to meet the availability requirements, the system will cease to work
as well.

Despite these concerns, there is one overwhelming advantage for centralised systems, so much
so that for most use cases, any other alternative has very little reason to be used: centralised systems
are significantly more straightforward to implement. The most stripped-down example of how easy it
is to deploy such systems is that the third party would need to maintain a ledger (which could be just
a pen and paper ledger), which the other participants trust and agree to.

The lack of a central authority in a distributed system introduces a complex challenge. Every
node participating in the network must maintain its copy of the transactional ledger. Double-spending
in these systems happens when two conflicting transactions (or, more accurately, blocks) are broadcast

into the network; the ledgers of different nodes might diverge, as seen in Figure 3.
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Figure 3: Divergence in ledgers between Node A and Node B when transactions arrive at different times.
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This problem is resolved by using the consensus algorithms we have discussed previously.
Consensus algorithms ensure that all nodes eventually agree upon a single version of the ledger,
even if conflicting transactions are broadcast over the network. Distributed systems that work with
transactional ledgers cannot feasibly use consensus algorithms that elect a leader node within the
network, as that leader node would have the same problems as a central authority, in addition to the fact
that absolutely anyone within the distributed network could be elected as the leader node, increasing
the risk of adversarial actions. As such, the algorithms used for transactional ledger blockchains use
proof-based algorithms, which do not require a leader node to be elected. Currently, Bitcoin uses the
PoW consensus algorithm that requires nodes to perform computationally intensive tasks to validate
transactions before they can be added to the blockchain. Ethereum, which initially used PoW, has since
transitioned to the more power-efficient PoS algorithm. These algorithms will be explored in greater
detail later in the thesis.

The PoW algorithm used in Bitcoin has challenges, particularly regarding scalability and energy
consumption. Scalability issues are primarily tied to the configuration parameters of the PoW algo-
rithm. The algorithm adjusts the difficulty of the hash challenge served to the nodes based on how
quickly the previous blocks were mined, and it is adjusted in such a way that the mining speed for
a block would be approximately 10 minutes. Additionally, the Bitcoin blockchain imposes a limit of
1MB per block, which caps the amount of transactions validated within one block, with the previous
requirement for block mining time. Given that the average transaction size in Bitcoin is around 250
(Walker, 2024), we can calculate how many transactions Bitcoin can do per second.

~ 10000008
~ 250B

) (16803) — 6.67 t/s (6)

With 6.67 transactions per second (Equation 6), Bitcoin compares poorly to other non-centralised
transaction processors; for example, Visa claims that it can handle up to 65,000 transactions per second
(Visa Inc., 2023). This limitation in Bitcoin’s processing capability leads to notable slowdowns in
transaction processing, especially if the network experiences a surge in demand; certain transactions
would not be included in the currently mined block, resulting in delays until the next mining iteration.

This issue compounds as more and more nodes enter the network and broadcast their transactions.
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Figure 4: Prediction for Bitcoin (PoW) energy consumption in 2023-2026 (Bublyk et al., 2023)

Beyond scalability concerns, PoW suffers from a significant issue related to energy consumption
due to adjustable difficulty and new nodes joining the network (Figure 4). To illustrate, let us consider
an initial scenario where only ten nodes join the network. Based on their combined computational
capabilities, the algorithm adjusts the difficulty stabilizing block production at the desired 10-minute
interval. However, as the network grows in popularity, more nodes join, increasing the power usage
across the network. Because new nodes have joined the network, the time taken to mine a single block
would likely have reduced below the 10-minute interval, increasing the difficulty and consequently
increasing the power usage within the network.

The growth of difficulty due to the network’s growing popularity creates another issue: hardware
obsolescence. As mining becomes more complex, older hardware, once sufficient to contribute to the
network, becomes less viable due to component degradation or return on investment. As such, miners
are incentivized to replace outdated equipment with more recent or more efficient devices, leading to

increased electronic waste, as shown in Figure 5.
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Figure 5: RT, developed by Narayanan et al. (2020), is an IoT OS that Total active mining equipment and

electronic waste generation in the Bitcoin (PoW) network over time (De Vries & Stoll, 2021)

In the early stages of Bitcoin mining, the most commonly used hardware type was the Graphics
Processing Unit (GPU). As the mining of the block meant that a node would have to find a hash value
that is lower than the current target difficulty of the network, usage of GPUs was preferable as GPUs
were commodity hardware with capacity to perform highly parallelized hashing operations. As GPUs
have other uses, like video game rendering, video editing, transcoding and, more recently, machine
learning; once the GPU is considered unusable for mining, it could be repurposed for any of the other
uses.

In 2012, Butterfly Labs released the first Application-Specific Integrated Circuit (ASIC) purpose-
built for Bitcoin mining (BITMAIN Technologies, 2025). Instead of general-purpose matrix processors
in GPUs, ASICs can be designed directly in hardware to perform the calculations required for Bitcoin
mining. The device released by Butterfly Labs vastly outperformed mining by use of CPUs and GPUs,
so much so that it has now become the standard for Bitcoin mining, as most of the mining is now
performed in dedicated ASIC mining arrays. Unfortunately, the use of ASIC has a significant drawback
- as they are explicitly designed to perform the Bitcoin mining task, they have no other use case. As
the lifetime of ASIC devices comes closer to the end, these devices cannot be repurposed for any other

activity and immediately become electronic waste.
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There is another alternative, namely Field-Programmable Gate Arrays (FPGA), which are repro-
grammable hardware devices where individual transistors within the chip can be flipped to create a
hardware-level optimized chip, which could be changed in the future simply by reprogramming it.
While initial attempts to use FPGAs for Bitcoin mining were several times slower than mining using
GPUs (Oliveira et al., 2012), recent advancements in FPGA technology have shown that they can
be programmed in a very efficient way, getting very close to the efficiency shown by the dedicated
ASIC hardware (Pandya et al., 2022). In the electronic waste context, FPGAs are significantly better,
as they can provide competitive mining speeds and reduce electronic waste, as the FPGAs could be
reprogrammed. Unfortunately, while FPGAs can be cheap to use in low capacities, when increasing
manufacturing scales, ASICs eventually beat FPGAs out, as a single FPGA unit has a relatively high
cost. The most significant cost in ASIC development is the development of the lithographic masks (Ho
et al., 2012), which defines the structure of the chip. Once the mask is prepared, the manufacturing
costs per single ASIC chip are very low. As such, FPGAs have not been widely adopted, as the return
on investment on these chips is very low.

The environmental impact of this dynamic cannot be ignored, as the increase of monetary
incentives in cryptocurrency and the growth of the use of dedicated mining devices cause a vicious
cycle where energy consumption and electronic waste numbers continue to rise. Efforts to repurpose
the mining hardware are insufficient to offset the ongoing environmental damage, as only a tiny part
of the devices can be recycled. We can claim that searching for an alternative or improvement to the

PoW algorithm is required.

2.3. Ethereum, Blockchain and Proof-of-Stake

Ethereum, introduced in 2015 by Vitalik Buterin (Buterin & others, 2013), marked a ground-
breaking step in the evolution of blockchain technology, as it was designed from the ground up to
be more than simple blockchain used for financial ledger purposes. The creators of Ethereum had
a broader vision - they wanted the blockchain network to serve as a potential platform providing
distributed and cryptographically secure computing resources to the network participants. This vision
was built upon the fact that the nodes within the network were already equipped with computational

resources to calculate proofs for PoW algorithms which could be utilized for additional purposes.
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Ethereum was built on the original P2P ledger introduced by Bitcoin by incorporating an addi-
tional layer that could be programmed and executed by the participants in the network. This layer
came to be known as Smart Contracts (Ethereum Foundation, 2025a). The first time smart contracts
were introduced was back in 1994 by cryptographer Nick Szabo (Szabo, 1994), who envisioned them as
cryptographically secure computations that could facilitate certain transactions without the require-
ment of a central authority. While the use of Smart Contracts remained theoretical for a long time,
Ethereum turned them into a functioning system, providing the framework for the Smart Contracts to
be autonomous and cryptographically secure.

In the Ethereum ecosystem, Smart Contracts operate as an Ethereum account. However, unlike
externally owned accounts (EOAs) controlled by individuals or organizations holding private keys,
Smart Contracts are controlled by the contracts’ code. This distinction makes Smart Contracts
autonomous, executing their operations automatically based on the conditions set within their code.
Programmable contracts unlocked various use cases for different types of applications in many differ-
ent industries:

» Decentralized Finance (DeFi):

» Stablecoins - cryptocurrencies whose value is directly tied to a physical asset (e.g. gold) or
fiat currency (Arner et al., 2020).
» Automated Liquidity Provisioning - mechanisms that enable seamless token swaps or con-
versions between cryptocurrencies and liquid assets (Bhaskara et al., 2023).
+ Supply Chain: Chain of Custody Information: Smart contracts can provide verified and trans-
parent records of product ownership throughout the supply chain. (Santamar\ia et al., 2023).

+ Non-Fungible Tokens (NFTs):

» Ownership and Royalties - NFTs represent ownership over unique attributes, such as veri-
fying ticket ownership or automating royalty payments to artists (Arora et al., 2022).

« Decentralized Applications (DApps):

» Blockchain-Based Games - games where the state and logic are stored on the blockchain. For
example, an entire chess engine, albeit with a smaller board, has been implemented entirely on

the blockchain (fiveoutofnine, 2022).
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One of the problems the initial PoOW algorithm used in Ethereum sought to address was the dom-
inance of ASIC devices in a cryptocurrency mining environment. As discussed before, ASIC devices
become obsolete over time and cannot be recycled for other uses. To mitigate this issue, Ethereum
uses a bandwidth hard PoW algorithm called Ethash (Han et al., 2019), which uses very large Directed
Acyclic Graphs (DAG), which meant that solving for the proof required significant memory capacity,
as opposed to SHA256 used in Bitcoin, which only required 256 bits for one hashing operation. Recent
research suggests that modern algorithms remain challenging to optimize for ASICs, thereby reducing
their usage (Orender et al., 2022). These problems are not as difficult for commodity hardware like
GPUs, encouraging their use and reducing electronic waste, as these devices can be recycled after
mining use.

Despite the presence of helpful work within Ethereum, due to the reliance on the PoW,
just like Bitcoin, the blockchain network struggled with scalability and issues with quickly rising
energy demand. These issues prompted the Ethereum community to search for a more sustainable
and scalable alternative, and they slowly moved towards a PoS model. The transition was executed
in multiple stages. The first stage came in 2020 with the launch of the Beacon Chain (Ethereum
Foundation, 2024b), which ran parallel to the existing Ethereum PoW chain. At this stage, the chain
mainly produced empty blocks, which served as testing grounds for the blockchain developers to
ensure that the implemented algorithm was reliable without risking any transactional data, allowing
the developers to identify issues early on. By 2022, the Beacon Chain began accepting transactional
data using the new PoS consensus algorithm. This event was called the Merge (Ethereum Foundation,
2024a) and marked where Ethereum officially transitioned away from the PoW algorithm. During the
Merge, the execution clients of the original chain ceased PoW block mining but were kept there as an
execution layer.

The Merge was a significant success, reducing Ethereum’s energy consumption by an impressive
95.5% (Kapengut & Mizrach, 2023). Beyond its immediate benefits, this transition laid the groundwork
for future upgrades to the network, such as sharding, but the full implementation and impact of such

improvements remain to be seen.
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While the switch to PoS brought significant benefits, it has also increased the risk of centraliza-
tion within the network. One of the factors increasing the risk is the high barrier of entry to become a
validator - a participant within the network must stake a minimum amount of 32 of ETH (Ethereum
Foundation, 2024c). With the price of 3238.32€ per ETH (Investing.com, 2025) at the start of 2025, the
entry cost to participate in block validation is 103626.24€, which creates a steep financial requirement
for newcomers coming into the network, meaning block validation becomes more accessible to entities
or individuals with significant financial resources.

Another factor increasing risk is that the Ethereum PoS model inherently ties the validator influ-
ence to the amount of ETH staked, allowing wealthy participants who can afford to stake large amounts
of ETH to gain a disproportionate advantage in influence over the network operations. This dynamic
increases Ethereum’s risk of slowly shifting towards a more centralized structure, where mostly highly
wealthy validators dominate the network, undermining the foundational principle of equality between
network participants. Additionally, the PoS architecture favours nodes with the capacity to maintain
high uptimes, as missing validation rounds typically incur penalties. These requirements introduce
another barrier for small-scale validators who may lack the resources to invest in the robust and reliable
hardware required to ensure continuous operation. Such requirements further concentrate the power
of validation in the hands of larger entities that have the infrastructure and technical capabilities to

meet such validation demands.

2.4. Proof of Work in Detail

In the previous sections, we have discussed the theoretical implications of consensus algorithms.
There are certain aspects of the PoW algorithm used in Bitcoin that is going to play a role in the
simulator’s design; as such, we shall explore them now.

Bitcoin’s PoW algorithm is based on the hashing function of SHA256. As discussed previously,
a block would contain transactional information and some metadata, which would be used when
attempting to create a valid hash. For a block hash to be considered valid, the hashed value must
be lower than some specific value defined by the network’s difficulty. If the algorithm only used the
information within the block to perform a hash, only one valid value for the hash would be created.

However, it is improbable that the created hash would be lower than the target difficulty, even across
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the entire network. As such, a nonce value is included with the block information. With the capacity
to variate the nonce value, a node can perform multiple hashing operations, hoping to create a hash
value lower than the network difficulty.

The difficulty of the network is not constant, and it varies. Bitcoin aims to set the difficulty such
that a new block would be mined only once every 10 minutes across all nodes within the network. Due
to inherent randomness in hashing, the hash beating the difficulty might be found within 5 minutes,
or it might be found within 20. While these are uncommon, they illustrate the potential variability in
mining times. Despite this variability, with the network difficulty adjustment, the average block mining
time is expected to converge to 10 minutes over some time.

The difficulty adjustment is not continuous; instead, the difficulty changes within a difficulty
adjustment interval, which spans 2016 blocks. Given an average block mining time is 10 minutes we
can calculate the interval time in weeks (Equation 7).

2016 blocks x 10 min/block

= 2 week 7
10080 min/week WeeKs (M

Difficulty Adjustment Interval =

After 2016th block is mined, the difficulty adjustment algorithm kicks in across all nodes and is

adjusted as per Equation 8.

(8)

Actual Time Tak
New Difficulty = Current Difficulty x ( ctual Time Ta en)

Expected Time

Since all nodes within the network have their copy of the blockchain, they calculate the
Actual Time Taken across the last 2016 blocks, use Equation 8 Moreover, it can independently arrive
at the same value for New Difficulty. To prevent extreme fluctuations in network difficulty, the
New Difficulty calculation is bounded from above and below, where the difficulty cannot increase or

decrease by a factor of 4 or greater (Equation 9).

1
R Current Difficulty < New Difficulty < 4 x Current Difficulty (9)

2.5. Proof of Stake in Detail

As the algorithm’s name suggests, PoS operates on the principle that block validators must

commit a portion of their cryptocurrency holdings as a stake. Once the participant stakes 32, they are
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placed into an activation queue. This queue functions as a mechanism that controls the rate at which

new validators enter the network. Once the participant exists in the queue, they will have the capacity

to participate in the validation of PoS blocks.

The validation process unfolds as follows - first, a transaction is created by an account

within the Ethereum network by making a JSON-RPC (Ethereum Foundation, 2025b) call for the

eth_sendTransaction procedure, as detailed in Listing 1. This procedure involves signing the trans-

action using the account’s private key before submitting it to the Ethereum network. The response

(Listing 2) contains the hash of the transaction - a unique identifier for the transaction within the

blockchain network.
1
2 "id":1,
3 "jsonrpc":"2.0",
4 "method":"eth sendtransaction",
5 "params": [
6 0: {
7 "from":"Oxb60e8dd61c5d32be8058bb8 ...",
8 "to":"0xd46e8dd67c5d32be8058bb8 ... ",
9 "gas":"0Ox76c¢c0",
10 "gasprice":"0x9184e72a000",
11 "value":"0x9184e72a",
12 "input":"0xd46e8dd67c5d32be8d46e8d ...",
13 3,
14 1,
15
Listing 1: Ethereum Transaction RPC Call
"id":1,

u A W N R

"jsonrpc":"2.0",
"result":"0xe670ec64341771606e55d6b ..."

Listing 2: Ethereum Transaction RPC Response

The submitted transaction is broadcast over the network, where it will reach other nodes, which

will accept it and perform certain validation checks. The validations are performed by the Execution

Client, the leftover client from the original PoW implementation. During the execution process, the

client verifies two conditions about the incoming transaction: first, it ensures that the sender has
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sufficient ETH to cover the transaction; second, it checks that the transaction was signed correctly
using the private key of the owner of the transaction. If any of these validations fail, the transaction is
rejected and does not proceed to further processing stages.

If the transaction is deemed valid, the execution client adds it to a local pool of pending transac-
tions and broadcasts it over the gossip network. The gossip layer is a layer designed for a fast exchange
of critical information within the blockchain, like transactions, blocks, and slashing events, ensuring
that this information spreads quickly across the network.

Here, we must talk about the RANDAO algorithm (randao, 2023), which is the core algorithm
used in generating random numbers when selecting block proposers and validators from existing
validators within the network. This algorithm provides randomization within a distributed system,
which is difficult to achieve. RANDAO works through several phases. Initially, each of the n partici-
pants in the network generates a secret value, denoted as s;, which they store. Next, they compute
a hash using this secret value h, = H(s;), where i € [0,n). Here, the RANDAO algorithm employs
Smart Contracts, which we have discussed before. Each node sends the h; value that they generated
to the Smart Contract, and once all h, values are sent to this Smart Contract, the contract transitions
to the next stage, where it expects the nodes to now send the original s, values they generated. When
receiving s, values, the Smart Contract verifies each incoming s, value by checking that they match the
h; values sent previously. If a mismatch is detected (or a node fails to send the required data), the Smart
Contract takes corrective action that is entirely dependent on how the Smart Contract is implemented.
For instance, the entire process may be restarted, or if the issue is attributed to data corruption rather
than malicious action, only part of the process might be restarted, or malicious participants may face
penalties. If all the s, values sent match the corresponding h, values received, the Smart Contract can
compute the final random number by executing the operation in Equation 10.

r=85D5;DSyD... DS, 5DPS,_1 (10)

Finally, the process reaches the consensus layer, introduced when Ethereum switched to the PoS
algorithm. The validation process happens in set intervals called epochs. Each epoch is split into 32
slots, as shown in Figure 6, each slot being distributed in time, lasting 12 seconds. This results in the

total duration of an epoch being 6.4 minutes. The slot duration and epoch size are configurable within
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the Ethereum network, and while these parameters have not changed yet, these numbers might be

different in the future.

Epoch
A

o |o [o] s |52

13 |14 |15 |16 |1

~—— Slots
Figure 6: Ethereum Epoch and Slots (Joseph C., 2020)

The random choices from the validator pool by use of RANDAO are all weighed by the amount
of currency each validator is staking, meaning the higher the stake, the validator has a higher chance
of being chosen to be proposers or attestators.

Firstly, a block proposer is chosen for the current slot. Their responsibility is to take transactions
from the local pending transaction pool, package them into a beacon block, and send them out to the
network. Next, the attestator committees are chosen. A committee must include a minimum of 128
validators, a requirement designed to significantly reduce the likelihood of a malicious actor gaining
control over a supermajority of the committee, effectively reducing the probability of such an attack to
approximately 1 in a trillion (Liang et al., 2019). New random committees are also chosen for each slot
within the epoch, reducing the risk of sustained attacks. The role of the committee members is to attest
to the location of the blockchain’s head, including the proposed new blocks. Suppose a supermajority
of committee members agrees on the head of the blockchain within the current slot. In that case, the
process advances to the next slot, where a new proposer and committee are chosen, a new block is
proposed, and this mechanism continues. Once slot 32 of the epoch is reached and the head of the
blockchain has been attested, a checkpoint is created, which serves as a formal commit of the previous

epoch.
2.6. Proof of Burn in Detail
Lastly, we must analyze how the PoB algorithm works to ensure we understand how to simulate

it using the simulator. In essence, the algorithm is very similar to the PoS algorithm, as the validator/

minter must use a certain amount of currency that they own, except in the case of PoB, instead of
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staking the currency where it disappears from the network only in the cases of adversarial or neglectful
actions, the currency disappears as soon as the node participates in the PoB. At a high level, this is
achieved by sending out some amount of currency that the node holds into a wallet that no one has
control over - a wallet that is impossible to control by anyone, even the algorithm’s designers. Once the
node burns its currency, it is given a receipt, allowing it to attempt to mint the new block.

Initially, PoB was proposed by Iain Stewart (Stewart, 2012), whose proposal was motivated by
the desire to create an alternative to the PoW algorithm that would improve the network’s power
consumption without sacrificing decentralization. He viewed the algorithm as a form of virtual mining.
In the analogy, a miner attempting to mine a PoW block accrues costs via hardware rigs, electrical
energy and system upkeep, expecting that the transaction fees and block rewards would outweigh the
accrued costs. In PoB, the situation is similar, where the minter of PoB block accrues costs by burning
the currency and expects the transaction fees and minting rewards to outweigh their initial investment.
In this sense, we could view currency burning in PoB as buying virtual mining hardware.

Compared to PoS, PoB allows for more decentralization because if wealthy participants want to
exert more power over the network, they would necessarily have to burn large amounts of currency.

Unfortunately, PoB has not been widely adopted. The most well-known implementations are
Slimcoin (Slimcoin Project, 2013) and Counterparty (Krellenstein, 2024).

The counterparty uses PoB to convert Bitcoin into XCP tokens. Without going into great detail,
using PoB to convert one cryptocurrency into another is significantly more straightforward, as the
person converting the currency only needs to provide the proof that they have performed the burn to
get awarded the the cryptocurrency of the other blockchain (Stewart, 2012).

Slimcoin, on the other hand, implements PoB as a mechanism for minting blocks within the
blockchain. The entire implementation of Slimcoin is a bit of a Frankenstein. Initially forked from
PPCoin (King & Nadal, 2012), the first cryptocurrency to implement a PoS algorithm launched
alongside a PoW algorithm. Due to the fork, initially, Slimcoin was a hybrid algorithm employing both
PoW and PoS algorithms. However, introducing the PoB algorithm into the mix could now validate
the blockchain using all three discussed algorithms. As of 2025, the cryptocurrency has not been in

active development for the last 4 years, with the last commit pushed to the master branch occurring in
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late 2020 (Slimcoin Project, 2020), and there are no active forks of the cryptocurrency either (Slimcoin
Project, 2025).

Despite not being in active development, analyzing how Slimcoin implements its PoB algorithm
would provide us with insights into the potential design requirements for the simulator and allow us
to recognize any potential pitfalls of this algorithm.

The algorithm implements a concept of burning coins. Once a node creates a transaction that
sends a portion of the currency towards an address no one controls, the currency is considered burned.
The node could participate in minting a new block by providing the transaction hash as a verification
that they burned the currency. The “receipt” cannot be used immediately after performing the burn,
as the burn transaction must be some block deep within the blockchain to ensure that the burn
transaction cannot be removed easily by a blockchain fork.

The process of minting a PoB block reflects the process of PoOW. In PoW, a miner performs hashing
operations until they find a hash value lower than the network’s current difficulty or if they receive a
newly mined block and validate it. Given H = {hq, ho, ..., h,, } is a set of n hashes created during the

process of mining a block; there exists an h;, € H such that h_;,, = min(H) from all values in H,

min
assuming no collisions occurred during the mining process.

This is reflected in the Slimcoins implementation of PoB, except that a maximum of 1 hash can
be calculated per singular burn transaction while minting a block. This is analogous to PoB, where n =
1, meaning that for a single burn transaction, the minter either succeeds in minting a block or does
not. The hashing algorithm in PoB works as described in Equation 11.

Burn Hash =

M (Blockchain, Burn Transaction) * (11)
H (Blockchain)

Here, M is a function that returns a multiplier that depends on the age of the Burn Transaction
in blocks and the amount of currency burned, and H is a hash function returning a hash for the
current state of the blockchain. Here, we notice that if the blockchain does not change, both M and

H will always return the same values. In this case, the Burn Hash would only change if a new block
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is appended to the blockchain, where now we have one minting attempt per burn transaction per
blockchain block.

The two dependencies control two different aspects of the multiplier function M. The amount
of currency burned in the burn transaction is inversely proportional to the multiplier, meaning - the
more significant amount of currency burned, the lower the multiplier gets, which in turn allows for a
higher chance to mint a block based on the network’s current difficulty. The age of the burn transaction
provides a way to model a decay of the currency burned as time passes, meaning that initially, the
multiplier calculated by M could be low. However, it would keep increasing as time passes and more

blocks are minted. This decay (and the initial grace period) can be modelled in Figure 7.
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Figure 7: A model for value decay of a burn transaction of 50 coins.

As such, for each minting generation in the blockchain, every minter gets n attempts to beat the
network’s difficulty, where n is the number of burn transactions they have made. In this scenario, we
can raise an issue that there is a high likelihood for the blockchain to essentially deadlock, where every
single minter fails to mint a block, as only a single value of H is provided per state of the blockchain.

At that point, no more blocks would have the capacity to be mined, and the blockchain would be

deadlocked.
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As Slimcoin uses a triple-hybrid PoW, PoS and PoB scheme, this allows for the network to
continue with mining of PoW or minting of PoS blocks, which in turn would get added into the

blockchain, changing the H value, allowing for PoB minters to attempt minting this generation.

2.7. Summary

We have examined three consensus algorithms central to this thesis - Proof of Work, Proof of
Stake and Proof of Burn. PoW, currently used in Bitcoin, uses computational power for the security
of the blockchain network, however, it faces issues with scalability, high energy consumption and
environmental impact from resource-intensive mining tasks and electronic waste. PoS, adopted by
Ethereum, addressed the issues plaguing Bitcoin by requiring the participants in the network to stake
some of the currency they have to participate in the validation of the next block, where the currency
staked could be removed for malicious or neglectful action. While this switch has solved the problem
of high energy usage and has improved scalability, it introduced concerns about centralization and
high entry barriers as wealthy participants gain prominent influences over the network.

PoB provides an alternative approach requiring participants to burn currency to gain minting
rights. This method significantly lowers environmental impact and avoids the hardware dependency
of PoW while maintaining some decentralization advantages over PoS. However, PoB has not been
adopted widely, with only a few implementations, like Slimcoin incorporating it into hybrid systems.
Each algorithm has its trade-offs between energy efficiency, decentralization and scalability, which

will be the basis for the simulation exploration in the thesis.

3. INVESTIGATION METHODOLOGY

In this thesis, we will employ a custom-built simulator to model certain blockchain network
behaviours using different consensus algorithms. To validate the simulators’ accuracy, we will replicate
scenarios for which we have real-world data, such as Bitcoin, for the Proof of Work consensus layer, and
Slimcoin is a hybrid consensus layer of Proof of Work and Burn. The data generated by the simulator

will then be compared with the known data to determine the simulator’s accuracy.
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After validation, we will introduce scenarios that we are interested in simulating, looking for
potential increases in processing speeds and decreases in power consumption when processing, and

see whether such improvements are feasible at all.

3.1. Simulator

While the simulator is custom-built, it is partly based on a simulator created by M. Alharby for
their Master’s Thesis (Alharby & Moorsel, 2020). The simulator is written in Python and is available
publicly on GitHub (Alharby & Moorsel, 2022). Their simulator works in three distinct layers: network,
consensus and incentives.

The network layer simulates peer-to-peer communication between nodes. While the layer has
a few more possible interactions, like a node asking for blockchain data from another node, this is
not modelled in the simulator. We have adapted some functionality for this layer in our simulator
implementation and will expand on it in detail later.

The consensus layer concerns the simulation of the consensus algorithms. In the original
Blocksim paper (Alharby & Moorsel, 2020), they implemented Proof of Work simulating Bitcoin and
Proof of Stake simulating Ethereum. The Ethereum layer simulation has been left out of our simulator,
but could be introduced without much of an issue. We have partially reimplemented the Bitcoin
and additional consensus algorithms and will show how they work in detail. Additionally, this layer
provides a detailed transaction execution and transmission implementation, which we have opted not
to include in our implementation, opting to simplify the layer, but still having the capacity to reach
results that interest us.

Lastly, the incentives layer rewards the nodes within the network for participating, providing
rewards based on the consensus layer used. Nodes get rewards for finishing mining blocks, transaction
fees, and other rewards defined within the blocks. Our simulation implementation has skipped this
layer entirely, as it either does not provide informative results, or the analysis of the results would

require analysis in a separate thesis! .

1The thesis would have to define and analyse exact pricing for Proof of Burn burn transactions. For our inves-
tigation, we assume some virtual currency that has no ties to real monetary value within the simulator.
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For the initial implementation of the simulator and understanding how it worked, we attempted
to extend the original codebase (Sakalys, 2023a). The Python implementation has performed poorly
when scaled up to extensive simulation scenarios, like simulating a year of actual Bitcoin network
with 65,000 nodes (Bitnodes.io, 2025). A rewrite in C# was done (Sakalys, 2023b), which has shown
some improvement regarding the performance, but it had issues with extensibility and portability.
Lastly, the entire project was rewritten from the ground up using GoLang (Sakalys, 2025), and this

implementation will be used to play through the simulation scenarios.
3.1.1. Core Principles of the Simulator
Although the simulator is loosely based on the original Blocksim (Alharby & Moorsel, 2022)

simulator, the simulator we have implemented differs in many ways in how network and consensus

layers are handled and which data within the simulator we deem crucial.

The Event Queue

Figure 8: An empty event queue

The binding between all interacting parts of the simulation is the Event Queue (Figure 8). The
event queue is implemented using a heap data structure. The event queue has to store events and order
them in ascending order by the execution time ¢ of the event. It has to do this ordering quickly, as the
number of events grows O(2n) where n is the number of nodes participating in the simulation. As
such, usage of a heap allows us to both push and pop elements from the queue at a speed of O(log(e))
where e is the number of events in the queue. If we were to simulate the Bitcoin network with the
current capacities of 65,000 nodes (Bitnodes.io, 2025) within the network, on average, around 130,000
events would be scheduled at any one time, but would only take 17 comparisons to sort a newly added

or a removed event.
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Figure 9: Initialized event queue with a few events in the future
Regardless of the event types that are scheduled (Figure 9) within the event queue, the simulator
pops out the earliest event in the queue, updates the simulation time to the time that the event was to

be executed at and performs handling operations depending on the event type (Figure 10).
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Figure 10: Single step simulation advancement - an event is removed from the queue, the simulation time

advanced to the time of the event.

3.1.2. Problems in Slimcoin Proof Of Burn implementation

Before defining the events and how they are handled, we must address the several issues we
encountered when evolving the Slimcoin Proof of Burn simulation to address other scenarios. These
issues are not problematic within the context of the Slimcoin blockchain, as a Proof of Work scheme
backs it and enforces Proof of Work blocks being mined between Proof of Burn blocks. As we attempt
to ease these restrictions, we encounter the following issues.

Considering how Slimcoin defines their Proof of Burn hashing, which can be seen in Equation 11,
we can notice two issues with the implementation. The Burn Hash is generated by multiplying the
result of the hashing function H by the result of the multiplier function M. The first problem arises

because the hashing function H only depends on the state of the blockchain at that specific time -
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the output of H will be precisely the same for all nodes attempting to mine a new block in the same
fork. It will be different across forks, but all nodes will generate the same hash within the fork. As the
multiplier function M can only increase (or decrease) the value generated by H, not change it outright,
nodes with burn transactions that were burned near in time would manage to create blocks, which
would create as many forks as well.

Burn Hash =

M (Blockchain, Burn Transaction) * (12)
H (Blockchain, Burn Transaction)

To alleviate this problem, we adjust the H function to take in the burn transaction in addition
to the state of the blockchain, salting the function and allowing each hash generated by each burn
transaction to be unique (Equation 12). This allows the hashing success to be more evenly distributed
across the nodes participating in the network.

The second issue is that an H function will only produce a singular value for a single blockchain
state, even if salting is enabled. This means none might produce a valid Proof of Burn block across all
nodes and burn transactions. Without salting, the issue is even worse, as if H generates a hash that is
lower than the difficulty with M (Blockchain, Burn Transaction) = 1, all nodes automatically fail to
mine a Proof of Burn block.

For Slimcoin, this is not a problematic situation, as if no one finds a hash for a Proof of Burn
block, they can all switch to the Proof of Work layer and mine a new block that way. With the new
block mined, the state of the blockchain changes and all nodes can reattempt mining of a Proof of
Burn block. We are blocked as we are trying to see whether to move to a consensus layer that only
relies on Proof of Burn. If we do not have Proof of Work blocks to back us up, the likelihood of mining
a block across all nodes and all burn transactions is < 1; the blockchain will get stuck eventually. We
will demonstrate this in effect with one of the simulation scenarios, where the blockchain network
gets stuck.

There are a few ways that we could consider alleviating the issue. If we were to make the burn
transaction price adjustment into a separate layer, we would not have to have new blocks mined in

the main chain to update; we could keep lowering the price, allowing new people to join the network
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cheaply, with new burn transactions. This solution would not work, as burn transactions must pass
some settlement time before the network accepts Proof of Burn blocks mined using those burn trans-
actions. Although there could be a possibility where an exception to the rule could be made, actually
implementing it in a cryptographically safe way is not very likely.

Another way, and we have chosen to simulate it, is to extend the hashing function to accept a
nonce (Equation 13).

Burn Hash =

M (Blockchain, Burn Transaction) * (13)
H (Blockchain, Burn Transaction, Nonce)

If we allow the node to generate the nonce and do not restrict how often a nonce can be regen-
erated, we arrive back at Proof of Work implementation. This shows us that, fundamentally, Proof of
Burn and Proof of Work are closely related in their working principles. The idea that Proof of Burn
uses “virtual” hardware accurately describes its working principles. Unfortunately, we cannot allow a
nonce to be generated in the same manner as Proof of Work by the node itself, as any potential wins
from a Proof of Burn system suddenly are lost, and we would need to employ a different approach.

For this simulation and testing scenario, we will assume we can generate pseudo-random
numbers across the network securely and that we will generate this random nonce every minute.

While we are simulating the scenario, we can assume that this is possible, but we would like to
justify that there is a viable way to do this. Additionally, we must do this, as it will allow us to measure
any potential power consumption aspects, based on which solution we choose.

We could look at the RANDAO implementation that Ethereum uses (randao, 2023). There would
be two ways of approaching this: either hook up our blockchain integration into the Ethereum Smart
Contracts to provide us with the random numbers across the entire blockchain network, or implement
it into the blockchain protocol itself without reliance on any external systems. Excluding the option
for external blockchain dependency, we are left with internal implementation. Sadly, this would not
work directly on our blockchain, as RANDAO would not be able to generate pseudo-random numbers

in between blocks unless we launched another parallel blockchain that would only be focused on
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generating pseudo-random numbers. While this can be done, RANDAO cannot guarantee that a
pseudo-random number will be generated each minute, so a different method must be used.

Drand (Randamu, 2025), as described in the specification, provides a promising basis for our
pseudo-random number generation requirements. The system works similarly to a parallel blockchain,
as the specification describes - a delegated subset of nodes is selected to generate the random numbers.
The solution allows for configuring an emittance period - how often should the network generate a
new pseudo-random number? While drand does not require all the nodes within the network to be
delegated (although there are requirements for the majority of the delegated nodes to be participating),
in our simulation, we will assume that every node within our network participates in the pseudo-
random number generation, thus introducing power consumption overhead. This also introduces
another security assumption - a sufficient number of nodes remain honest and well-synchronised. This
leads us to introduce additional event types into the simulation, which will be described in the next

section.

3.1.3. Simulator Events

The simulator is capable of simulating four types of events within the simulation:

Block Mined

Block Received

Pseudo Random Number Emitted

« Pseudo Random Number Received

Both block mined (Listing 3) and pseudo-random number emitted (Listing 4) events are straight-
forward.

The block mined event (Listing 3) simulates a node finishing the work with the block. The event
is handled by sending a signal to the consensus layer to adjust required data, like counting the time
spent mining the blocks or the number of blocks mined. Then, block received events with the network

layer propagation delays are scheduled for all other nodes within the network.
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1 {
2 "minedBy": 1,

3 "scheduledAt": 1.3494,

4 "dispatchAt": 503.3459,

5 "block": {

6 "id": 1

7 "minedBy": 1,

8 "depth": 1,

9 "transactions": 1093,
10 "startedAt": 1.4394,

11 "finishedAt": 503.3459,
12 "consensus": "Proof of Work",
13 },

14 "previousBlock": {

15 "id": 0

16 "minedBy": -1,

17 "depth": 0,

18 "transactions": 0,

19 "startedAt": 0.0000,

20 "finishedAt": 0.0000,
21 "consensus": "Genesis",
22 b

23 }

Listing 3: An instance of a block mined event.
Pseudo-random number emitted events (Listing 4) are even simpler, as they simulate the entire
network finishing the generation of pseudo-random numbers using drand (Randamu, 2025). During
handling, it schedules a new emittance event based on the configured delay and schedules pseudo-

random number received events for all the nodes within the network.

{

"tick": 243,
"delay": 1.0000,
"dispatchAt": 244.0000

o A W N R

Listing 4: An instance of pseudo random number emitted event.
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1 {
2 "receivedBy": 1,

3 "scheduledAt": 503.3459,
4 "dispatchAt": 504.0230,

5 "block": {

6 "id": 1

7 "minedBy": 1,

8 "depth": 1,

9 "transactions": 1093,
10 "startedAt": 1.4394,

11 "finishedAt": 503.3459,
12 "consensus": "Proof of Work",
13 },

14 "previousBlock": {

15 "id": 0

16 "minedBy": -1,

17 "depth": 0,

18 "transactions": 0,

19 "startedAt": 0.0000,

20 "finishedAt": 0.0000,
21 "consensus": "Genesis",
22 b

23 }

Listing 5: An instance of a block mined event.

The block received event (Listing 5) is handled more flexibly. We check if receiving a block
would make the node reorganise its local blockchain. Receiving a block with the same last block as
we do automatically triggers a reorganisation. As the network layer in the simulation allows for block
reception delays, blockchain forks are an emergent property of the simulation, as two blocks mined
events might be handled close in time, before any of the block reception events scheduled from these
block mined events are ever dispatched. Because of this, the simulator must implement a method for
resolving forks. Our simulator uses a fork resolution threshold, which defines how far back from the
received block we must be before accepting the incoming fork.

The reorganisation procedure is relatively simple; nodes synchronise consensus information
between nodes, including total processing time, epoch indexes, and other properties, depending on the
consensus layer implementation. Then, the currently mined block is marked as abandoned, the block

mined event is removed from the event queue, and a new block mined event is scheduled, with the
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received block specified as the previous block. The abandoned block is written into the database, as the

work was performed for that particular block, and we will have to take abandoned blocks into account

as well.
1 {
2 "tick": 243,
3 "receivedBy": 2,
4 "dispatchAt": 246.2431
5}

Listing 6: An instance of pseudo random number receive event.
Lastly, the pseudo-random number receive event (Listing 6) is handled and only pertains to the
improved Proof of Burn implementation we are testing. It simply checks whether a node can mine a

block. If so, it schedules a new block mined event into the queue.
3.2. Consensus Simulation Scenarios and Hypotheses
While the network and event queue layers stay roughly the same across different consensus

implementations, the consensus implementations differ significantly. Each scenario has some configu-

ration level, while specific settings are standard to whichever consensus algorithm is used in a scenario

(Listing 7).
1 node count: 65000
2 simulation time in seconds: 31622400
3
4 average network latency in seconds: 6
5 chain reorganization threshold: 6
6
7 average transactions per second: 6
8 maximum_ transaction per block: 3000

Listing 7: Scenario settings common across all consensus implementations
For a simulation, we try to simulate a year, with the currently existing Bitcoin node count
(Bitnodes.io, 2025). While not impossible, it is improbable to run specific scenarios to the very end
of the simulation using these defaults due to some emergent properties within the simulation space,
which make the simulation advance in tiny time steps or explode in computational environments’

memory consumption. As a result, some scenarios run for days or even months without providing
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interesting data. We will note any deviations from the standard settings within the scenarios if they
appear.

We have chosen an average network latency of around 6 seconds, which was identified as the
average latency within the Bitcoin network in 2020 by (Nagayama et al., 2020).

The Chain Reorganisation Threshold is set to six, following the security recommendations for
the Bitcoin network (Guo & Ren, 2022). This configuration permits forks to persist longer before being
discarded by nodes.

The average transaction per second and maximum transactions per block settings are based on
current Bitcoin transaction data and block size limits (Blockchain.com, 2025). In a regular Bitcoin

simulation scenario, the blockchain should not become saturated by transactions.
3.2.1. Bitcoin Scenario
The Bitcoin simulation scenario has the settings (Listing 8) based on the actual settings in the

Bitcoin blockchain, where the average block frequency is set to be around 10 minutes, and the epoch

time for difficulty adjustment is set to be around two weeks, if the average frequency is around 10

minutes.
1 proof of work: Y YAML
2 enabled: true

3 epoch length: 2016
4 average block frequency in seconds: 600

Listing 8: Scenario settings for Bitcoin implementation simulation
The difficulty adjustment for the consensus layer is done by aggregating the total time spent on
mining within the fork. If the average is lower than the expected average, the difficulty increases; if
the average is higher - difficulty decreases. The change in difficulty is bounded - it cannot change by a
larger multiplier or divisor than 4.
In this scenario, we expect to see the difficulty stabilise over a couple of weeks and not change
much across time. As we are not simulating nodes entering or exiting the network or existing nodes

changing their hardware, we do not expect much deviation from the results.
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Figure 11: Rolling average block production time in Bitcoin
As we can see in Figure 11, the network starts with a difficulty of 1, which means that anyone
attempting to mine a block will be able to do so. As such, the first epochs are really quick, and the
difficulty gets adjusted rather quickly as well, eventually stabilizing around 600 seconds per block
average.
The Figure 11 also shows the difference between all blocks and only blocks that were part of the
longest chain. On average, this indicates that the presence of forks increases the adequate processing

time for blocks within the main chain. This outcome is expected, as nodes may continue mining their

blocks even after another node has already found a valid block in the typical expected time.
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Figure 12: Rolling average block production time in Bitcoin (reduced reoganization threshold)
By reducing the reorganisation threshold from 6 to 2, we can see (Figure 12) that the average

block production time between the longest branch and across all branches gets closer.
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Figure 13: Average transactions per block — Bitcoin
Figure 13 shows a parameter choice we have made, to have the capacity to illustrate changes with
other scenarios - we have chosen an average transaction per second count in such a way that it would
saturate the capabilities within the Bitcoin blockchain. As it currently stands, the Bitcoin network does

not get saturated by transactions to such an extent that there is a transaction backlog, but this will

allow us to demonstrate any potential improvements to this metric in other scenarios.

3.2.2. Slimcoin Scenario

The Slimcoin simulation scenario’s settings (Listing 8) are mostly based on the actual settings
used in the Slimcoin blockchain. The original Proof of Work settings stay, and the Slimcoin implemen-

tation runs both the Proof of Work and Proof of Burn consensus layers.

proof of work: Yi YAML

enabled: true
epoch length: 2016
average block frequency in seconds: 600

slimcoin proof of burn:

1
2
3
4
5
6
7 enabled: true
8

interval: 3
Listing 9: Scenario settings for Slimcoin 3:1 implementation simulation
The interesting part about Slimcoin is that while the difficulty can change, the frequency of Proof

of Burn blocks is based on the interval - how many Proof of Work blocks must be mined before a Proof

of Burn block can be mined. As a result, the minimum possible interval allows for one Proof of Burn
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block for every Proof of Work block, representing the fastest achievable ratio. In our scenarios, we will
simulate a ratio of 1:1, 1:2, 1:3 and 1:100 as an outlier, to see if with blocks as rare as that, it will provide
any insights.

Rolling Avg. Block Production Time by Type (SlimCoin - 3:1 Interval)
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Figure 14: Average production time by block type — Slimcoin
Looking at the production times for Slimcoin in a 3:1 scenario (Figure 14) we can see that the
Proof of Work layer still stabilises at around 600 seconds per block, while the Proof of Burn layer shows

very short production time - calculating a single hash does not take a large amount of time.
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Figure 15: Rolling average production time comparison - Slimcoin
When looking at the collective production times, where we do not separate the time to mine Proof
of Work blocks against Proof of Burn blocks, we can see that, on average, the times are reduced. In a

1:1 configuration, we can see the average going to around 300, which is half the expected production

time. This outcome is logical - if we mine a block for 600 seconds on average, and the next block is
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mined instantly, we expect the production time to be lowered to around half. The same can be seen for
the other configurations, where the 2:1 configuration reduces to around 400, the 3:1 configuration to

around 450, and the 100 to 1 does not see a significant change in processing time.
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Figure 16: Average transactions per block — Slimcoin
Looking at the transactional averages per block (Figure 16), we can see that introducing a small
change allows us to increase our transactional output per unit time. While a 3 to 1 configuration still
gets saturated occasionally, the 1 to 1 configuration drops the average to higher than half. This is also

expected, as the average transaction per second setting was chosen to saturate the transactions per

block barely.

3.2.3. Unbounded Slimcoin Scenario

In the previous scenario, we were bound by Slimcoin’s ruleset. We had to have at least a single
Proof of Work block before we could mine a Proof of Burn block. In this case, we have modified the

consensus layer to allow for Proof of Burn blocks to be mined, even if no Proof of Work block was

mined before (Listing 10).
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proof of work: Y YAML

enabled: true
epoch _length: 2016
average block frequency in seconds: 600

razer_proof of burn:
enabled: true

0 N O U1 A W N B

interval: 0.2

Listing 10: Scenario settings for unbounded Slimcoin implementation simulation
This also allows us to attempt a configuration where the Proof of Work layer is fully disabled and
only the Proof of Burn layer works (Listing 11). In this scenario, we have chosen settings so that all
nodes across the network would have a minimal likelihood of failing, but it would not be 0 for that

likelihood.

1 proof of work:
2 enabled: false

3

4 razer proof of burn:

5 enabled: true

6 interval: 0.7

Listing 11: Scenario settings for pure Proof of Burn implementation simulation
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Figure 17: Typed block production statistics — Raze
Unsurprisingly, the results are similar (Figure 17) to regular SlimCoin intervals - we can see the

Proof of Work layer stabilising at around 600 seconds per block, while the Proof of Burn layer stays

very low, at seconds per block mined.
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Figure 18: Average transactions per block — Raze
We can see that the average transactions per block drop, as observed with Slimcoin implemen-

tation (Figure 18).
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Figure 19: Average transactions per block — Raze Only

We want to see whether Proof of Burn can operate well without the support of other consensus
layers. As the hard limitation for Proof of Burn to be after a Proof of Work block is removed, we
can launch a scenario where the Proof of Work layer is disabled. We can see the results in Figure 19,
and while not extensive, they are rather descriptive. As we can see, the block mining time, just like
in the cases before, hovers around 1 second. Moreover, the simulation itself did not go past several
days before we reached a situation where no single node within the network managed to mine a

block. Furthermore, as nodes within the network only have one attempt per burn transaction until the

blockchain state changes, we reach a stalemate and the simulation stops.
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These results indicate that a different mechanism must be introduced, as discussed in the

previous section (no randomization).

3.2.4. Pricing Controlled Proof of Burn Scenario

The idea behind this scenario is to lock the difficulty of the blockchain network to some static
value and attempt to adjust the difficulty by using the price of a Burn Transaction. While previous
scenarios simulated these at a high level, in this scenario, we simulate participation in Burn Transac-

tions, budgets and choices in detail.

1 proof of work:
2 enabled: true

3 epoch length: 2016

4 average block frequency in seconds: 600
5

6 pricing proof of burn:

7 enabled: true

8 epoch length: 1008

9

10 average block frequency in seconds: 600
11

12 average price: 100

13

14 settled period: 10
15 working period: 1200

Listing 12: Scenario settings for Pricing controlled implementation simulation

As such, comparatively, the settings for Pricing simulation (Listing 12) are more complex. The
average price does not correspond to any currency and represents some monetary value within the
system. We have chosen to forgo the rewards layer from the original BlockSim (Alharby & Moorsel,
2020) as providing actual priced rewards, reusing those rewards in the burn transaction simulation,
finding the right balance between burn transaction prices and the rewards is a vastly complex task that
deserves its own dedication in a thesis work. For our purposes, we have chosen a more straightforward
approach, to have the capacity to illustrate that purely a Proof of Burn layer could work within the
restrictions that we have set up.

Each burn transaction has a settlement period, which is how deep the next mined block must be

after the block where the burn transaction was created for it to be able to mine Proof of Burn blocks.
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We have set this period to be ten, larger than the expected fork resolution threshold of 6. Generally,
settlement periods should be around or larger than the expected fork resolution threshold to ensure
that nodes cannot abuse the provided power.
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Figure 20: Average production time by block type - Pricing (no radomization)

Our simulation environment schedules all nodes initially and, with this consensus layer enabled,
creates burn transactions based on the allocated budget for each node. As the working period would be
the same for everyone, the pricing difficulty would stagnate for those working periods, which is what
we can see in Figure 20. The block production times have long periods that are highly stable, because
all nodes have created burn transactions around the same time.

We fix this by adding some randomisation to the working period. This adjustment simulates more
realistic node behaviour - for example, individual nodes might abandon their burn transactions early

in favour of submitting cheaper (or more expensive) ones. It also accounts for the likelihood that burn

transaction purchases would naturally be more staggered across the network, rather than coinciding.
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Figure 21: Average production time by block type — Pricing

To maintain decentralization, each node agrees upon the price based on a set of procedures.

The core adjustment process happens across the epoch. Once the configured number of blocks
has been mined, the price is adjusted. The adjustment is limited by the same ruleset as Proof of Work
implementation - the multiplier is bounded to four sizes, increase or decrease.

The additional price adjustment is present if the working period of the burn transactions is lower
than the epoch length. While this is not advisable, it produces a situation where the price might be
too large for the nodes to fit within the budget, and because the working period for burn transactions
is lower than the epoch size, the price might not be adjusted, and the consensus layer stalls. This
adjustment happens if an epoch worth of Proof of Work blocks have been mined, without seeing a
Proof of Burn block. This situation indicates that no nodes are willing to buy burn transactions at the
current price, prompting a price reduction. This works only if there is a Proof of Work layer backing
up the blockchain. If we only leave the Proof of Burn layer running, we cannot allow a lower working
period than the epoch.

With the simulation set up like that, we can see in Figure 21 that it. It achieves a semi-stable

block mining time, even though it spikes up and down significantly more than Bitcoin (Figure 11).
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Figure 22: Average transactions per block — Pricing
When looking at the SlimCoin implementation, we might assume that the transaction capacity
of the Pricing Proof of Burn implementation would be higher, since additional blocks are introduced.
However, that is not the case, as shown in Figure 22. This outcome is expected, considering that the
Pricing Proof of Burn consensus layer does not accept blocks mined within 1 second, even if the
difficulty is satisfied. In this setup, blocks can technically be mined within 1 second, because only one
hashing function is required per existing burn transaction; they are only accepted at a fixed interval,

which in our case is 600 seconds. As a result, the transaction capacity of this implementation remains

comparable to Bitcoin’s, as observed in Figure 13 and Figure 22.

proof of work: Y YAML

1

2 enabled: false

3

4 pricing proof of burn:

5 enabled: true

6 epoch length: 1008

7

8 average block frequency in seconds: 600
9

10 average price: 100
11

12 settled period: 10
13 working period: 1200

Listing 13: Scenario settings for Pricing Only implementation simulation
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If we disable the Proof of Work consensus layer (Listing 13), we can see that the average block
production time manages to settle around the expected 600 second interval configured (Figure 23),

although it is more noisy, which shows that just the Pricing Only consensus layer can work stably.

Rolling Avg. Block Production Time by Type (Pricing Only)
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Figure 23: Average production time by block type - Pricing Only

3.3. Scenario Power Usage

For power usage calculation, we use the average Wattage for specific devices. Each node gets two
parameters that determine the device’s power usage: the idle power draw and the power draw during
workload (e.g., mining Proof of Work block). We have chosen the value of around 3000 Watts, as if the
nodes used high-power machines. As these nodes are in high-capacity loads most of the time, the idle
power draw for these devices are not a high priority factor, as such, we have chosen a value of around
200 Watts, which is on higher end of idle power usage on such devices, but this allows us to provide a
more level competition field between pure Proof of Work and pure Proof of Burn implementations.

To introduce variability in the simulated power, we sample each value from a distribution centred
around the predefined mean. This simulates the nodes having varied power within their devices.
Additionally, this power does play a role in the Proof of Work consensus layer, where it is used to

determine when the block will be mined by the selected node.
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Figure 24: Difference between Block Mining Time and Block Production Time

We calculate the power usage based on the consensus layer that the block was mined in and the
time that the block took to be mined and produced. A difference between block mining time and block
production time must be noted. For a mined block, the time is calculated from the second that the
block started to be mined, and the block was either successfully mined or abandoned due to another
mined block coming in over the network. Block production time takes the absolute time from when the
current block was produced to when the previous block was produced (Figure 24). We must establish
these times as for the Pricing Proof of Burn consensus layer, the block mining times are within a second
range, while the production times are expected to hover around 600 seconds. In these cases, while the
nodes are not actively mining for blocks, they are participating in “sub-chain” generating the random
numbers to the chain; as such, we must still calculate this “idle” time into our power consumption
calculations.

As we have established, the possibility of the Proof of Burn consensus layer running without
the necessity of generating Proof of Work blocks once in a while in Section 3.2, we will analyse the
power usage implications of using these consensus layers and will see what kinds of improvements or
detriments each type of consensus layer show in power usage.

Using the numbers reported by CCAF (Cambridge Centre for Alternative Finance, 2025), we
will attempt to estimate the expected power usage in our simulation. The estimated mining hardware
efficiency is 22 J/TH. Given that our simulation has a power demand of 3000 Watts, we can calculate
the average hashing rate using Equation 14, to get approximately 136 TH/s.

Power (W)

Hashrate (TH =
ashrate (TH/s) Efficiency (J/TH)
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Having this, we can estimate the amount of hardware devices being used, using roughly

800 EH/s hashrate being reported by CoinWarz (coinwarz.com, 2025), we estimate fgg ?gﬁ ~

5.8 million devices used.
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Figure 25: Cumulative power usage — across all blocks
With the annual power consumption estimated to be around 180 TWh, we can estimate the per-
node consumption to be around 180 TWh / 5.8 ~# 31 MWh. As can be seen in Figure 25, all scenarios
where the Proof of Work consensus layer is enabled continue to consume a large amount of energy. For
Bitcoin, it settles at around 1.3 * 10'2.J, and we can use that to estimate the average power consumption

per device within our simulator to see whether it is accurate.

1.3 % 10'2J

~ 3.6 x 103 Wh = MWh 1
3600 3.6 x10° W 360 MW (15)

Dividing 360 MWh by 20, we get 18 MWh, which is a bit lower than the estimate across the real
Bitcoin network, but it is close enough. With this, we can draw conclusions about the functionality of

the other consensus layers and how they perform in terms of power demand and consumption.
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Figure 26: Cumulative power usage - across all forks

SlimCoin’s total power usage is rather interesting, as in Figure 25, we can see that a 1:1 interval
configuration consumes more power than Bitcoin. The increased consumption is caused by the behav-
iour of the 1:1 interval, which attempts to produce a Proof of Burn block immediately after receiving
a Proof of Work. If a node fails to do this, it will start with mining a Proof of Work block, but that
mining time is unlikely to yield results, as another node is likely to mine a Proof of Burn block, and
the time will be spent mining during that time. As seen in the fork counts in Table 1, the Slimcoin
implementations with low intervals tend to accrue larger amounts of forks, resulting in a slightly larger
power usage.

Table 1: Fork counts based on simulation scenario

Simulation Forks
Bitcoin 677
Proof of Burn - Pricing 4906
Proof of Burn - Pricing Only | 92
SlimCoin - 1:1 Interval 61153
SlimCoin - 2:1 Interval 30236
SlimCoin - 3:1 Interval 19633

The results for Pricing Proof of Burn look very promising. Just introducing these types of Proof
of Burn blocks to the Proof of Work does not significantly change the power consumption, and it does

not introduce a large number of forks in the network, as can be seen in Table 1.
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Significant improvement can be seen in power consumption when only the Pricing Proof of
Burn consensus algorithm runs. The total power usage is tiny, amounting to roughly the network’s idle

power usage.
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Figure 27: Power usage per transaction
Another metric we look at is the power usage per single transaction. In our results in Figure 27,
we can see large spikes in the SlimCoin implementations. This behaviour aligns with our expectations,
as the configuration we have chosen, we oversaturate the capacities of the Proof of Work consensus
layer to handle transactions. With the introduction of SlimCoin Proof of Work into that environment,
the transaction counts are no longer saturated - the network can handle all transactions appearing in
the network. As a result, blocks are not filled with transactions, which increases the power usage per

transaction.
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Figure 28: Power usage per transaction (reduced scenarios)
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Removing the outliers, we are left with a more reasonable view of power usage per transaction
in Figure 28. We can see that introducing Pricing Proof of Burn does not significantly affect power per
transaction metrics, and it stays around the same, but disabling the Proof of Work layer produces the

largest improvements.

3.4. Results Review

The simulator results have shown us that switching to a pure Proof of Burn implementation from
Proof of Work is not a simple process.

Correlating the results of the simulator with real-world data, we have shown that the simulator
works close to the expected parameters within Proof of Work. Proof of Work stabilises around 600
seconds per block and consumes roughly the expected power yearly.

Introducing the SlimCoin Proof of Burn layer shows us that we have capabilities to increase
transactional throughput by introducing blocks that can be mined almost instantly, with some luck,
but without providing any significant effect to the power usage across the network.

Removing the limitation that a Proof of Work block must precede any Proof of Burn blocks
mined from the SlimCoin implementation showed us that the backing of Proof of Work layer is strictly
necessary, as without it, the blockchain might stall and stop producing blocks.

The insight gained from removing limits in the SlimCoin implementation pushed us to improve
the Proof of Burn layer, and we have introduced an inter-block pseudo random number generator
across the blockchain network. While there are potential candidates for this, which covers all of our
requirements, we had to make an assumption that a safe implementation is possible, as we are unable
to verify this within the confines of the simulation.

Lastly, we have switched out an expected difficulty adjustment mechanism, where the difficulty
is adjusted based on time spent on the epoch, with a mechanism of controlling it using the price of
a burn transaction. Simulating rudimentary economic decision model of the nodes, by assigning a
budget and allowing the nodes to participate in transaction burning, but penalising them for going
overboard.

The results of the simulator show us that this model has potential and, just like Bitcoin layer,

stabilises at producing a block every 600 seconds. As only a minuscule amount of hashing is simulated,
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the network’s computational power requirements and usage drop significantly. The nodes within the
network still have to be powerful enough to run the sub-layer pseudo-random number generation
solution. This means that the devices could be downscaled to devices that consume a minuscule

amount of power while idling and under load.

4. CONCLUSION

In this thesis, we set out to investigate whether we could use interoperability between less
common consensus algorithms, specifically Proof of Burn, to reduce energy demands of blockchain
consensus mechanisms without compromising decentralisation.

1. We analysed Proof of Work, Proof of Stake and Proof of Burn algorithms in real-world sys-
tems, namely Bitcoin, Ethereum and Slimcoin, focusing on environmental impact, scalability and
decentralisation. This analysis helped identify potential improvements and informed the simulator
design.

2. A scalable, event-driven blockchain simulator was developed, supporting multiple consensus
algorithms, pseudo-random number generation and detailed data export. Over 40GB of simulation
data was generated across all simulator runs.

3. The simulation methodology and scenarios were clearly defined, with expected outcomes
grounded in real-world behaviour. Aligning Proof of Work-based simulation with real Bitcoin data
confirmed the simulator’s validity.

4. Several scenarios were tested, including:

+ Pure Proof of Work (Bitcoin style)

Hybrid Proof of Work / Proof of Burn (SlimCoin style)

Unbounded Proof of Burn, without Proof of Work fallback

+ A novel price-controlled Proof of Burn mechanism
The results have shown that the price-controlled Proof of Burn mechanism is feasible and

energy-efficient alternative to Proof of Work, with a possible gradual adoption path.
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4.1. Limitations

The following points are critical to the interpretation of this research. Omitting them may lead

to conclusions that overlook key assumptions made during the study:

1. While we assume a secure and decentralised pseudo-random number generation system to be
available (e.g. drand), a thorough verification of its implementation in the context of Proof of Burn
has not been performed and remains a future research area.

2. Full economic modelling of the burn transaction pricing was outside the scope of this thesis.
However, as it is an essential component of Proof of Burn systems, further research is necessary
to determine whether burn pricing mechanisms can reliably balance network incentives. Any
implementation of Proof of Burn would have to have some semblance of balance between these
aspects, as burn transactions are inherently tied with the pricing — if power is fixed, the price is
controlled by the consensus layer; if the market determines the price, the power is controlled by the

amount spent.
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