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1. General Characteristic of the Dissertation

Topicality of the problem Computer systems are interconnected and
distributed in respect of each other. Requireméntshe computer security
increase because organisations highly depend andbmputer network. The
number of potential threats increases because ef dbmputer system
integration more potential intruders get accessther systems. The computer
system security increase does not allow reachirgl teecurity, therefore
widening of the computer system security attituchel atriving for system
functioning despite of possible attacks are needed.

In order to achieve a higher computer system sgciine evaluation of all
influencing aspects is needed because the compystem is as secure as its
weakest element is. The computer system securitjeltiog allows evaluating
the system in the design phase or forecasting bgalranges. The computer
system security comprises security descriptionstad influence on the
system, security mechanisms, ability to evaluageléfiel of the system security
and possible changes.

The prosperity of the organisation or individuapededs on the computer
system provided services. The number of everydayices provided by the
computer system increases constantly: tax paynpdaibning, telephony, etc.
The more valuable the computer system providingiatservices becomes, the
more serious threat arises to its security. Theoiamce of the computer
system security increased drastically over the tistade, and it increases
further.

Aim and tasks of the worlare to create principles of the incident tolerant
computer system security evaluation, to examine ghevivability of the
modelled computer system examining its dependenne thtee security
mechanism strength using the composed model.

The tasks for achieving this aim are:

« to analyse the computer system security standadisecurity models;

« to compose the computer system attack classificatibich incorporates
all the main features of the attack;

« to model typical threats to the computer systemgugraph theory;

* to perform the experimental study on the computgstesn security
incidents;

« to analyse security mechanisms evaluating the ringalbilities;

 to compose a model of the computer system sur\itygbi

* to examine the modelled computer system surviuglidiépendence on the
security mechanism strength.
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Scientific novelty
» The computer system security modelling methodolegg suggested;
» The model for examination of the modelled compsiatem survivability
dependence on the security mechanism strength eation was created;
» The universal computer system attack classificatian suggested.

Methodology of researclincludes the usage of analytical and probability
methods. Graph theory was used to model typicatlast

Experiments were performed with the aim to study skcurity incident
distribution and the security mechanism featurepeiment results were used
in further modelling.

Stochastic Activity Network formalism was used fbe computer system
security modelling. To realise a model and caleulabdelling results, Mobius
software package was used.

Practical value. The suggested computer system security simulation
model, with collected additional empirical datatbe computer system design
can be used to compare different computer systesigme to evaluate the
efficiency of possible computer system modificatiaand to forecast possible
security incidents. The computer system securiguation software can be
produced using the suggested computer system gemodelling methodology
after the collection and verification of a largemmber of the statistical security
incident data.

The suggested universal computer system attacksifitagion and
numerical incident severity evaluation have wideplapation abilities for
incident correlation and analysis.

Defended propositions

» The methodology of the computer system securitjuatimsn modelling.

« The computer system attack classification and nigaleincident severity
evaluation.

« The experimental statistical data analysis resoftssecurity incidents
affecting different computer systems.

 The results of the computer system security sirarat

The scope of the scientific workThe scientific work consists of the
general characteristic of the dissertation, 4 araptconclusions, list of tables,
list of pictures, list of abbreviations, list otdrature and list of publications.
The total scope of the dissertation is 125 pagégidtures, 17 tables and 198
references.
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2. Modelling of Computer System Security

2.1. The Study of Security Models of the Computer y&tem and the
Information Protection Means

Security standards and models describe the compyséem security and
define aims in securing the system. Security modedsuseful when modelling
the impact on the system and permits binding ofntbelelled computer system
states with a real operational computer systerordier to do that description of
a real computer system, the policy definition follsnaresented by the security
model is needed.

It is necessary to define computer system bourslaaie the security
perimeter with gathered most valuable elementsiaiodmation.

An attack is realisation of the threat, the harnafttion aiming to find and
exploit the system vulnerability. A successful eltacauses intrusion.
Vulnerability is some poor characteristic of thesteyn establishing conditions
for the threat to arise. The computer system iscééfd by the active element — a
subject (a user or a process) that initiates treryqéor the object (resource)
access and usage. The access is interaction betheeubject and the object
during which they exchange information. An incidennsists of the attack and
the response of the computer system to it. An lattan fail to achieve the
intended objective for some reasons, but even tihere exists possibility that
the system becomes more vulnerable.

There are three main types of threats arisingecstfstem: confidentiality,
integrity and availability (or Denial of Servicélhe threat to policy violation
must be also considered.

Security evaluation standards describing securdemsysrequirements
evolved from Trusted Computer System Evaluationteisa TCSEC to
Common Criteria CC. The first laid the foundatiomdathe second is widely
used nowadays.

The documentation and system design managemedtisssed mostly in
Common Criteria and consists of the security peofihd evaluation. Secure
products and computer systems are classified @w&Engn Evaluation Assurance
Levels.

Security models (formal security policy definitignsan be grouped into
access control (confidentiality), integrity and [@nof Service. In order to
compose a model addressing all threats these msigeldd be combined.

Composing the universal, all computer system sbcufeatures
incorporating model is too complicated, that is whys effective to use the
model where separate features are modelled usifegetit models.



Threat realisations can be modelled using grapbryhevith the non-
formal security policy defined. The computer systmurity level dependence
on the incident severity and security mechanisnength modelling using
stochastic formal methods can be performed afteeath and security
mechanism research.

The total computer system security can not be sebieeven with all
security requirement compliance defined in secupplicy and formally
analysed using security models. Because of thatsthgivability paradigm
should be used in evaluating the security of thepmaer system tolerant to the
possible security violations.

2.2. The Study of Threats to the Computer System

Knowledge of the impact on the computer systensseetial for security
modelling. Only malicious impact is consideredsitaused by attacks — threat
realisations. The analysis of computer system attack classificati and
taxonomies was performed. Finding a widely usedrensal computer attack
classification with severity evaluation was not cegsful, so the universal
computer system attack classification, which inel@ll features of the attack,
was composed using known classifications.

Attack severity numerical values are essential foodelling. Using
numbers, which represent the attack, it is possiblegroup, generate and
compare attacks as well as their distributions iffexnt computer systems.
The method to group incidents according to compeasttk classification was
suggested.

The composed computer system attack classificaitobbased on the
known attack classification analysis and includeattack specific features and
is suitable for experiment data classification.

Computer system attacks are classified according to
. the objective;

. the effect type;

. the ISO/OSI model layer;

. the type of the operating system;
. the location of the attack subject;
. the type of the object location;

. the service attacked,;

. the attack concentration;

. the feedback;

10. the attack execution initial conditions;
11. the impact type;

12. the attack automation;
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13. the attack source;
14. the connection quantity.

Objective achievement is most important for thacker (1), therefore the
attack severity numerical evaluation is based oflie effect type (2) most
depends on the intruder’'s objective as well asstiigect and object location.
ISO/OSI model can characterise all computer sygteroesses. The application
layer (3.7) is most popular because of its potéttiand complexity to perform
attacks. There is a variety of operating systemsi®$e global network,
specific OS families have common vulnerabilitiesichhattract OS specific (4)
attacks. Location of the attack subject (5) affeitte effect type and the
probability of attack object achievements. Atta@chnology and possible
threats are affected by the type of object locaf@nand attacked service (7).
The attack can be concentrated (8) in one packelttlzen the attack is called
atomic or can be fragmented to several packetsildae# (9) is not necessary
for all attacks, e.g. sniffing. In order to avoidtélction or for better efficiency
on the system attackers can choose different lirétt@cution conditions (10),
the impact type (11) or automation level. Accordinghe attack objective and
the effect type the number of attack sources (18) @nnection quantity (14)
may differ.

Technology evolution will uncover new attacks anewnaspects. The
suggested classification is open for expansion. Méect types (2), operating
systems (4), object locations (6) and services gi® most possible. The
suggested classification is expandable.

The computer system security modelling needs a rinadattack severity
evaluation. It is rational to use the 5 level ditaeverity numerical evaluation
based on the attack objective.

Evaluation of threat topicality using the suggestethputer system attack
classification is also possible.

Attacks usually are targeted to reach same or airoljectives and can be
grouped into typical threat realisations. Typicdlrett realisations were
evaluated using the composed attack classificatldypothetical network
topology was designed and modelled using graplsdar to evaluate topology
changes caused by the typical attacks.

There are such typical threat realisations with wmm features: network
traffic analysis, replacement of trusted subjectobject in the distributed
computer system, injection of the false object amdising the Denial of
Service.

The computer system graph model provides the pidipresent computer
system attack mechanisms in the visual and effisigry. Channel and network



OSI model layers are presented in a graph moder dayer presentations are
ineffective.

The security incident statistical data were co#édctin the public
institution, home network and academic organisatiData were analysed,
classified and compared.

When the computer system security incident numpesvaluated among
the research time other computer system parametech, as the amount of
users, incident source bandwidth, must be takem amtcount. The average
incident numbernNC,;4 is lower when investments and attention paid ® th
system security are higher.

After the security incident statistical analysisviis found that the number
of most severe incidents is the least (Fig 1.).€@ts to confidentiality and
availability are targeted most; security policy @eEment and management
require special attention.

The largest part of attacks was performed using, T#Psmallest — UDP.

The amount of incidents where ICMP is used is tlyhdst because of
policy violation and DoS attack automation.
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Fig 1. Incident distribution in different network typeganisations, according to: a)
incident severity level and b) threat realisation

Confidentiality
Availability

2.3. The Study of Information Security Means Efficency in the
Computer System

Information security assurance means were cladsiied analysed.
Analysis showed the security mechanism installagaority. In the computer
system design phase the aspects of using secutecpisy secure design
principles and cryptography mechanisms must beesddd.

In order to assure optimal security level in thenpater system the
combination of all security mechanisms must be umed security must be
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already addressed in the design phase. There ate means to secure the
network:

« Information protection equipment (RAID, UPS andesjh

» Secure network operating systems;

* Antiviral systems;

* Firewalls;

« Software and hardware network traffic scramblerd sacure network

cryptoprotocols;

» Advanced access control;

« Intrusion detection and prevention systems;

« Security analysis tools;

 Strong authentication and identification systems;

» Organisational means.

Securing the computer system without the secunafignared properly and
updated according to the manufacturer requiremeisyork operating system
is impossible. Virus occurrence probability is thgghest, so the next step
should be antiviral system implementation. Firevimlhecessary and effective
mean to secure the network perimeter. Networkitrafframblers are necessary
to transmit data through the insecure media. Thearamkd access control is
effective at preventing insider threats by precisénition and limitations to the
user or a group. Intrusion Detection Systems detdaision targeted attacks,
and IPSes are able to block them. The securityyaisakool does security
evaluation and vulnerability discovery. Strong auitication and identification
system using certificates or biometric means areensecure than passwords.
The computer system security is usually considéselde a technical problem,
but the attitude must change in order for secutitybe an organisational
problem, only then maximal security can be achiev€dmputer system
security is considered to be an organisational [proband security policy is
prepared, threat analysis performed and all sgcumiéchanisms needed in
order to implement security policy are installed.

The attention to the secure mechanism positioningtnbe paid when
designing the computer system. OSI applicationrlayehe most suitable for
security mechanism deployment, but in that casg tre dependent on the
services provided. Channel, network and transpyerl security mechanisms
do not depend on services provided. Transport lageurity mechanisms are
most effective at securing information transitidmough insecure media, and
channel ones securing access.

The study showed that at present there is no waleand effective
security assuring the computer system design. Riftesecure system designs
are incompatible: 1SO 9478-2 is based on OSI modetl addresses
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communication security, SDNS suggests the designpantocols additional to
TCP/IP protocol stack and ECMA addresses securitythie distributed
computer systems.

Part of the researchers considers the threat mamadeand antiviral
system to be unable to use the present-day secstatydards because they
emerged as the Internet itself without the plan adeninistration. Secure
network design expectations are bounded with the prejects (Internet-2) and
new protocols (e.g.: IPv6) implementation in thebgll network.

The intrusion Detection System Snort with initi@infiguration correctly
detects more than 70 % of all incidents. The largest of false positives was
detected when ICMP was used (43 %). BASE front amd found most
suitable for the incident analysis.

Checkpoint NGX firewall restrained 64 % of all idents, application
gateway component was most effective at blockinyise (WEB, SMTP,
others) targeted incidents, because of that TCRIént restraint was most
effective (90 %). Most severe incidents were blackaost efficiently (92 %).
Defence from threat to confidentiality was best @)/ (Fig 2.).

800004

1 — Confidentiality
mNotstopped 2 — Integrity,
@ Stopped 3 — Availability (DoS),
4 — Policy.

400001

100001

1 2 3 4

Number of incidents

Fig 2. Firewall efficiency dependence on the treat ratitis

2.4. Computer System Security Evaluation

The computer system modelling is valuable wherctmaputer systems in
the design phase are evaluated or the forecastintpeo computer system
parameter change influence on its security is peréal.

Set, graph and probability theories can be usetbstribing the computer
system.

Computer system security can be evaluated prociiyguesconomically
and using statistical characteristics. Statistisaturity evaluation is most
suitable for the modelling.
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Survivability is the computer system ability to istsattacks and to keep
functioning at some level after the incident. Thiage that, the system reaction
to and evaluation of occurring incidents are neetledetect incidents, resist to
attacks, and keep functionality if compromised. Themputer system
survivability comprises such areas as reliabilisgcurity and interference
resistance. A new state of the computer system #iféeincidents, in common
case, is compromised, and the system functionsaaitd to be restored to full
functionality. Survivability can be computed foregy computer system service.
If service does not change, then the survivabilitiue is equal to 1, if service is
stopped, then it equals to 0, other values arehliséd between them.

The computer system is a distributed computer nétwoth boundaries
defined. The computer system provides serkie@th some operational grade
defined by the system statg€S}: normal 6&=1), attacked $2), compromised
(s=3), recoverable s£4) and non-functionalsE€5). The service operational
grade in a specific system state and the numbstatés depend on the system
analysed. The initial state of the computer systenmormal (=1). The security
of the computer system is assured by using secorégghanisms, which are
defined by their strengtm. In this casem is linearly associated with the cost
C(m). The computer system security mechanism €gsi) varies from 0, when
no security mechanisms are used, to 100, wherhalbgst possible security
mechanisms are used.

It is likely that a system with correct configumti and resistant design
will not be impacted by less severe incidents, altfh defence mechanisms
will not be used. Correct configuration is minimegsigned according to the
creator recommendations and updated minimal semaddlection, needed for
the systems mission. The inter incident time isegally longer than a month
and recovery time is a lot shorter, so it is likéhat the system before the next
serious incident will be in the normal initial gat=1. The computer system
design resistance is defined by the parametess:zs, y1 and ys. These
parameters are the functions depending on the cfiesistics of an incideng)
and the systens)

Incident arrival is a stochastic point processidents arrive at random
moments of timet, and incident typg[1{j} is the incident parameter, and
incident probability isP(j). Incidents occur at every random ratevhich obeys
the Poisson distribution. The Poisson distributieas chosen because of its
simplicity and modelling ability; despite attack tivation relationships with
political or technical issues, the occurrence ofidants is approximately
Poisson. The incident type describes the sevefityoident and probability that
there are several incidents at the same time. éntics most severe when its
typej=1 and least severe wh@nb.
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The computer system state transitions happen with ®gic: probability
of getting to a much worse state is lower thanimggtto a slightly worse state,
probability of staying normal is higher if the ideint is less severe and the
security mechanisms are stronger, and the systeshend up in some state.

Statistical data show that the mean time to failljierr is much longer
than the system recovery tinig: (Tyre=>Tr), therefore that we can consider
that the initial state of the system is always rarfi=1). When incident
occurs, the next state of the system can be onefol¢ system state spacs {
but because of the resistive computer system detfignprobability that the
computer system stays in the normal stdfielpafter the incident is higher.

Stochastic characteristics of the computer systecurty depend on the
system event times, time spent in each system atakt¢he service level in each
state (Fig 3.). The computer system is brought praduction at timet=t.1)
and is affected by some incideintt timet;,; It is possible that after some
impact periodT;,;, which depends on the computer system respongbeto
attack, the system state change will occui:aiand that will possibly cause a
failure at timet; and bring the system to non-functional state5]. After some
recovery periodl,;, which depends on the fault discovery time andsystem
repair time, the computer system will be recovdmethe fully functional state.
These events will occur repeatedly and usage ofybtem will end at timégy,.
Ta is the time during which simulation is performedthe computer system
security model.

Modelling results show that the computer systerh vt proper initial
configuration and secure design will not be affdchy mild incidents even
without additional security mechanisms.

Tai
Tﬂ Trl

TSCI
TmCI Tlml

t

»
P

toi tinci teci b i ta

Fig 3. Computer system events that impact on the compspstem security
characteristics

Survivability dependence on the conditional segumiechanism strength
was found using the composed model. Dependenceesushow that
survivability is better if attacks are less seveaed in the beginning the
dependence is stronger. Maximal survivability,3s more dependent on the
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security mechanism strength and is best to evaludtmogeneous system, and
the system survivabilit$— a complex one.

Fig 4. Computer system security simulation model

Let us model a computer system, which has two atiores to outer
systems: Internetdl) and IntranetJ?2), and provides three services: windows
sharing k1), SMTP k2) and HTTP k3) (Fig 4.). These all three services are
used by some human resource planning applicatibasd attack severity and
service attack probabilities were aggregated frdra global sources and
experiments, and adapted to the modelled system.
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Fig 5. Survivability characteristics: a) maxim&l., b) minimal S,;, and c) the
system survivability(s)

Incidents occur faster from the Intrandfl)(than from the InternetJ®)
because some security measures are implementeldebgrovider. Generated
incidents by “type_ 2" and “type_1" activities, wiippropriate types at the set
rate arrive to the system via places “j_1" and "j_ 2S1 and PS2 decide which
service is attacked. Activities “S_ch_1" and “S_2h choose the attacked
service at the rate equal to the fastest incideatiwence rate and output gates
transfer attack typgto the specific servickl, k2 or k3. The initialisation unit
“init” assures that services are recovered to tbemal states=1 before the
incident enters the system. Architecture parametefiing the initial service
strength £, 73, y1 andys) are the same for all services. Service weiglikg as
well as levels at which servideis provided in different system stateés,k)
differ. Maximal survivabilityS,.x characteristics for all the services (Fig 5. a),
and the common maximal survivabiliS..., representing the probability that
all the services will be in the normal statel, were calculated. Minimal
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survivability S, characteristics for all the services (Fig 5. lo)Jd ane common,
presenting the probability that all the servicell & provided at some states,
except non-functional, were calculated. Then thevigability of all the
services, according to the levels that serviceigesvin the specific state, was
calculated and one value common to the whole systemivability §(s)
(Fig 5. c¢) was found.

As it is seen from the graphs (Fig 5.) the surviligbcurves have similar
shapes to the basic computer system simulation.oBesause of more
distributed incident types they are more flat. Camm survivability
characteristicSSua and S have lower values because they represent the
worst case in the system. The system survivab8{g) has average values,
which depend on the state in which the services lsawived and their weight.

3. General Conclusions

1. The suggested computer system attack classificagosuitable for
experimental data classification and is intendethtorporate every feature of
the attack. The suggested classification is operxfpansion when technology
evolution will uncover new attacks and new aspedsew effect types,
operating systems, object locations and services rapst possible. The
computer system attack severity numerical evaloatiweeded for security
modelling, is possible using suggested attack ifleason according to the
objective. Evaluation of threat topicality is algossible. The computer system
graph model provides the ability to present compsystem attack mechanisms
in the visual and efficient way.

2. When the computer system security incident numbervaluated over
the research time, other computer system paramsteds as the amount of
users and the incident source bandwidth must bentakto account. The
analysis of the security incidents at three différ@rganization networks
showed that the average incident numiNg,;4 is lower when investments and
attention paid to the systems security are highfter the deeper analysis it
was found that: the number of most severe incidentthe least; threats to
confidentiality and availability are targeted mosthe security policy
enforcement and management require special attenti® largest part of
attacks were performed using TCP, the smallest P;iBe amount of incidents
where ICMP is used is the highest because of peficlation and DoS attack
automation.

3. In order to assure an optimal security level in ¢benputer system the
combination of all security mechanisms must be used security must be
already addressed in the design phase. The magwmngbuter system security

17



level can be achieved only when security is comsiléo be an organisational
problem and threat analysis performed, securityicpols prepared and all
security mechanisms needed in order to implemeantrig policy are installed.

OSI| application layer is the most suitable for tkecurity mechanism

deployment. Transport layer security mechanismsrarst effective at securing
information transition through insecure media, am@&nnel ones at securing
access.

4. The intrusion detection system Snort with initiahfiguration correctly
detects more than 70 % of all incidents. The largest of false positives was
detected when ICMP was used (43 %). BASE front amd found most
suitable for incident analysis.

5. Checkpoint NGX firewall restrained 64 % of all idents, application
gateway component was most effective at blockinyise (WEB, SMTP,
others) targeted incidents, therefore the TCP emtidrestraint was most
effective (90 %). Most severe incidents were blackaost efficiently (92 %).
Defence from threat to confidentiality was best ¢8).

6. The computer system security can be evaluated guoaly,
economically and using statistical characterist®tatistical security evaluation
is most suitable for modelling. The suggested nubthlagy of the computer
system security evaluation consists of the impaectyais, the system model
construction, the simulation using SAN model ande tlsurvivability
characteristics’ analysis. Modelling results shtvattthe computer system with
a proper initial configuration and secure desighi not be affected by mild
incidents even without additional security mechansis

7. The survivability dependence on the conditioseturity mechanism
strength was found using the composed model. Degperedcurves show that
the survivability is better if attacks are lessesey and in the beginning the
dependence is stronger. The maximal survivabilify & more dependent on
the security mechanism strength and is best tauatela homogeneous system,
and the system survivabiliy— a complex one.
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KOMPIUTERI U SISTEMU SAUGUMO MODELIAVIMAS

Mokslo problemos aktualumasSiy dieny kompiuteri; sistemos yra
sujungtos tarpusavyje ir vienos kitatzvilgiu yra nutolusios. Reikalavimai
saugumui didja, nes organizacijos yra labai priklausomos nuo/osa
kompiuteri; tinklo. Kompiuteriy sisteny paZeidZziamumas savo ruoZtu taip pat
neiSvengiamai diga, nes dl sistemy apjungimo daugiau potenciali
isibroweliy turi kity sistemy pasiekim. Patirtis rodo, kad kompiuterisistemos
saugumo didinimas negali pilnai uZztikrinti nepazé&anumo, todl batina
prapksti poziiri i kompiuteriy sistemos saugugrir siekti, kad sistema iSlilgt
darbinga nepaisant galinatak;.

Siekiant didesnio kompiuteyi sistemy saugumo tenkajvertinti visus
galircius ja itakoti aspektus, nes sistema yra saugi tiek, kieksaugus jos
silpniausias elementas. Kompiutersistemos saugumo modeliavimas leidzia
vertinti dar kuriam sistema ar prognozuoti galimus saugumo poks.
Kompiutery sistemos saugumas susideda i§ saugumo apraSymaniioes
poveikio sistemai, saugumo uZztikrinimo priemonir gekjimo jvertinti
saugumo lyg bei jo pokyius.

Nuo kompiuten sisteny atliekamy funkciju yra priklausoma konkugos
organizacijos ar individo gerév Vis daugiauivairiy iprasty operaciy ir
paslaug patikima kompiuteri sistemoms, pvz.: abonentiniai mokies
planavimas, telefonija ir kt. Kuo sistemal teikiamy kritiniy paslaug, tampa
vertinges®, tuo didesad grésme kyla jos saugumui. Pasijir deSimtmejt
kompiuteriy sistery saugumo svarba Zenkliai iSaugo ir dfimasis
nepaliaujamai diga.

Darbo _tikslas ir _uzdaviniai — sukurti kompiuterj sisteny saugumo
ivertinimo principus, besiremigius tolerancija kylantiems incidentams,
naudojant sudaryt mode] iStirti modeliuojamos kompiuteri sistemos
iSliekamumo priklausomybnuo apsaugos mechanigrstiprumo.

UZdaviniai Siam tikslui pasiekti:

* ISanalizuoti kompiutetj sisteny saugum reglamentuojatius standartus

ir saugumo modelius;

» Sudaryti atalf klasifikacija apimartia visus pagrindinius atakos
kompiuteriy sistemai bruozus;

e Modeliuoti tipines gésmes kompiuteni sistemai, naudojant graf

teorija;

» Eksperimentiskai istirti skirtingkompiuteri sisteny incidentus;
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« [Sanalizuoti apsaugos mechanizmus, vertinant fnodeliavimo
galimybes;

» Sudaryti kompiuterj sistemos iSliekamumo model

« IStirti kompiuteriy sistemos iSliekamumo priklausongylmuo apsaugos
mechanizm stiprumo.

Mokslinis naujumas

 Sudaryta kompiuteyisistemos saugumo modeliavimo metodika.

« Sudarytas modelis leidZiantisertinti kompiuten; sistemos saugumo
priklausomyla nuo apsaugos mechanigstiprumo.

« Pasillyta universali atak kompiuteri; sistemai klasifikacija.

Tyrimyg _metodika apima analitini ir tikimybiniu metody naudojim.
Tipiniy ataky realizaciji tyrimui buvo naudota grafteorija.

EksperimentiSkai tirtas saugumo incidenpasiskirstymas ir apsaugos
mechanizmm savyles. Eksperiment rezultatai panaudoti tolesniame
modeliavime.

Kompiutery sistemos saugumo modeliavimui naudotas stochastini
veiklos tinkhy SAN formalizmas. Modelio realizavimui ir modeliaw
rezultat; skatiavimui naudotas Mobius programinis paketas.

Praktiné vert. Pasilytas kompiuteni sistemos saugumo modelis surinkus
papildomus empirinius duomenis apie kompiutesistemos architeita gali
buti naudojamas kelioms galimoms kompiuterisistemos architeitos
realizacijoms palyginti, veikiafios kompiutenj sistemos galinp modifikavimy
efektyvumui jvertinti ir galimiems saugumo pazeidimams progndizuo
Surinkus ir patikrinus didegnkiekj statistikos apie incidentugvairioms
kompiuteriy sistemoms, pagal apragytmetodiky baty galima sukurti
kompiuteriy sistemos saugunvertinartia programig jrangy. Tai kity vertinga
kuriant, atnaujinant ar vertinant kompiutgrisistem. Pasilyta atak;
klasifikacija ir atakos sunkumgvertinimas skaitine verte turi plapritaikyma
incident; koreliacijai ir analizei.

Ginamieji teiginiai

« Kompiuteriy sistemos saugunigertinimo modeliavimo metodika;

» Ataky kompiuteriy sistemai klasifikacija ir incidentsunkumo skaitinis
ivertinimas;

» Eksperimento metu surinkti ir apdoroti statistiniduomenys apie
saugumo incidentus, tenkans skirtingoms kompiuteyisistemoms;

« Kompiutery sistemos saugumo modeliavimo rezultatai.
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Darbo _apimtis. Darls sudaro bendra darbo charakteristika, 4 skyriai,
iSvados, iliustracij sarasas, lenteli saraSas, santrungpsaraSas, simbali ir
kintamyju saraSas, literatros grasas ir publikacij saraSas. Disertacijos teksto
apimtis — 125 puslapiai, 44 iliustracijos, 17 ldinteir 198 bibliografiniai
Saltiniai.

Pirmajame skyriuje pateikta tirsaugum apraSatiu standani ir saugumo
modeliy analiz leido suformuoti darbo uzdavinius.

Antrajame skyriuje, jvertinant poveik buvo suklasifikuos atakos,
naudojant graf teorija analizuotos tipiés atakos, surinkta ir apdorota saugumo
incident; statistika.

Treciajame skyriuje tirtos egzistuojéins kompiuten, sistemy apsaugos
priemores bei saugios architakbs. Eksperimentiskai tirtas naudaaugumo
mechanizm efektyvumas.

Ketvirtajame skyriuje naudojant gautus rezultatusvd atliekamas
kompiuteriy sistemos saugumavertinimas. Kaip parod atlikta analiz
absoliutus kompiuteyisistemos saugumasraimanomas, kompiuteyisistema
turi dirbti toleruodama saugumo paZzeidimus, ¢todaugumo jvertinimui
labiausiai tinkama yra statistinSliekamumo charakteristika. Parinkus tinkam
formaly metod, buvo atliktas kompiuteyisistemos iSliekamumo modeliavimas.

Galutines iSvados

1.Darbe padilyta kompiuteriy sistemos atak klasifikacija tinka
eksperimentini duomenm klasifikavimui. Ja siekiama apimti visus kompiuter
sistemos atakaiddingus bruozus. Klasifikacija galith lengvai pl€iama ir
leidziajvertinti naujus atak bruozus, kurie atsiras ateityje. Labiausiattiikas
naup poveikio tipy, naup operacini sisteny, objekto aplink ir paslaug
atsiradimas. Kompiutari sistemos saugumo modeliavimui reikalingtaky
sunkumo jvertinima galima atlikti naudojantis pasyta atak klasifikacija
pagal poveikio tikgl. Taip pat galimajvertinti, kuri gesmé kompiuteriy
sistemos saugumui yra aktualiausia. Grédorija modeliuojant kompiuteri
sistemy galima vaizdziai ir efektyviai atvaizduoti ir afmloti atak
mechanizmus.

2.Vertinant incident skatiy, tenkant kompiuteriy sistemai, tikslinga
ivertinti ne tik tyrimo laik, bet ir kitus kompiutet sistemos parametrus:
vartotojy skatiy bei rySio kanalo su incidentSaltiniu pralaid. ISanalizavus
incidentus, tenkafius triju skirtingy organizaciy kompiuteriy tinklams,
pastebta, kad vidutinis incidemtskatius INC,;q yra tuo mazesnis, kuo didesnis
démesys ir investicijos, skiriamos kompiutgrsistemos apsaugai. Tolésn
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incidenyy analiz paro@, kad sunkiausi incident; kiekis yra maZiausias;
daugiausia siekiama realizuoti égmes, kylatias konfidencialumui ir
pateikiamumui; daugiausia skirtingtaky vyksta TCP protokolu, maZiausia —
UDP protokolu; ICMP protokolu vykstan incidenty kiekis yra didelis,
kadangi, siekiant apeiti saugumo politikr sukelti atsisakymp aptarnauti,
paplitt automatizuotos atakos.

3.Norimo lygio saugumo uZztikrinimas kompiutersistemoje galimas tik
idiegus vig apsaugos priemoni kompleks ir jau sistemos dimo metu
ivertinant jos funkcionavimo niuansus, susijusiussswgumu. ISanalizavus
egzistuojatias kompiutemy sistery apsaugos priemones pastabh kad
maksimalus saugumo lygis galiutb pasiekiamas tik tada, kai saugumas
laikomas organizacine problema ir imamasi orgamzagriemoniy: atliekama
grésmiy analiz, sudaroma saugumo politikajdiegiami visi saugumo politikos
igyvendinimui reikalingi saugumo mechanizmai. Saugummechanizmus
iSdestyti daugiausia galimyhiyra programiniame OSI lygmenyje. Transporto
lygmenyje saugumo mechanizmai efektyviausi apsadumdormacijos sraut
per nesaugiterp:, 0 kanalo lygmenyje — apsaugant prieig

4. Ataky atpazinimo sistemos ,Snort” tyrimas paépdad ji, naudodama
pradire konfigturacija, teisingai atpaita daugiau nei 70 % wisincidenty.
Daugiausia neteisimgatpazininy buvo al incidenty, vykusiy ICMP protokolu
(43 %). IS tirty grafiniy aplinky incidenty analizei tinkamiausia yra ,BASE"
aplinka.

5.Naudotas ,Checkpoint NGX" tarpsegmentinis ekranakik: 64 %
visy incident;. Efektyviausias buvo programinio lygmens tarpirstiuzo
komponentas, blokag incidentus, nukreiptug Ziniatinklio, SMTP ar kitas
konkretias tinklo paslaugas, ¢l to TCP protokolu vykusi incident
sulaikymas buvo geriausias (90 %). Tirtas TE sumdiizs incidentus blokavo
efektyviausiai (92 %). Siuo atveju apsauga nusmis konfidencialumui buvo
geriausia (87 %).

6.Kompiutery  sisteny saugum galima vertinti  procewtiSkai,
ekonominiu poiiriu ar pagal y statistines charakteristikas. Modeliavimui
tinkamiausias yra statistinigvertinimas. Paslyta kompiuten sistermy
saugumajvertinimo metodika susideda i$ poveikio angizsistemos modelio
sudarymo, modeliavimo naudojant SAN madet gauty iSliekamumo
charakteristily analizs. Modeliavimo metu gauti rezultatai rodo, kaditgjes
pradires konfigiracijos ir atsparios architakbs sistemos lengvi incidentai
nepaveiks net tada, jei ji netsrapsaugos mechanigm

7.Pagal pasilyta saugumo jvertinimo metodik gauta iSliekamumo
priklausomyld nuo apsaugos mechanigrstiprumo, kuris nurodomaslggine
ju kaina. 18 kompiuteti sistemos iSliekamumo priklausondgh matyti, kad

23



iSliekamumas tuo geresnis, kuo lenguyssratakos. Apsaugos mechanigm
kainai dictjant iSliekamumas pradZioje auga sf@u. Maksimalus
iSliekamumasl ., labiausiai priklauso nuo apsaugos mechanizminos ir

tinka vertinti vienaly¢ sistem, o sistemos iSliekamumas- suatinga sistem.
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