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CHAPTER 7

Bots, Trolls, Elves, and the Information War
in Lithuania: Theoretical Considerations
and Practical Problems

Asta Zelenkauskaite

Recently, the media sphere has been found to be regularly flooded with
misinformation and disinformation.! Some scholars refer to such
outbreaks as infodemics (Bruns et al., 2020). Clearly, we are at a point
where we must challenge the assumption of online spaces as emblematic
of democratic ideals where participation is assumed to solely foster healthy

! Misinformation refers to information that is factually inaccurate, i.e. “misleading infor-
mation created or disseminated without manipulative or malicious intent” (UNESCO,
2018). Misinformation is often accompanied by disinformation—where individuals, groups,
and organizations deliberately aim to create confusion and discord. Disinformation is defined
by “deliberate (often orchestrated) attempts to confuse or manipulate” (UNESCO, 2018).
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debate in an authentic marketplace of ideas. Prominent in this subverted
media arena are bots, inauthentic participants in the exchange of informa-
tion, and trolls, the “Ghostwriters,” flamethrowers of the Internet,
whether automated or not. This problem is felt acutely in Lithuania where
there are fears that a Russian information war could turn into real war or
other political disruption. It is critical to uncover how these inflamed
efforts are manifested through various forms of computational propa-
ganda, as argued by scholars like Woolley and Howard (2018).

Therefore, it is imperative to understand the process of this media
manipulation. This chapter argues that we will have to adapt our theories
and methodologies in order to most effectively do so by linking the theo-
retical groundings of mass media influence to the concept of information
warfare (Cronin & Crawford, 1999), where social media chaos can warp
civic participation (Zelenkauskaite, 2022).

INFORMATION WAR IN LITHUANIA

Russia, since the collapse of the Soviet Union, stands as the adversary in an
information war with the Baltic states (e.g., see Orenstein, 2019), where
Russian disinformation and propaganda can be equated to the use of soft
power (Simons, 2015). In the Baltic states, inauthentic participation in
online spaces has been a particularly pressing manifestation of such power.
Such inauthentic participation online—recently emerged through what is
known as Russian trolling—has been attributed to Russia’s attempts to
provoke political instability, including forms of cyber coercion ranging
from the hacking of online infrastructure to bot-driven social media posts
(see, e.g., Valeriano et al., 2018) to online comments on news portals (see
e.g., Zelenkauskaite & Niezgoda, 2017). In Lithuanian news portal com-
ments, a segment of users was found to be masking their IP addresses
when posting to appear anonymous. Similarly, the posting frequency of
these users indicate either an unusually active dedication to online com-
menting or automated processing (Zelenkauskaite & Balduccini, 2017).

These findings can be contextualized globally as well. Russian trolling
was evident during the 2016 US presidential election; study of the cam-
paign also found that one-fifth of all tweets associated with the Democratic
and Republican candidates were produced by nonhuman actors or bots
(Bessi & Ferrara, 2016). This showcases how automated human and
nonhuman efforts are shaping online platforms and reaching their
readers (Jamieson, 2018).
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Information influence has also been a critical question since the rees-
tablishment of independence in Lithuania, but concerns have been height-
ened in parallel to those on the other side of the Atlantic. While Donald
Trump and Hillary Clinton were vying for the presidency of their country,
Lithuanian news portals published a report on how to recognize Russian
trolls and the topics that they target (Garbaciauskaité-Budriené, 2016).
These efforts were followed by a range of media literacy campaigns and
investigative journalism initiatives by Delfi (Delfi.lt), with names like
“Uncover,” “Lie Detector,” and “Media War and Propaganda”. Delfi also
partnered with researchers and “elves,” citizen disinformation sleuths, to
create Demaskuok (Debunk) to combat Russian disinformation. In the
academic community, a center for media literacy was established between
Vytautas Magnus University and UNESCO in 2019 (VDU, 2021).

As evidenced by articles covering Russian trolling—published, for
example, by Delfi.lt editor-in-chief Monika Garbaciauskaité-Budriené
already in 2016—Russian trolling has been found to systematically appear
in the comments under the stories written by Lithuanian journalists who
typically criticize Russian government. Such trolls particularly mock or
criticize former Lithuanian President Dalia Grybauskaité (who is an avid
critic of Russian military operations and Russian President Vladimir Putin)
or delegitimize Lithuanian military power and the NATO alliance. In
response, Lithuanian “elves” have called out such claims in the same com-
ments by trying to unmask the trolls and counter their claims, as found in
the empirical analysis of news portal comments (Zelenkauskaite &
Niezgoda, 2017). Yet, the Russian trolls were also found to engage in
defense mechanisms through rebuttals, shifting blame to the news portals
or shifting arguments to unrelated sensitive social issues, and thus attempt-
ing to diminish Lithuania’s capacity to be perceived as a truly independent
democratic country.

I refer to these narratives as part of information warfare, but taken at
face value, one might argue that they are an expression of a typical demo-
cratic debate where people merely express their opinions or engage in
activism by genuinely fighting for their ideals in the online public sphere.
However, the manifestation of information warfare becomes more evident
when these spaces are viewed from another perspective. In one systemic
analysis of IP addresses associated with the messages, around half of the
messages were found to originate from Lithuania, with 18% written from
Russia. However, the third largest category (7.9%) of posts were written
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with the intentional masking of their IP addresses (Zelenkauskaite &
Balduccini, 2017). This indicates, that in addition to rhetorical tactics, a
substantial presence of users deliberately choose to mask their IP addresses
in these environments, clouding the nature of discourse. As a result,
orchestrated messages dispatched to discredit are no longer part of the
democratic debate, especially if they are not authentic.

MECHANICS OF INFLUENCE: RISE OF THE BOTS

In 2019, the Lithuanian public broadcaster released a story citing a warn-
ing from the Ministry of Defense that fake news was targeting NATO’s
presence in Lithuania (LRT, 2019). Similarly, on July 30, 2020, The
Guardian revealed that Russia-aligned hackers have been running an anti-
NATO fake news campaign known as “Ghostwriter” since 2017, targeting
Lithuania and Poland specifically (Sabbagh, 2020). Specific sociopolitical
circumstances lend themselves to the exploitation of automation by
authoritarian regimes, and studies of such regimes are filled with examples
whereby online fora are disrupted (e.g., Bedford & Vinatier, 2018;
Dukalskis, 2017; Pearce et al., 2018; Toepfl, 2018). The result of these
tactics by authoritarian regimes is a challenge to content legitimacy and
authenticity (Toepfl & Litvinenko, 2018).

While content creation must be coordinated by human efforts, nonhu-
man aids can become critical in amplifying or fabricating online content.
Bots are a prime example of this challenge. But bots are not inherently
evil; they serve important functions of automation. In the early days of the
Internet, on platforms such as Internet Relay Chat (IRC), they were origi-
nally built to perform various mundane roles such as running statistics and
trivia games. However, users soon started to leverage the automated
power of bots for other purposes. For example, Canavan (2005) summa-
rizes IRC bots’ automated tasks as follows:

e Retrieve basic system information such as the operating system ver-
sion, the computer name, and user information

e Retrieve login names and email addresses

e Retrieve dial-up networking settings, including usernames
and passwords

e Update functionality
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Similarly, on a different online platform, Wikipedia, bots were launched
to systematically clean entries to adhere to standard formatting (see e.g.,
Geiger, 2018). However, these bots were later reprogrammed on IRC to
infiltrate networks and spy on user’s information or request ransoms.
These sets of bots also evolved to infiltrate individual users’ computer net-
works (Canavan, 2005). This shows how bots can be manipulated based
on the needs of the users who create them.

The current landscape of online bots, typically found on social media,
have been transformed into tools to persuade rather than penetrate indi-
vidual computer networks. For example, Twitter bots have evolved to per-
form the following list of tasks online, as described by Daniel and
Millimaggi (2020):

e Search users by keyword, account, ID

e Follow users and classify them based on predefined parameters, such
as user types, trends, and keywords

e Like content, based on predefined parameters, such as user types,
trends, and keywords

e Tweet and mention users and keywords, based on Al-generated con-
tent, fixed-templated

e Take content or cloned-content from other users

e Retweet users and trending content, and mass tweet based on spe-
cific parameters

e Chat to (reply) or chat with other users, use pauses to mimic applica-
tion programming interface (API) or human expectations, store
information for later use.

Machine-learning techniques can allow one to achieve specific content-
based needs, for example, to support programmed Russian trolling
through bots designed to express themselves with the appearance of
authenticity. To achieve sustained authenticity, the programmer of a bot
merely needs to constantly scan user-generated content that is posted and
extract relevant content, be it social media or news portal comments, to
construct authentic-looking content for further dispatch. Similarly, pre-
packaged messages are easily spread by automated means.
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INFLUENCE AS A THEORETICAL CONSIDERATION
AND THE INTERNET

Automating content distribution is still highly dependent on the content
that is already circulating and the mechanics of reaching targeted audi-
ences that would be influenced. As a result, inauthentic participation calls
for the need to revisit theories related to participation and influence online.
Bots illustrate how media influence can be constructed through online
means. In its most basic sense, influence is the capacity to have an effect on
someone. Social influence, specifically, can be defined “as change in a per-
son’s cognition, attitude, or behavior, which has its origin in another per-
son or group” (Raven, 1965, p. 1). There are at least three components
relevant to influence: someone who influences, who they influence, and
how influence takes place.

To understand the mechanics of inauthentic online behaviors, it is criti-
cal to contextualize them in the frameworks of influence. Seminal research
on social influence in pre-online environments and mass media illumi-
nated an interpersonal or a group dynamic (Katz & Lazarsfeld, 1955). In
mass media, social influence is mediated through a two-step flow phenom-
enon (Lazarsfeld, et al., 1944). In this conception, particular people form
a bridge connecting media and the public, and carry influence. An influ-
encer thus becomes defined as someone “who exhibits some combination
of desirable attributes—whether personal attributes like credibility, exper-
tise, or enthusiasm, or network attributes such as connectivity or central-
ity—that allows them to influence a disproportionately large number of
others” (Bakshy et al., 2011, p. 65). As in this definition, personal attri-
butes only function relative to the structural and temporal aspects of media
platforms—what van Dijk (1998) calls the context. Thus, social media
posts or the bot personas behind them can constitute the second step in
the two-step flow, presenting themselves at the bridge to a less invested
citizenry looking to opinion leaders who appear most engaged.

Interpersonal Influence and Group Influence

Interpersonal and group influence has been typically analyzed through (1)
individual traits of the influenced (Cohen, 1959; Dion & Stein, 1978;
Raven, 1958; Wright, 1943); (2) individual traits of the source of influ-
ence, that is, the influencer (Katz & Lazarsfeld, 1955); (3) temporal
dimensions (Allport, 1920; Hovland & Weiss, 1951; Fisher & Lubin,
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1958); (4) social cues in communication (Katz & Lazarsteld, 1955;
Schein, 1960); and (5) organizational influence (Burt, 1976; Pelz, 1952).

Individual traits of the influenced include psychological variables such
as self-esteem or levels of stress. For example, Cohen (1959) found that
those with low self-esteem were more responsive to influence, compared
to those with higher self-esteem; individuals with higher levels of self-
esteem tended to repress impulses that contradicted their own views.
Stress was found to exacerbate influence in interpersonal (Wright, 1943)
and work contexts (Raven, 1958).

In their research, Katz and Lazarsteld (1955) extensively measured
relative traits of influencers. Variables relevant to influential power were
sensitive to different social fields: fashion, politics, and so forth. However,
generally, higher socioeconomic status (e.g., higher education levels, more
affluence, and more social contacts) and gregariousness were found to be
key traits in those who influenced. Gender was also found to play a role in
interpersonal influence, where males were more likely to be influencers.
Individual physical traits such as attractiveness were also found to have
influential power. Dion and Stein (1978) found that attractive participants
of the opposite sex were more prone to induce influence.

Hovland and Weiss (1951) found a temporal dimension (“sleeper
effect”) to function within circumstances of influence. Instead of immedi-
ate influence, opinion changes occurred after a lapse of time. They also
found that over time the source of information (the influencer) decreased
in relevance, becoming dissociated from the information itself.
Furthermore, repetition over time was found to increase influence (Fisher
& Lubin, 1958). Allport (1920) identifies the beneficial effects of group
influence at the beginning and the end of a task. Social cues (verbal and
nonverbal communicative attributes, e.g., social manners, dress-code,
degree of difference) were also found to play a central role to the process
of influence, whether positive or negative (Schein, 1960). Providing a par-
ticipant with only negative or neutral social cues causes alienation and can
make someone susceptible to external influence.

Katz and Lazarsfeld (1955) measured components of social structure
to analyze influence. In their research social structural components
included degree of mutual attraction, differences in the degree of interde-
pendence, propinquity, and group climates (or cultures). They treat com-
munication and influence to be context-sensitive.

Various authors have focused on the process of influence in group com-
munication and at the organizational level. Influence was found to be
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effectively exercised by a mere belonging to a given group. Deutsch and
Gerard (1955) indicate that social influence can have a greater effect on
those who are part of a specific group (with shared values or beliefs), com-
pared to individuals who do not belong to a particular group supporting
their beliefs. At the organizational level, influence includes aspects of
uncertainty and its consequences to individuals, such as conditions that
preclude interpersonal influence or fostering solidarity.

STRUCTURAL FACTORS

While the theories described in the earlier paragraphs deal with the con-
ceptual mechanics of influence, currently, they are mediated through
sociotechnical online systems. The information infrastructure of online
systems is yet another element that is pertinent. Online information sys-
tems have been designed through decentralized content distribution
(compared to mass media where messages used to be dispatched cen-
trally). Typically, content circulation can be broken down into two struc-
tural paradigms—network and threaded. They are detailed here to
contextualize how influence and inauthentic participation can leverage
such sociotechnical configurations.

Network Structure

Conceptualizations of online influence continue to entail elements pro-
posed in pre-online contexts, but mediated by parameters pertinent to
social construction of technology, that is, the ways in which technological
properties can be used in information warfare. Influence in networks has
been presumed to follow the interpersonal conceptualizations established
by Katz and Lazarsfeld (1955), yet the presence of bots alters the charac-
ter, flow, and, if revealed, authority of communicated messages.

Network structure is online communication that allows for diffusion of
content, resulting in potential influence (Anagnostopoulos et al., 2008).
Influence is the ability of individuals to induce their friends, enemies,
strangers,and so forth, to actin asimilar or particular way (Anagnostopoulos
et al., 2008). Influencers act as opinion leaders, focal persons, who can
function as either starters or connectors (Sun & Ng, 2013). They have
strong connectivity and centrality within their networks (Bakshy et al.,
2011). Influence entails not only strong and weak ties of passive and active
participants (Banos et al., 2013), it has potential to identify hidden
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influentials who can generate collective action (Gonzilez-Bailén et al.,
2013). To generate a small or large cascade, beyond one’s immediate
echo-chamber, individuals or groups must be sensitive, not only to tempo-
ral parameters (Banos et al., 2013; Sun & Ng, 2013) but also to the struc-
tural affordances embedded into the system, including names (Kalmar,
2010; Messias et al., 2013; Mislove et al., 2011), hashtags (Romero et al.,
2011), and external linking (Bakshy et al., 2011).

Threaded Structure

While network structure is more predominant in social media, news por-
tals that do not outsource user comments to social media usually organize
communication in a threaded design.

Threaded communication is a form of asynchronous message-based
communication. The user interface of threaded chat is structured in a
reversed chronological sequential manner (or it can be at times sorted by
“most popular” or “oldest” comments as well). Posts can be made either
as stand-alone or as replies to an ongoing message wherein “turns are
organized into turn and response structures called threads that can grow
into any size” (Smith et al., 2000). Technological affordances of threaded
interaction structure present communicative specificity, compared to face-
to-face interaction management (Herring, 1999). When users send mes-
sages in a multi-participant chat, they are sent in a chronological order and
thus lead to issues of disrupted turn adjacency, even if users perfectly make
sense of it. Turn adjacency may be disrupted by mere technological issues:
Even if a typed message is sent contemporarily by two given users, they are
still displayed sequentially, where one follows the other. In a multi-
participant chat, “a turn” is naturally disrupted by other people’s messages
that go between the time when one person responds to the other. Due to
these technological constraints, users must find interpretative lenses to
conceptualize the discourse (Herring, 1999).

One can argue that such structural features could be used strategically,
given that users in these contexts do manage conversations with no major
content comprehension difficulties. Moreover, in the threaded chat, new
material can appear anywhere in the conversation tree. This requires fre-
quent scanning to search for new turns (Smith et al., 2000) or be vigilant
to introduce specific content threads to specific contexts. While influence
can be foremost regarded as related to trust and reputation, structural
features should also be given consideration.
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Sociotechnical variables of online threaded environments (pertinent to
online news portals) involve dimensions of content, time, and structure.
Threaded interaction spaces variables related to influence can exploit the
dialectic of self-replies (Smith et al., 2000) to provide a representation (or
allusion) of self-dialogue mimicking interpersonal conversation (Herring,
1999). Similarly, one can eftectively use the built in name/heading struc-
tures to draw user attention (Herring, 2003; Williams & Humphrey,
2007). One can send unlimited number of replies to silence responses of
other users to subvert the conversation by using the speed of replies, typi-
cally used to make up for disruptive adjacency (Edelstein & Edwards,
2002; Khan & Jarvenpaa, 2010). Users can exploit the amount and types
of comments by posting short versus long comments (Mandernach et al.,
2006), few versus many comments (Kuk, 2006; Miller & Benz, 2008),
and whether one’s comments are condensed into one category of discus-
sion or many (Kuk, 2006). Overlying issues include understanding partici-
patory (Meyer, 2003) and regulatory practices Mandernach et al. (2000).

Influence Meets Structure

In order to understand soft power and disinformation campaigns, we
must consider both the structure of online communication and patterns
of'influence. While content is the most relevant way to assess information
warfare strategies, in the current media landscape, it is equally important
to take into consideration the contexts, which are relevant to online
environments. Thus, in order to understand information warfare
online, it is critical to take into consideration content, structure, and
mechanics. For example, structural components, relative to a specific
environment—be it network-based (most social media) or threaded
(e.g., news portal comments)—are examples of the context. Substantial
theoretical work has recently advocated for social influence to be
recognized, fundamentally, as a process mediated through structural
components (see e.g., Friedkin, 2006).

CONCLUSION

In the context of Russian trolling, the main discussion is often about bots
who are designed to push specific messages. These bots belong to the
category of social bots “that automatically produces content and interacts
with humans on social media” (Ferrara et al., 2016, p. 96). Thus, they can
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appear like humans. Explicating typologies of bots (for example, for politi-
cal agendas) becomes an important task to uncover and disambiguate
some of the misconceptions of the online information and communication
ecosystems (Gorwa & Guilbeault, 2018).

Dismissing bot activities online or treating them as genuine can be det-
rimental to the understanding of the online public sphere. Thus, it is nec-
essary to at least consider them when discussing online spaces, even if bots
can be difficult to detect, given that they project themselves as genuine
(Hjorth & Adler-Nissen, 2019). Indeed, there are cases where even schol-
arly analyses are deceived into assuming that automated online behaviors
are those of regular users. For example, an examination of the 2014 down-
ing of Malaysian Airlines Flight 17 over Ukraine referred to disinforma-
tion as being done by “curators” and “involved” citizens who tweeted
about it, without categorizing these actors as potentially linked to state
influence (Golovchenko et al., 2018). Another closer analysis of the
Russian Twittersphere revealed that its sample included a large number of
bots who were acting on behalf of the “citizens” and appeared in the mask
of an imposter (Stukal et al., 2019). Users in this case were actually masked
automated bots who looked like highly active and involved posters,
because of which it seemed as if it was regular citizens who spread disin-
formation. While not all platforms allow to check users if they are bots,
such a tool, Botometer (“Botometer,” n.d.) was developed for Twitter
and it is a freely accessible tool available for anyone to use.

Thus, scholars, journalists, and the general public, when discussing
online spaces and messages found on social media, are faced with a new
challenge to discern which messages are genuine and which are produced
by bots, “Ghostwriters,” or authoritarian governments. All of it inevitably
complicates the interpretation of our true understanding of the message—
or as van Dijk (1998) states, what’s in the context. Yet, one may argue, it
depends on how audiences perceive those messages. And, if they do per-
ceive them as real, then they are real for them.

Another complication is the perception of information warfare. My
work centers on the political tension between the Lithuanian online public
sphere and Russian ideological infiltration. Lithuanian news portals have
long reported issues of Russian interference within online news com-
ments. It has been exposed that the Russian government, through a
government-based “agency,” pays its workers to post messages tailored to
evoke Soviet nostalgia in the Baltic states and silence the political critics
who criticize Putin (Chen, 2015). Such conditions require us to adapt our
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theories and methods of research to fully understand and confront this
situation. Combatting disinformation and misinformation today is chal-
lenging, not only because there are insufficient resources to debunk false-
hoods but also because there remains a need to identify flows of such
information with an understanding of structural features and patterns of
influence.

Much thought has been given to offensive and defensive strategies of
sociopolitical communication in a military-strategic sense (e.g., Huhtinen
et al., 2021), but looking at structural features in conjunction with the
content can allow us to uncover communicative strategies, as well as the
macro structures of information warfare. Given that in online environ-
ments there is a plethora of meta-data components (IP addresses), a medi-
atized (strategic) influence framework should consider all the elements
available to construct the context—not only content, but also timing and
sociotechnical structural elements, in addition to content manipulation
that has been largely discussed in propaganda studies. In addition, scrutiny
of the actors involved and content circulation can allow researchers to gain
a more complete picture of online influence, in addition to a focus on the
content that is distributed and shared. Crucially, we cannot assume that all
participation online is genuine.

The Baltic states have been particularly targeted by Russian soft power.
Thus, questions of misinformation and disinformation and targeted influ-
ence should be taken seriously. Yet, combatting disinformation is a hard
task and typically involves pre-bunking (preemptive mechanisms) and
debunking (through rebuttals). Recent study empirically demonstrates
that debunking is meaningful for groups of populations that are embed-
ded in the ideologies of entrenched oppositive beliefs (see e.g., Schmid &
Betsch, 2019). Debunking efforts in Lithuania include grassroot initia-
tives such as Lithuanian elves. Lithuanian elves describe themselves as con-
cerned citizens who monitor news portal comments and call out users
whose comments suspiciously resemble Russian trolling posts (Debunk.
eu, 2020). The media coverage of anti-Russian trolling initiatives has
included interviews of some of these volunteer elves. One such elf, using
the pseudonym “Hawk,” claimed that elves aim to act only defensively in
online news portals (Sengupta, 2019). They neither engage in cyberat-
tacks nor disseminate counter-propaganda. Although this story about
Lithuanian elves was released in 2019, elf operations started earlier with
the eruption of the ongoing Russia-Ukraine conflict that brought to light
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the battlefield of facts in online spheres and its power to create chaos and
foster disinformation.

In Lithuania, elves have emerged as a key opposition group combating
Russian trolling. Yet, elves are placed at a disadvantage because they func-
tion as a reactive force—that is, a debunking force—rather than a proac-
tive one. Their rhetorical tactics involving disinformation online are
typically infused with affect. At times, they resemble typical trolling tech-
niques that use dismissive and offensive tones, and their efforts have been
subsequently critiqued by urging them to resist such responses
(Vasiliauskaité, 2021). Further, elves and regular citizens are not necessar-
ily trained in the patterns or tactics of influence they wish to counter, while
their adversaries have become increasingly sophisticated in this regard.

If one understands the structure of information and influence, one can
utilize it to one’s advantage. These days, in contrast to an era of analog
disinformation, one can create chaos through comments on a news story
or social media post by working with a decentralized information dispatch,
compared to a centralized one, and focus on destabilizing common under-
standing by questioning existing information and tapping preexisting
beliefs rather than working on the creation of new information. In addi-
tion, various actors can be employed to achieve these goals that go beyond
human actors.

To combeat disinformation in the current media landscape, it is not suf-
ficient to rely on debunking opposition. One needs to understand how the
flows of disinformation work and how to create messaging that is not
merely reactive, but also proactive. Furthermore, choosing the right tone
to express such proactive messaging remains the key to countering the
“zero sum game” argument where trolls and bots are equated, by the
skeptics, with elves. Such are the lessons from Lithuania. They remain
relevant for researchers and strategists concerned with state-backed infor-
mation campaigns emanating from Russia and elsewhere—and directed
anywhere.
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