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INTRODUCTION

Relevance and novelty of the topic. The consumer-generated data has
become an important asset for organizations, as the obtained personal
consumer data allows businesses to provide tailored online marketing offers,
which reflects on a better value proposition (Zhang et al., 2020). According to
Barth and Jong (2017), customers typically perceive personalized marketing
offerings as advantageous. However, in most cases the value of such offerings
is still outweighed by some concerns, thus the customers in general are not
willing to disclose their personal data while purchasing online (Wieringa et
al., 2019). The reasoning behind unwillingness to disclose personal data
online has attracted very significant scholars’ attention. This phenomenon is
frequently analysed by employing the privacy calculus theory, which states
that customers disclose personal data in exchange for benefits (Robinson,
2017). In the scope of the privacy calculus theory, consumer information is
treated as a commaodity (Smith et al., 2011). Although privacy calculus theory
is very frequently used in privacy-related consumer decision-making studies,
such an approach has received a significant critique since it overestimates the
argument of rationality (Kehr et al., 2015). Thus, other authors claim that
privacy-related decisions are not only based on the cost-benefit analysis but
instead they are mainly situational and depend on the purpose and the context
of information disclosure (Omrani & Souli’e, 2018; Masur, 2019). In addition,
it is widely accepted that various dispositional factors are also related to the
unwillingness to disclose personal data online (Nikhhah, 2018), which is also
outside the scope of privacy calculus theory.

Among such dispositional factors that relate to consumer privacy-
related behaviour, trust plays an essential role in modelling numerous internet-
based activities (Kulokakis, 2018; Zhang et al., 2020). Although trust is
sometimes considered as a continuous construct, some scholars argue that the
lowest point of the measurement does not necessarily imply distrust
(McKnight & Chervany, 2001; Kim & Ahmad, 2013, Aghdam et al., 2021).
Thus, Dinev and Hart (2006) suggest that trust and distrust coexist as separate
constructs, the latter being considered a factor that impacts the consumer
intentions even more significantly (Moody et al., 2014). Distrust, on the other
hand, can also get into various forms, as it is widely accepted that distrust can
be categorized into rational and irrational types (Deutsch, 1973). Rational
distrust is described as flexible and able to change depending on specific
situations. In contrast, irrational distrust implies being inflexible and incapable
to respond to the changing circumstances (Deutsch, 1973). As distrust is



widely analysed in the context of consumer behaviour, the impact of its
irrational, exaggerated forms is understudied.

Although there are multiple constructs related to the exaggerated
distrust, such as technophobia (Nimrod, 2018), cyber-fear (Mason et al.,
2014), and social anxiety (van Scoy et al., 2021), this dissertation focuses on
two types of exaggerated distrust — paranoia (Kramer, 2008) and conspiracy
beliefs (Simone et al., 2021). These two forms of exaggerated distrust are
selected due to their distinctiveness — paranoia as a form of exaggerated
distrust is more linked with the irrational distrust towards individuals (Colby,
1981), and conspiracy beliefs — toward organizations (van Prooijen & de
Vries, 2016). Such an approach is undertaken as it allows investigating the
impact of these two forms of exaggerated distrust on the willingness to
disclose personal data in different circumstances, depending on the level of
formal regulations (personal data disclosure on social media platforms versus
purchasing online), which has not been previously analysed in the scientific
literature.

Summarizing the relevant research in this field, it can be concluded
that there are major gaps in the scientific literature addressing the willingness
to disclose personal data online. First, there are no previous attempts to
investigate privacy-related behaviour in different contexts, depending on their
external formal regulations. Secondly, the impact of exaggerated forms of
distrust on the willingness to disclose personal data online is understudied.
Finally, there are multiple theoretical approaches that are employed in
privacy-related behaviour research, but they overemphasize the aspect of
rationality. Thus, such insights into the topic allow the author of this thesis to
formulate the scientific problem of this dissertation as a question: what is
the impact of exaggerated forms of distrust on the willingness to disclose
personal data online?

In such context, this dissertation offers a novel approach to the
privacy-behaviour analysis, suggesting the employment of the Social
Exchange Theory (SET). This theory has been surprisingly rarely considered
in marketing studies, though the very essence of marketing lies in the
relationships and various forms of social exchanges (Bagozzi, 1975; Varey,
2015). SET sees interactions among individuals or companies as a series of
social exchanges that differ in their forms and in the objects exchanged.
Information (including personal data) is one of the objects that is exchanged
with others. SET contains two dimensions — reciprocal and negotiated types
of social exchange (Lévi-Straus, 1969; Emerson, 1981). A negotiated type of
exchange occurs when the terms of exchange are agreed upon by the



participating parties in advance and are largely formalized. The negotiation
typically is about the benefits and costs of the exchange, also considering the
needed additional aspects, such as timing, etc. Online purchasing situations
typically include interactions, which classify them into the category of
negotiated social exchanges (Molm et al., 2000). Reciprocal exchange is based
on mutual interactions of exchange participants with the expectation that a
partner will reciprocate in a similar manner (Cheng et al., 2011). The terms of
the exchange are not necessarily agreed upon or formalized in advance, which
makes this type of exchange to be largely based on mutual trust (Molm et al.,
2000). Activities in social networks present a good example of reciprocal
exchange of personal information with others (Yang, 2019). The exchange of
information in social networks is not necessarily driven by rational or
economic motivations; people share information seeking to socialize, aiming
for recognition, support, and other intangible benefits (Szymczak et al., 2016).
Based on mutual trust, the information is shared with high levels of openness
and spontaneity (Koohikamali et al., 2017). Based on this, the impact of two
forms of exaggerated distrust (paranoia and conspiracy beliefs) on willingness
to disclose personal data is studied in the framework of SET.

Thus, the aim of the dissertation is to identify how exaggerated
forms of distrust influence the willingness to disclose personal data online.

To achieve the aim of the dissertation, the following objectives are
set:

1. To conceptualize the phenomenon of distrust and outline its
exaggerated forms;

2. To assess the impact of exaggerated forms of distrust on overall
consumer behaviour online;

3. To assess the ways how willingness to disclose personal data can be
conceptualized and measured;

4. To justify the application of Social Exchange Theory in investigating
the impact of paranoia and conspiracy beliefs as forms of exaggerated
distrust on willingness to disclose personal data online;

5. To evaluate the impact of paranoia and conspiracy beliefs on the
willingness to disclose personal data online in reciprocal and
negotiated social exchange environments.

By implementing these objectives, the author of this dissertation aims
to defend the following research statements:

1. Trust and distrust exist as two distinctive continua distrust can
subsequently be classified into rational and exaggerated forms.



2.

Exaggerated distrust (in a form of paranoia) plays a significant role in
shaping the overall online consumer behaviour.

Willingness to disclose personal data is a multidimensional factor — it
comprises three types of personal data disclosure: individual facts,
social networking data, and online purchasing data.

Willingness to disclose personal data can be analysed in the
framework of Social Exchange Theory. More specifically,
exaggerated distrust (paranoia and conspiracy beliefs) has an impact
on data disclosure behaviour in both reciprocal and negotiated social
exchange contexts.

Dissertation structure. The dissertation is based on four articles

published in the journals that are indexed in the Clarivate Web of Science Core
Collection written in co-authorship with other researchers. Thus, the
dissertation contains four principal chapters, each corresponding to the
individual article which is then followed by conclusions, recommendations
for future research, and practical implications sections.

1.

The first article “Social Media Use and Paranoia: Factors That Matter
in Online Shopping” was published in the scientific journal
“Sustainability”, co-authored by Assoc. Prof. Dr. Mindaugas Degutis,
and Prof. Dr. Sigitas Urbonavicius. The contribution of the author of
this thesis to this article includes the literature analysis, the
development of methodology, data gathering, and the development of
the first draft of the manuscript. The article aims to conceptualize the
phenomenon of distrust and discusses the existence of distinctive
concepts of trust and distrust as continua. Additionally, the paper
outlines the existence of paranoia as a form of exaggerated distrust
and then analyses its impact on overall consumer behaviour by
investigating its relationship with the attitudes toward purchasing
online and the intention to purchase online. The findings of the
research reveal the significant impact of exaggerated distrust on
attitudes towards purchasing online and intention to purchase online.
Thus, the results of the study set the background for further analysis
of its implications on a very specific aspect of online behaviour — the
willingness to disclose personal data.

The second article entitled “Willingness to Disclose Personal
Information: How to Measure It?” published in the scientific journal
“Engineering Economics” is co-authored by Assoc. Prof. Dr.
Mindaugas Degutis, Prof. Dr. Sigitas Urbonavigius, Assoc. Prof. Dr.
Vatroslav Skare, and Dalia Laurutyté. The contribution of the author



of the thesis to this article includes the development of methodology,
data collection, data analysis and critical revision of the manuscript.
The second study had two aims. First, it aimed to conceptualize the
factor of willingness to disclose personal data online; second, it
intended to clarify methodological issues regarding the measurement
of the willingness to disclose personal data. The first task needed to
address the concept of willingness to disclose personal data and
formulate its distinctive nature, differentiating it from the intention to
disclose personal data. The second task aimed to clarify the types of
data and ways of their collection and make a clear distinction between
the data that are disclosed by a person, the data that are collected by
the other part of information exchange, and the items that are linked
with permissions to use provided data. The findings of the study show
that willingness is linked with three types of data: the willingness to
disclose personal data that includes individual facts, social
networking data, and online purchasing data. Such findings allowed
the usage of the adapted measurement tool in further analyses of the
impact of exaggerated distrust-related factors on the willingness to
disclose personal data online.

The third article “From Social Networking to Willingness to Disclose
Personal Data When Shopping Online: Modelling In The Context of
Social Exchange Theory” is published in the scientific journal
“Journal of Business Research”. The article was written in co-
authorship with Prof. Dr. Sigitas Urbonavicius, Assoc. Dr. Mindaugas
Degutis, Vaida Kaduskeviciute, and Assoc. Prof. Dr. Vatroslav Skare.
The thesis author’s contribution to this article includes the
development of the first draft of literature analysis, selection of the
measurement scales, and critical revision of the manuscript. The
article applies the willingness to disclose personal data measurement
tool, which was modified in the second study of this dissertation, and
employs a novel approach toward the analysis of the willingness to
disclose personal data. This is done by employing the Social
Exchange Theory which provides an insightful outcome — both trust
and the exaggerated form of distrust (paranoia) have a positive impact
on willingness to disclose personal data in the reciprocal relationships
(personal data disclosure in social media); also, data disclosure in
reciprocal relationships has a positive impact on the willingness to
disclose personal data in the context of online purchasing. Thus, the
results of the study set the background for the final research whose
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main aim was to investigate the impact of conspiracy beliefs as a
different form of exaggerated distrust on the willingness to disclose
personal data online.

4. The fourth article “Influence of Trust and Conspiracy Beliefs on the
Disclosure of Personal Data Online” was published in the scientific
journal “Journal of Business Economics and Management”. The
article is co-authored by Prof. Dr. Sigitas Urbonavicius, Assoc. Prof.
Dr. Mindaugas Degutis, and Vaida Kaduskeviciute. The thesis
author’s contribution to this article includes the literature analysis, the
development of the methodology and results. The paper continues the
same research path which was set in the third study of this thesis, and
further investigates the possible implications of exaggerated distrust
forms on the willingness to disclose personal data. The study extends
the model which was developed in the third article and investigates
the impact of conspiracy belief (as a form of exaggerated research) on
the willingness to disclose personal data in both reciprocal and
negotiated contexts. Thus, the application of Social Exchange Theory
regarding explaining the willingness to disclose personal data is
supported.

Overall contribution. First, the dissertation suggests a new

theoretical approach to the analysis of privacy-related behaviour. Following
the existing critique of the privacy calculus theory for overly emphasizing the
aspect of rationality (Kehr et al., 2015), this dissertation emphasizes the social
aspect of data disclosure online (i. e., personal data disclosure in social
networks). Following this path, a new theoretical framework based on Social
Exchange Theory is employed. Thus, this dissertation contributes to the
scientific literature by studying the willingness to disclose personal data from
the perspectives of negotiated and reciprocal exchanges and opening a new
perspective for future studies.
Secondly, even though there are multiple ways on how the willingness to
disclose data is measured, the issue of existing scales being not up to date with
the current technological advances is challenged with this dissertation. Thus,
the dissertation proposes a modified and validated multidimensional scale to
measure willingness to disclose personal data online.

Finally, the dissertation fills the theoretical gap by investigating the
impact of exaggerated forms of distrust on the willingness to disclose personal
data online depending on the level of formal regulations, which is a novel
aspect in the privacy-related consumer behaviour field. Two studies based on
Social Exchange Theory disclose that there is a relationship between
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reciprocal and negotiated types of exchanges (i. e., trust, which is built in the
reciprocal environment, has a positive impact on the willingness to disclose
personal data in the negotiated environment). Also, contrary to what was
hypothesized, exaggerated distrust motivates the members to participate in the
reciprocal exchange (willingness to disclose personal data on social media),
which draws a very interesting direction for future research. Moreover, the
results of these studies suggest that exaggerated forms of distrust have a direct
negative impact on the willingness to disclose personal data in negotiated
exchange (purchasing online).
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1. SOCIAL MEDIA USE AND PARANOIA: FACTORS THAT
MATTER IN ONLINE SHOPPING

The first chapter of this dissertation involves the study “Social Media Use and
Paranoia: Factors That Matter in Online Shopping”, which was published in
the scientific journal “Sustainability”. This research sets the foundation for the
upcoming studies of the dissertation as it conceptualizes the phenomenon of
distrust, distinguishes its mechanism from the trust factor, discusses paranoia
and cyber-fear as a form of exaggerated distrust, and explores its impact on
overall attitudes towards purchasing online and intention to purchase online.

The aim and scope of the research. The study is based on
exploratory quantitative research which aims to fill the existing theoretical gap
by analysing paranoia and cyber-fear as the exaggerated types of distrust in
the context of social media use, online shopping attitudes and intentions. The
main assumption of the research is that paranoia as a type of exaggerated
distrust is an antecedent of the attitude toward online purchasing that mediates
the effects of other factors towards it. This is confirmed with SEM modelling
based on empirical data: the analysis provides evidence that paranoia is an
important antecedent of the attitude towards purchasing online and mediates
relationships between computer competence, cyber-fear, social media use, and
the attitude towards online shopping. As both dependent variables (attitude
towards purchasing online and intention to purchase online) are inevitably
related to the personal data disclosure, this exploratory research allowed me
to set the background for the following studies.

Theory and hypotheses. Trust in the platform is among the most
important factors in predicting the consumer intention to purchase online
(Joon, 2002). On the other hand, there are factors that influence online
purchasing intentions negatively, typically generating some form of distrust
(Benamati & Serva, 2007). In this case, trust is suggested to have a stronger
effect on low-risk behaviours, while distrust has a stronger negative impact on
higher-risk behaviours (Chang & Fang, 2013). Paranoia as an exaggerated
form of distrust is not only directed towards the other individuals but also
towards the social groups and organizations (Colby, 1981), and, possibly,
processes. In such circumstances, paranoia may play a particular role in
specific internet-based activities, such as online shopping, as electronic
purchasing is almost always associated with specific fears and risks which
customers are perceiving. This allows assuming that paranoia, a factor that
represents a set of irrational risk perceptions, may be the antecedent
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influencing consumer response negatively. Thus, the first three hypotheses are
formulated:

H1: Paranoia has a direct negative influence on attitude towards purchasing
online.

H2: Paranoia has no direct impact on intention to purchase online.

H3: Paranoia has an indirect negative impact on the intention to purchase
online when the relationship is mediated by an attitude towards purchasing
online.

In the context of online activities, distrust is associated with other
negative factors. All of them originate from a broad background of privacy
concerns and related risks. The phenomenon of privacy concern in buyer
behaviour is mainly linked to the awareness of privacy-related issues which
include the disclosure of personal information to third parties (Buchanan et
al., 2007). Many studies agree on a strong negative influence of the privacy
concern on the extent of various internet-related activities (Akhter, 2014; van
Slyke et al., 2002). Purchasing online is among such factors, and it is claimed
that the risk of privacy loss online is negatively related to the purchasing
intention (Dai et al., 2007). The influence of the perceived threats may be so
strong that individuals may feel an overall fear to perform digital activities,
and this may be defined as cyber-fear (Mason et al., 2014). Thus, the following
hypotheses are formulated:

H4: Cyber-fear has a direct negative impact on the attitude towards
purchasing online.
H5: Privacy concern has a direct negative impact on the attitude towards
purchasing online.

H6: Cyber-fear has an indirect negative impact on the attitude towards
purchasing online when the relationship is mediated by paranoia.

People who use social media frequently receive unexpected
suggestions or recommendations, depending on their previous interactions,
preferences and likes. These instances have obvious explanations on the basis
of used programming algorithms, however, they may seem unclear and even
threatening to the general population, since typical users cannot be
professionally aware of the technical side of how internet-based social
networks are working. Intensive use of social media increases the number of
such interactions and therefore increases the opportunity for paranoid
cognition. However, there is no theoretical or empirical evidence that could
allow predicting the valence of this relationship, since the relation between the
social media use integration and paranoia is expected to be positive, while the
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relation between paranoia and the attitude — negative. Since the latter is more
strongly justified, we hypothesize as follows:
H7: Paranoia mediates a negative impact of the integration of social media
use on the attitude towards purchasing online.

Continuing a similar logic as with the hypotheses on social media use,
we state that competent users should have answers to many of unexpected
occurrences during the internet-based activities. Therefore, computer
competence seems not likely to have a relation (at least positive) with
paranoia. However, computer expertise allows us to know how much tracking
may be done on the internet, and how badly this accumulated knowledge may
be used by somebody with bad intentions (Hung et al., 2010). As a result, the
increase in computer expertise may develop a paranoid cognition. As in the
case of social media use, we may predict a negative influence of computer
competence on the attitude, if mediated by paranoia:

H8: Computer competence has an indirect negative impact on the attitude
towards purchasing online when the relationship is mediated by paranoia.

In addition, it is expected that computer competence should have a
positive influence on the attitude towards purchasing online:

H9: Computer competence has a direct positive impact on the attitude towards
purchasing online.

Methodology. The quantitative research method is used to investigate
the relationships between the variables. Data is collected via the internet
survey. The analysis is based on 287 respondents from Lithuania. To measure
the trait of paranoia, a 5-point 20 items Likert-type general paranoia scale,
developed by Fenigstein and Vanable (1992), was used, which is widely
accepted as a measurement tool that makes it possible to capture the paranoia
in non-clinical samples. The cyber-fear was measured using a 5-point 11 items
Likert-type cyber paranoia and fear scale, developed by Mason, Stevenson,
and Freedman, which had been originally reported to be loading on two
factors—cyber paranoia and cyber-fear (Mason et al., 2014). In the scope of
this research, the cyber-fear factor was utilized and taken into consideration.
The following factor, the privacy concern was measured by a 5-point 16 items
Likert-type attitudinal scale, evaluating the scope of general concerns about
privacy on the Internet (Buchanan et al., 2007). The social media use was
measured by employing the social media use integration scale (10 items on a
7-point scale) to assess the involvement and emotional connection to the social
networks (Jenkins-Guarnieri et al., 2013). Computer competence was
measured using 4 items on a 5-point Likert-type internet and computer
comfort/competency scale, which is linked with the extent of the computer
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and internet skills (Morahan-Martin & Schumacher, 2013). The attitude
toward purchasing online (10 items on a 5-point Likert-type scale) and online
purchasing intention (4 items on a 5-point Likert-type scale) was taken from
a similar study (Zerrard & Debabi, 2012). An exploratory factor analysis with
a maximum likelihood extraction and Promax with Kaiser normalization
rotation allowed the extraction of 7 factors that explained 60.5% of the
variance. The KMO value was 0.815 (> 0.7), and the Bartlett's Chi-square
value resulted in 5217.930 (p = 0.00) and demonstrated the sample adequacy
and applicability for the analysis. 27 non-redundant residuals equalled 5%,
which was an acceptable result for the adequacy. All correlations between the
factors were below 0.7, which suggested an acceptable discriminant validity.
In addition, all the factor loadings were above 0.5.

Results. The hypotheses of the research were tested using the
structural equation analysis, estimating the path coefficients for each
relationship. The acceptable level of model fit was confirmed, measuring the
following values: ¥2 (278)=584.9, CMIN=499.442, DF=375, CFI=0.974,
TLI1=0.968, RMSEA=0.034. In total, 9 hypotheses were tested, and seven of
them were accepted. The research model with regression weights is presented

in Figure 1.
Paranoia @
12

Onl_Purch_Intent

Soc_Media_Use

Cyber_Fear

Competence

Attitude_Online_Purch

Privacy_Concern

Figure 1. Structural Model of Study 1

H1 hypothesis states that paranoia has a direct negative influence on
the attitude toward purchasing online. The regression analysis shows a
significant negative relationship between paranoia and the attitude toward
purchasing online (f=-.306, p =0.000), thus H1 is accepted. H2 states that
paranoia has no direct impact on online purchasing intention. However, the
regression analysis shows rather contradicting results: this relation is not
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significant if p<0.01 is issued; however, it would be significant if p <0.05
criteria were employed (as it is done in many studies). In this study, we use
stricter criteria for significance, therefore the results (3=0.105, p=0.013) allow
us to accept H2. H3 hypothesizes that paranoia has an indirect negative impact
on the intention to purchase online when the relationship is mediated by the
attitude towards purchasing online. An indirect effect on purchase intention,
mediated by the attitude towards online purchasing, is found to be negative
(B=- 0.026), therefore, H3 is accepted. H4 presumes that cyber-fear has a
direct negative impact on the attitude towards purchasing online. However,
the results are the opposite: cyber-fear has a direct positive impact on the
attitude toward purchasing online (f=0.288, p=0.000), thus H4 hypothesis is
rejected. H5 predicts that privacy concern has a direct negative impact on
attitude toward purchasing online. A regression analysis shows that this
relation is not significant (f=-0.053, P=0.358), therefore, H5 is rejected. H6
presupposes that cyber-fear has an indirect negative impact on the attitude
toward purchasing online when the relationship is mediated by paranoia. The
assessment of the standardized indirect effect confirms this assumption (B=-
0.117), and H6 is accepted. H7 hypothesis predicts that paranoia mediates a
negative impact of social media use integration on the attitude towards
purchasing online. Standardized indirect effects show the existence of a
relatively small (B=-0.53) negative indirect effect, and this allows accepting
H7. H8 hypothesizes that computer competence has an indirect negative
impact on the attitude towards purchasing online when the relationship is
mediated by paranoia. The standardized indirect effects show that due to
mediation, computer competence changes the relationship valence and is
negative (=-0.04). Thus, H8 is accepted. H9 proposes that computer
competence has a direct positive impact on the attitude towards purchasing
online. The regression analysis shows a significant positive relationship
between computer competence and the attitude toward purchasing online
(B=1.032, P=0.000), thus H9 is accepted.

Discussion and conclusions. The purpose of this study was to
examine the role of paranoia in relation to social media use in the context of
the online purchasing process. The findings of the study suggest that paranoia
is an important psychological antecedent in the attitude toward purchasing
online, which is a new element in overall studies of online behaviour.
Elaboration on this negative relationship presents the main contribution of the
current study since the growing complexity of human interactions with IT
systems triggers extreme forms of distrust and even paranoia. The current
study might be considered as an extension of the studies on distrust, as
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paranoia can be considered the exaggerated type of distrust (Deutsch, 1973)
and the current findings broaden the previous knowledge that distrust has a
negative impact on attitudes towards purchasing online (Kim, 2012). The
current study extends the previous scope of knowledge regarding the
antecedents of distrust/paranoia by including the consideration of two factors
that represent user competence from two perspectives: the general computer
competence and engagement in social media use.

Another important finding of this study is the disclosure of the fact
that paranoia mediates the effects of other factors on the attitude of purchasing
online. These factors (social media use integration, cyber fear, and computer
competence) are different in their nature and their potential influence on
online purchasing. However, paranoia is a mediator between them and the
attitude toward online purchasing. To our knowledge, this type of relationship
has never been found before and presents another noticeable contribution of
this study. Paranoia mediates the effects of these three factors but does not
play a mediating role between privacy concerns and the attitude toward
purchasing online. The exploratory study did not aim to elaborate deeper on
this, but these findings suggest interesting directions for future studies. The
relation of each factor under analysis (social media integration, cyber-fear,
computer competence) with paranoia seems to be really promising, though
might require additional theoretical justification and empirical testing.

We assumed that paranoia is an antecedent of the attitude towards
online purchasing that has no direct influence on the intention to purchase
online. However, empirical evidence has revealed a possibility that this
influence might exist. Therefore, it is necessary to test it again on a larger
sample in order to conclude whether this observation is a sample-specific case,
or it suggests an alternative consideration on the role of paranoia in
purchasing, thus inviting us to look for a different theoretical background.

Finally, a smaller and rather unexpected result has been observed in
terms of the relation between cyber-fear and the attitude towards purchasing
online. Since both paranoia and cyber-fear factors are associated, similar
results were expected. However, the relation between cyber-fear and attitude
toward purchasing online was positive, and therefore, rather contradictory.
Such an unexpected result might be related to the nature of the cyber-fear
measurement scale, which originally aims to capture the human attitudes
towards the cyber-related threats that are likely to occur or are at least much
more realistic in comparison to the cyber-paranoia dimension, which has also
been developed by the same authors aiming to evaluate the “unrealistic fears
concerning threats via information technologies whereby individuals perceive
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themselves to be open to be ‘attacked,” persecuted or victimized in some way
(Mason et al., 2014). Due to this, cyber-fear might be related to the cognition
of cyber-related threats, which may not have a negative influence on attitudes
towards purchasing online. Obviously, this issue also requires further
elaboration and should be addressed in future research.

In the scope of this dissertation, the overall findings of the first
research have set the background for further analysis of exaggerated forms of
distrust in the context of privacy-related behaviour. One of such privacy-
related behaviours — willingness to disclose personal data online is explored
in the following study.
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2. WILLINGNESS TO DISCLOSE PERSONAL INFORMATION:
HOW TO MEASURE IT?

The second article of the dissertation “Willingness to Disclose Personal
Information: How to Measure It?” is published in the scientific journal
“Engineering Economics”. It conceptualizes the willingness to disclose
personal data, assesses the ways how it is measured, and provides the modified
scale of willingness to disclose personal data.

The aim and scope of the research. Willingness or unwillingness to
disclose personal information has been a widely studied phenomenon as
personal data is becoming increasingly important for many industries
including marketing. Most of these studies treat the willingness to disclose
personal information as a homogeneous construct. In many cases, it is
measured by providing a number of personal information items and asking
about the willingness to share them. Although recently there have been studies
that find possible multidimensionality of the construct, most of them do not
further elaborate on this possibility. Thus, the aim of this study is to modify
the willingness to disclose personal data (WTD) construct and test its possible
multidimensionality. Additionally, we aim to test the hypotheses on different
types of relations between the disposition to value privacy, perceived
regulatory effectiveness, privacy awareness, and various types/dimensions of
the WTD construct.

Theory and hypotheses. Some authors have measured the
willingness to disclose personal information in general, leaving for
respondents to decide which specific data types and items might be requested
(Kehr et al., 2015; Li, 2014; Wang et al., 2016), while other researchers have
referenced only data categories, such as financial information, personal health
information and other (Bansal et al., 2016). Malhotra et al. (2004) have used
a rather simple and convenient 4-item scale to measure a general disposition
to disclose personal information. However, one of the most common
approaches tends to list specific data types/items and ask the respondents to
evaluate their disclosure intention on an item-by-item basis (Gupta et al.,
2010; Heirman et al., 2013; Malheiros et al., 2013; Norberg et al., 2007;
Robinson, 2017; Treiblmaier & Chong, 2011; Walrave & Heirman, 2012).
This approach goes back to the measurements used by Phelps et al. (2000) and
Sheehan and Hoy (2000). Some of these authors treat the scale as a single
dimension measure of willingness to disclose personal information (Robinson,
2017; Gupta et al., 2010), while others find various dimensions and different
behaviours of consumers related to them (Phelps, 2000, Heirman et al., 2013).

20



This is justified by an increasing number of instances when personal data can
be disclosed on the internet and a growing number of data types as well as
multiple ways of data transfer. Therefore, the question of whether the
willingness to disclose personal data is a homogeneous construct is
challenged. It seems quite possible that the willingness to disclose personal
data varies depending on the types of data to be disclosed and, consequently,
various instances of the willingness should be studied individually.

We expect to find 3 dimensions of the willingness to disclose personal
information: first — linked with the personal data that helps to identify a person
and includes data items most frequently provided by an individual while
browsing or purchasing online (name, address, e-mail, etc.); second — related
to the information about an individual’s social networking (such as social
account information) and the third — related with the information collected
online automatically, once permission is given (such as browsing history,
location tracking, etc.). Correspondingly, this would mean three types of the
willingness to disclose personal data: the willingness to disclose personal data
(individual facts), the willingness to disclose personal data about social
interactions, and the willingness to disclose personal data that are collected
online. Thus, based on previous studies by Phelps et al. (2010), Heirman et al.
(2013), Robinson (2017), we assume that the willingness to disclose personal
data is not a homogeneous construct and develop the first hypothesis of the
study:

H1: The scale that measures the willingness to disclose personal data has more
than one dimension.

As three different types of the willingness to disclose personal data
are expected to be discovered, we expect it to have a certain relation with the
analysed antecedents: disposition to value privacy, perceived regulatory
effectiveness and privacy awareness. The disposition to value privacy is the
closest dispositional variable to the willingness to disclose personal data. Xu
et al. (2008) defined the disposition to value privacy as an inherent need and
trait which reflects the extent to which a person is inclined to maintain his/her
personal information private “across a broad spectrum of situations and
persons”, thus it reflects the individual’s need to preserve his/her personal
space, the importance put on his or her privacy and personal information. Xu
et al. (2008) identified the disposition to value privacy as a “cultural and
personality characteristic” and argues that the information disclosure decision
depends on this trait. It has the most direct influence on the willingness to
disclose personal information of all types because of its nature. Additionally,
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it may moderate the influences of other factors. Therefore, the hypothesis
follows:

H2: The disposition to value privacy will have a direct negative influence on
all three dimensions of the willingness to disclose personal data.

The perceived regulatory effectiveness is linked with the situations
where somebody perceives disclosing his/her personal information and relates
this to the regulations of various forms of legislation, with an expectation that
this information is protected (Miltgen & Smith, 2015). The considered types
of data most commonly include individual characteristics and behaviours.
Therefore, the perceived regulatory effectiveness is supposed to directly
influence the willingness to disclose contact and profile information and
online data but will not necessarily be related to the disclosure of social
networking information. The following hypothesis was formulated:

H3: The perceived regulatory effectiveness will have a direct positive
influence on the willingness to disclose personal data that include individual
facts.

The awareness of privacy practices (privacy awareness) is a
dispositional construct that reflects how an individual is aware of company
practices, regulatory policies, and privacy-related matters in the society (Xu
et al., 2008). Individuals who are highly aware of the issues are more likely to
“closely follow privacy issues, the possible consequences of a loss of privacy
due to accidental, malicious, or intentional leakage of personal information,
and the development of privacy policies” (Xu et al., 2008). The awareness of
privacy practices has been found to be closely related to an individual’s
disposition to value privacy: it has been modelled as an antecedent of a
disposition to value privacy and has been found to enhance this disposition in
the e-commerce context. However, interestingly, it did not affect a disposition
to value privacy in the social networking context (Xu et al., 2008). Privacy
awareness is mainly linked with the disclosure of information that reflects the
individual demographic characteristics of a person. Therefore, it should only
directly influence the willingness to disclose personal data that include
individual facts:

H4: Privacy awareness will have a direct positive influence on the willingness
to disclose personal data that include individual facts.

Methodology. The quantitative research method is used to investigate
the relationships between the variables. Data is collected via the internet
survey and contained 439 respondents. All the items were measured on a 1-7
Likert scale. A 3-item scale of disposition to value privacy was originally
developed by Xu et al. (2008). They found Cronbach’s to be a=0.88. Later it
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was adapted by Xu et al. (2011), Li (2014). The perceived regulatory
effectiveness scale (3 items, 0=0.83) was taken from Lwin et al. (2007) with
a minor change that includes GDPR as an example. The privacy awareness
scale (3 items) was taken from Xu et al. (2008). Later it was also used by Xu
et al. (2011) and showed good reliability (0=0.865). The willingness to
disclose personal data was measured by a scale adapted from Gupta et al.
(2010) and Heirman et al. (2013) also used by Robinson (2017). It (with 14
items) showed good reliability in earlier studies (o = 0.87) and was the most
relevant recent scale of this type (Robinson, 2017). In this study, the original
list of items was reduced from 17 to 9 by removing those that were linked with
entirely technical issues that would not be understood by the general
population. However, the scale was amended with 5 items of personal data
that are collected online automatically (on user consent). Kaiser-Meyer-
Olkin’s measure of sampling adequacy was 0.877, Bartlett’s test of sphericity
was significant (0.000), approx. Chi-square 7401.378 and df=496. The
extracted factors explained 57.860 of the total variances.

Results. The first hypothesis H1 (The scale that measures the
willingness to disclose personal data has more than one dimension) was tested
based on exploratory factor analysis and subsequent confirmatory factor
analysis. The average factor loadings (0.735, 0.683, 0.763) confirm the
convergent validity, the correlations between factors (below 0.8) -
discriminant validity. Additionally, these three variables have high reliability
on their scales (Cronbach’s a above 0.85). All this indicates that the three
types of willingness can be measured as three separate variables and allows
for confirmation of H1.

Hypothesis H2 (the disposition to value privacy will have a direct
negative influence on all the three dimensions of the willingness to disclose
personal data) is tested based on all the three causal models by checking the
significance of the relation between the disposition to value privacy and
corresponding types of WTD. In all the cases p=0.000; WTD PD IND f=-
0.394; WTD PD SOC p=-0.273; WTD OD (=-0.458. Therefore, H2 is
confirmed.

Hypothesis H3 (the perceived regulatory effectiveness will have a
direct positive influence on the willingness to disclose personal data that
includes individual facts) is tested based on the causal model with the
dependent variable. In this case p=0.097; p=0.045. H3 is confirmed.

Hypothesis H4 (privacy awareness will have a direct positive
influence on the willingness to disclose personal data that includes individual
facts, the perceived regulatory effectiveness will have a direct positive
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influence on the willingness to disclose personal data that includes individual
facts) is tested based on the causal model with the dependent variable. In this
case =0.158; p=0.004. H4 is confirmed.

Discussion and conclusions. The findings of the current survey
support previous research carried out by Heirman et al. (2013). Factor analysis
shows that there is more than one dimension in the willingness to disclose
personal information construct. However, Heirman et al. (2013) distinguish 4
groups of personal data (although it is not based on any statistical model):
identity data, geographical information, contact data, and profile data. We find
slightly different dimensions based on factorial analysis, namely personal
contact and profile information, social networking data and internet usage, and
purchasing online information. Obviously, the consumers perceive personal
data as a heterogeneous phenomenon with all the consequences of this fact.

The factor analysis not only shows the multidimensionality of the
WTD construct. T-test analysis reveals that there is a significant difference
between the average value of the three separate dimensions of willingness to
disclose personal information. Test results (in both cases sig. <0.001) show
that consumers are significantly more willing to disclose contact data and
internet usage/purchasing information compared to social networking data.
This supports the idea of differences in the perception of different types of
personal information. It could be hypothesized that consumers perceive social
networking data as more sensitive and intimate, therefore are consequently
less willing to share it with others.

Further multidimensionality of the WTD construct is supported by a
different pattern of relationship between the antecedents and WTD. The
disposition to value privacy has a negative relation with all the three
dimensions of WTD, while the perceived regulatory effectiveness does not
have any influence on the case of social networking data (compared to a
positive relationship in the other two cases), and the level of privacy
awareness has a positive relationship with a willingness to disclose personal
data only in the case of personal contact data disclosure (compared to no
relationship in other two cases). Again, it could be hypothesized that
consumers do not think that social networks could be effectively regulated by
national or EU laws and, therefore, even better regulatory perception does not
have a positive effect on the willingness to disclose this type of data. A
positive relationship between privacy awareness (i.e., interest in privacy
issues) and the willingness to disclose personal contact information shows that
probably more educated consumers understand that this type of data is less
sensitive compared to other types.
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In the cases when the perceived regulatory effectiveness and privacy
awareness have no direct impact on WTD, these variables influence WTD
indirectly, via the mediation of the disposition to value privacy. Additionally,
these two factors may have both direct and indirect effects on WTD. However,
the most important observation is not the strength of these influences, but the
existence of three different causal models when three types of WTD are
considered. This additionally suggests that these three types of WTD may be
assessed and analysed separately since they represent different aspects of
willingness to disclose personal data. The final items of the WTD scale and
its factor loadings are presented in Table 1.

Table 1. Factor Loadings of Willingness to Disclose Personal Data (WTD)

Factor
1 2 3

Full name 0.794
Address 0.625
Mobile phone 0.739
E-mail 0.797
Birthday date 0.459
LinkedIn account 0.759
Facebook account 0.653
Skype account 0.877
Internet browsing history and habits 0.754
Geolocation data 0.635
Online purchasing history and habits 0.926
Information on searched goods 0.819
IP address 0.543
Means of the loadings 0.735 0.683 0.763

The main outcome of the study is the development of the modified
WTD measurement tool and distinguishing its multidimensionality. This
allows investigating the impact of exaggerated forms of distrust on the
willingness to disclose personal data, which is the main objective of the
following study.
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3. FROM SOCIAL NETWORKING TO WILLINGNESS TO
DISCLOSE PERSONAL DATA WHEN SHOPPING ONLINE:
MODELLING IN THE CONTEXT OF SOCIAL EXCHANGE

THEORY

The third study of the dissertation “From social networking to willingness to
disclose personal data when shopping online: Modelling in the context of
social exchange theory” is published in the scientific journal “Journal of
Business Research”. It applies the WTD measurement tool, which was
modified in the second study of this dissertation and employs a novel approach
toward the analysis of the willingness to disclose personal data.

The aims and scope of the research. Personal data disclosure online
is frequently analysed by employing a cost-benefit analysis, which is
applicable when personal information is treated as a commodity (Smith et al.,
2011). This approach, known as privacy calculus, states that consumers
disclose their personal information in exchange for benefits (Barth & de Jong,
2017; Robinson, 2017). However, the privacy calculus approach has been
criticized for its overestimation of the rationality argument (Kehr et al., 2015;
Wakefield, 2013) and is therefore hardly applicable when social networking
is considered since the benefits of networking are not necessarily rational. This
suggests that data disclosure on social networks is grounded on something
other than just rationality (Zhang & Fu, 2020). Thus, the study approaches the
willingness to disclose personal data in online environment from the position
of Social Exchange Theory (SET), positioning social networking and online
buying as the two types of social exchange. Since data disclosure in social
networking and online buying is largely predicted by trust/distrust factors, the
key antecedents of the current study include trust and paranoia (an extreme
version of distrust). Perceptions regarding personal control over data
disclosure and the effectiveness of legal regulations are two important
mediators in modelling the relationship with willingness to disclose data
(Lwin et al., 2007; Kehr et al., 2015, Miltgen & Smith, 2015). Based on a
structural equation modelling, the study investigates the impact of
involvement in social media on the willingness of consumers to disclose
personal data in online purchasing.

Literature analysis and hypotheses. Based on SET, continuous non-
formalized interactions of a reciprocal nature build trust between interacting
parties, such as peers on social networks (Sherchan et al., 2013). Higher
involvement in social networking requires more frequent disclosure of
personal data, generates a higher level of trust among the participants
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(Sherchan et al., 2013), and produces an overall higher level of engagement
in a broader digital ecosystem, including online buying. This leads to the
proposal that higher involvement in social networking positively influences
the willingness to disclose personal data in a negotiated exchange, represented
by e-buying.

H1: Involvement in social media positively influences the willingness to
disclose personal data in e-commerce.

In negotiated interactions between a person and an institution, an
individual may perceive an imbalance in the control over disclosed data
(Sharma & Crossler, 2014). Understanding the terms and conditions of
personal control over data disclosure allows the consumer to believe that
somebody (legal systems, organizations) is efficient enough to warrant its
proper use (Weil et al., 2005; Gefen & Pavlou, 2006). If a person perceives
the regulations to be effective, the willingness to disclose personal information
will increase. On the other hand, this does not offset all potential uncertainties,
especially if the legal regulations or privacy policies are presented improperly
(Meier, Schawel & Kramer, 2020). It is typical that a person perceives a
certain degree of lack of control over the process and over the provided data
in online purchasing (Wang et al., 2016). Therefore, disclosure of data is
linked with hesitations and uncertainties due to the perception that a person
loses control over the data (Smith et al., 2011; Hong & Thong, 2013; Wang et
al., 2016; Morimoto, 2020). Naturally, this perception reduces the willingness
to disclose data. These arguments lead to the prediction that perceived
regulatory effectiveness impacts the willingness to disclose personal data
positively, while the perceived lack of control — negatively.

H2: Perceived regulatory effectiveness positively influences the willingness
to disclose personal data in e-commerce.

H3: Perceived lack of control negatively influences the willingness to disclose
personal data in e-commerce.

Control over the process of exchange can be shared not only with
other participants of the exchange but also with the third parties regulating it.
The legal systems and relevant institutions regulating privacy policies in
online buying and selling take part in the control over the process (Gefen &
Pavlou, 2006). This increases the perception that personal control over the
exchange, which includes personal data disclosure, is rather limited.

H4: Perceived regulatory effectiveness positively influences the perceived
lack of control.
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To model how involvement in social media, perceived regulatory
effectiveness, and perceived lack of control impact the willingness to disclose
personal data, the influence of trust/distrust antecedents have to be predicted.

Trust is a key element of any type of a social exchange and stands at
the very core of the concept of SET, which emphasizes the importance of trust
as a predictor of social interactions that is developed in the process of social
interactions (Molm et al., 2000). Therefore, the concept of trust needs to be
understood in at least two different ways.

First, dispositional trust (propensity to trust something) is a human
trait that is present in everyone to a certain degree (Frazier et al., 2013). This
is a typical antecedent for the perceptions and activities regarding interactions
with other people or their groups, institutions, regulatory systems, etc. (Bansal
et al., 2016). Another form of trust — situational trust — expressed regarding
concrete objects (most typical cases in marketing — types of stores, products,
specific brands) occurs in specific situations or within a specific context
(Heirman et al., 2013). Both types of trust typically encourage online
behaviours, while privacy violations reduce trust and negatively impact future
online activities (Martin, 2018).

Furthermore, both types of trust are well recognizable in the involvement in
social networking: networking is triggered by the propensity to trust, and
situational trust can be gradually developed during reciprocal exchanges in the
process of interactions with social partners, as well as with social networking
platforms (Molm et al., 2000; Sherchan et al., 2013). Since the level of trust
in social networking predetermines the involvement in social media activities,
the positive relation between the trust (propensity to trust) and involvement in
social media may be predicted. Though the positive relationship between trust
and involvement in social media seems rather clear, it remains an important
aspect of research on privacy concerns and consumer trust in social media
(Appel et al., 2020). Therefore, the hypothesis proposes:

H5: Trust positively influences involvement in social media.

The propensity to trust (trust trait) also predetermines the trust in
institutions/regulatory systems and helps develop positive perceptions of them
(Szymczak et al., 2016; Zhang et al., 2019). Therefore, trust should positively
influence the perception of privacy regulation effectiveness.

H6: Trust positively influences perceived regulatory effectiveness.

However, it is inappropriate to assume that the consequences of trust
on online behaviour are opposite to those of distrust (Chang & Fang, 2013).
Instead, a separate assessment of the impact of distrust has to be made. This
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is achievable with the use of the factor of paranoia, which is understood as an
extreme form of distrust (Kramer, 2008).

Excluding clinical contexts, paranoia is a rather general irrational
personal state grounded in the distrust of others (Gromann et al., 2013). Its
impact on the analysed variables is largely unknown due to the limited scope
of prior research. However, there are some insights that suggest initial ideas
for analysis and allow for a prediction to be made about its relationships with
the factors included in this study.

The relation between paranoia and social media use is rather unclear.
Since paranoia means distrust of others, it should negatively influence one’s
social interactions (Jack & Egan, 2018). On the other hand, social media is the
source of the clash of conflicting ideas, including ones that support paranoid
thinking. Many studies have attempted to demonstrate the impact of social
media use on risk for mental health symptoms and poor well-being (Naslund
et al., 2020). However, a specific relationship with paranoia has not been
detected (Bird et al., 2017; Berry et al., 2018). One of the arguments states
that the relationship and causality were assessed in a wrong way, i. e., social
media use was not a reason, but a consequence of paranoia (Bird et al., 2019).
This confirms the directionality that is foreseen in the current study; however,
it does not help in predicting whether the relationship is positive or negative.

The very concept of paranoia suggests that a person who is prone to
paranoid thinking has a fear of missing out, and social media use provides
rewarding experiences (Fuster et al., 2017). Paranoia should thus encourage
social media use, which is an assumption supported by a rather limited scope
of research that specifically analyses the impact of paranoia on social media
involvement as it was enclosed in the second study of this dissertation.
Therefore, we predict a positive influence of paranoia on the involvement in
social media:

H7: Paranoia positively influences involvement in social media.

On the other hand, paranoid thinking generates feelings of personal
vulnerability and exaggerated socially evaluative concerns (Meisel et al.,
2018). Paranoid thinking is full of concerns about all kinds of possible
imperfections in everything. There is fragmented evidence that paranoia is
positively associated with the lack of personal control, but it is also strongly
suggested to gain a better understanding of its impact on the various types of
control (Imhoff & Lamberty, 2018). Therefore, we hypothesize:

H8: Paranoia positively influences perceived lack of control.

It is understood that paranoid individuals fail to correspond to any

group in the wider society that shares coordinated aims and actions (Raihani
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& Bell, 2019). Therefore, paranoid thinking gravitates toward ignoring and
neglecting systems, rules, and organizational efforts with a dysregulated
response (Saalfeld et al., 2018) and is prominently associated with low trust
in the government (Imhoff & Lamberty, 2018). This leads to the neglect of the
effectiveness of external regulations:
H9: Paranoia negatively influences perceived regulatory effectiveness.
Methodology.  The analysis was carried out based on 480
respondents. All variables were measured using scales successfully deployed
in former studies. Trust (TR) was assessed on a four-item “Propensity to
Trust” scale (Frazier et al., 2013). Paranoia (PAR) was measured with the
original paranoia trait scale (Fenigstein & Vanable, 1992), which was
shortened to six items; shorter versions of this scale were successfully used in
the first study of this dissertation. Involvement in Social Media (ISM) was
measured following the Social Media Use Integration Scale (SMUIS)
developed by Jenkins-Guarnieri et al. (2013). Measured with 10 items, it
considers engaged social media use, emotional attachment to social media use,
and the social habits of users. This allowed us to address important aspects of
involvement in social media with a construct that stays unidimensional
(Jenkins-Guarnieri et al., 2013). The Willingness to Disclose (WTD) personal
data was assessed with the scale suggested by Gupta et al. (2010) and Heirman
et al. (2013), later used by Robinson (2017). To avoid the effects of rapid
dynamics in the types of data disclosed online, the list was reduced to items
that are relatively stable and represent personal demographics and contact
information (seven items). The Perceived Regulatory Effectiveness (PRE)
three-item scale was adopted from Lwin et al. (2007) with a minor
modification — GDPR, as an example of one type of legal regulation was
included in one item. A three-item scale of Perceived Lack of Control (PLC)
was taken from Wang et al. (2016). In all instances, a 1 to 7 Likert scale (1 =
totally disagree and 7 = totally agree) was used. The scales were assessed
using exploratory factor analysis, subsequent confirmatory factor analysis,
and tests of reliability and validity. The exploratory factor analysis (Promax
rotation, Maximum Likelihood extraction) was used for the initial assessment
of the scales. The KMO was adequate (0.797) and Bartlett's Test of Sphericity
showed approx. Chi-Square of 5727.640, with df = 276, p < 0.001. The model
had a good fit, Chi-Square = 432.978, df = 147, p < 0.001, with extracted six
factors that explained 59.93% of variation with cumulative initial Eigenvalues
of 69.56%. A subsequent confirmatory factor analysis showed an acceptable
fit of the model (CMIN/DF = 1.525; TLI = 0.947; CFl = 0.978; RMSEA =
0.033 (Byrne, 2010). This was achieved by reducing the ISM scale to six
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items, PAR to three items, and WTD to five items. The reliability and validity
of the obtained scales were assessed by measuring the composite reliability
(above 0.70, Bagozzi & Yi, 2012). As recommended by the Fornell-Larcker
criteria (Fornell & Larcker, 1981), all the standardized factor loadings
exceeded 0.50; the average variance extracted (AVE) exceeded 0.50, and
squared AVE values for each construct were greater than the correlation
values of that construct. All these criteria were met, which allowed us to
perform further analysis.

Results. As is typical in exploratory models that suggest using a new
theoretical approach (SET), attention was paid primarily to the direct
relationships between the factors. Therefore, these relationships are predicted
in the formulations of the hypotheses. Based on them, the total and indirect
(mediated) effects can be measured. The causal model (Fig. 2) tests the
relationships that are predicted in the research model and confirms its
structure. First, structural equation modelling assumes a correlation between
the antecedents. In this model, this relationship confirms the correctness of the
modelling assumption that propensity to trust and paranoia represent trust and
distrust since their relationship is strongly negative (correlation —0.353; p <
0.001).
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Figure 2. Structural Model of Study 3

All predicted direct relationships between variables are significant at
the level of p < 0.001. Additionally, all standardized regression weights are
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substantial, ranging from 0.19 to 0.39, which means a relatively high
explanatory power of each individual direct relationship. However, this also
allows for an analysis of all indirect and total effects, which additionally
contribute to the understanding of how the willingness to disclose personal
data is influenced by the analysed factors.

As it was modelled, trust and paranoia do not have direct effects on
willingness to disclose personal data in e-shopping. The standardized total
effect of trust is p = 0.101; p < 0.001; and the standardized total effect of
paranoia is § = 0.060; p < 0.001. This confirms that the factor of trust/distrust
is important in modelling willingness to disclose personal data based on SET.
However, the positive total effect of paranoia is unexpected and largely
predetermined by its positive (opposite to what was predicted) influence of
paranoia on perceived regulatory effectiveness. This is discussed further in the
text.

The influence of perceived regulatory effectiveness on willingness to
disclose personal data is twofold: both direct and mediated, which means the
presence of partial mediation. The standardized total effect is f = 0.149; p <
0.001; this is generated by the standardized direct effect of B = 0.201 (p <
0.001) and the standardized indirect effect of f = -0.052 (p < 0.001). The
negative indirect effect is predetermined by the strong negative influence of
the mediator (perceived lack of control) on the willingness to disclose data (3
=-0.277 (p < 0.001).

An analysis of all direct relationships allows for the hypotheses to be tested
(Table 1).

Table 2. Tests of Hypotheses (Standardized Regression Weights)

Hypothesized impacts Estimate p Result

H1|WTD — | ISM 0.271 0.000 |Accepted
H2)\WTD —| PRE 0.166 0.000 |Accepted
H3|WTD «—| PLC -0.308 0.000 |Accepted
H4{PLC —| PRE 0.187 0.000 |Accepted
H5[ISM —| TR 0.204 0.000 |Accepted
H6|PRE —| TR 0.264 0.000 |Accepted
H7(ISM —| PAR 0.442 0.000 |Accepted
H8|PLC —| PAR 0.249 0.000 |Accepted
H9|PRE —| PAR 0.231 0.000 [Rejected
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Discussion and conclusions. This study’s main contribution to the
scope of knowledge about the willingness to disclose data online lies in the
suggested use of SET as the background for the analysis and findings. The
study revealed that reciprocal exchange (involvement in social media)
strongly impacts the willingness to disclose personal data in negotiated
exchange settings (buying online). This means that trust-generating reciprocal
exchange increases the trust in another type of exchange and increases the
willingness to disclose personal data there. Therefore, willingness develops
throughout the entire digital ecosystem (Morgan-Thomas et al., 2020), and
these findings extend previous knowledge in this area (Yang, 2019).
Involvement in social media has no impact on willingness with the mediation
of the perceived lack of control, which confirms that it influences willingness
to disclose personal data only directly.

On the other side, willingness to disclose personal data was positively
impacted by perceived regulatory effectiveness, as was expected based on
former observations of the importance of legal assurance (Yamagishi &
Yamagishi, 1994). Also, as was expected, willingness to disclose personal
data was negatively impacted by the perceived lack of control, which
represents uncertainties that are present in personal data disclosure situations
and supports the earlier observations of Bansal et al. (2016) on the link
between uncertainty avoidance and disclosure of personal data.

Both involvement in social media and perceived regulatory
effectiveness had a strong impact from trust. This allows concluding that trust
is an important antecedent of willingness to disclose personal data in buying
online but impacts it indirectly via reciprocal interactions in social media and
via the perception of the assurance of regulatory systems.

The dispositional antecedent that represents distrust (paranoia) was
expected to positively influence involvement in social media and perceived
lack of control, but negatively influence perceived regulatory effectiveness.
The first two hypotheses have been confirmed; however, the relationship
between paranoia and perceived regulatory effectiveness was significant but
positive. This means that the assumptions used for grounding the hypothesis
— paranoid people fail to coordinate their actions with wider groups and ignore
rules and regulations (Saalfeld et al., 2018; Imhoff & Lamberty, 2018; Raihani
& Bell, 2019) were not sufficient to predict the relationship. At the same time,
the relationship between the two factors was significant, which confirms the
correctness of the overall modelling, though it seems that this under-
researched relationship should be grounded differently.
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Paranoia includes not just the aspect of distrust, but also ideas about
being harassed, threatened, harmed, persecuted, or mistreated by other people
(Colby, 1981). This might mean that a person that exhibits paranoid thinking
distrusts other people and looks for support against them in the regulations of
legal bodies. Higher levels of paranoia might trigger a higher willingness to
perceive that legal regulations might help in safeguarding against the negative
intentions of “malevolent others”. If this logic is correct, it would justify the
positive relationship between paranoia and perceived regulatory effectiveness.
However, this requires strong evidence from future studies.

Thus, the results of the study set the background for the final research
whose main aim was to investigate a different form of exaggerated distrust in
the willingness to disclose personal data online.
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4. INFLUENCE OF TRUST AND CONSPIRACY BELIEFS ON
THE DISCLOSURE OF PERSONAL DATA ONLINE

The fourth paper “Influence of Trust and Conspiracy Beliefs on the Disclosure
of Personal Data Online” is published in the scientific journal “Journal of
Business Economics and Management”. The paper follows the same research
path as in the previous study by exploring the role of conspiracy beliefs, as the
form of exaggerated distrust, in the context of the willingness to disclose
personal data.

The aims and scope of the research. The issue of trust-based
personal data disclosure online remains of high importance both in social
networking and online purchasing. Additionally, social networking is linked
with a controversial factor of conspiracy beliefs that recently received
attention because of the Covid-19 pandemic. Conspiracy beliefs trigger
activities online but generate hesitations regarding rational ideas, requests, and
procedures. Therefore, it is unclear how they impact rational requests for data
disclosure in online shopping. The study aims to investigate how the influence
of trust and conspiracy beliefs on self-disclosure in social networking and on
willingness to disclose personal data in online purchasing can be modelled
based on SET. The modelling of interactions employing SET is based on the
third study of this dissertation. The model that is developed in the current
study reflects a case of personal data disclosure and thus presents a novelty
aspect among the applications of SET.

Literature analysis and hypotheses. Trust is an important
antecedent of various behavioural intentions, and it is especially salient in
social exchange relationships (Bernerth & Walker, 2009). Trust is also an
essential factor for modelling numerous internet-based activities, including
online transactions (Zhang et al., 2020). It is observed that online trust highly
depends on past experiences with online activities (Chen et al., 2015; Dinev
et al., 2006; Murphy, 2003) and develops over repeated interactions (Alarcon
et al., 2018). When it comes to disclosure of personal data as a social
exchange, trust plays the role that is of special importance, since it both creates
and is created by the reciprocity of social exchange (Molm et al., 2000). When
it regards transactions that require information, trust also is one of the major
factors that encourages individuals to disclose information about themselves
(Koohikamali et al., 2017). However, trust impacts the willingness to disclose
information in online purchasing (negotiated exchange) not just directly.
Since trust develops in the process of reciprocal social exchanges that are
present in social networking, the growing involvement in social media
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increases the level of personal disclosure in social networking. Additionally,
self-disclosure is a result of trust-based perceptions about the safety of self-
disclosure, which means that perceptions about the effectiveness of
regulations mediate the impact of trust on self-disclosure. Thus, the total
effects of trust on self-disclosure include its direct and all indirect impacts:
H1: Total effect of trust on self-disclosure in social networking is positive.
On the other hand, SET suggests that online selling also includes
elements of reciprocity (Swoboda & Winters, 2021). Therefore, the above-
mentioned effects of trust are also present in the process of data disclosure in
online shopping. This is supported by the conceptual statement of SET
developers that trust is important in both types of social exchange (Emerson,
1981). Again, this is applicable to the exchange of information: it is found that
dispositional trust is one of the main predictors of the willingness to disclose
personal data in online purchasing (Meinert et al., 2006; Keith et al., 2015).
This is not limited to just the direct impact of trust on the willingness to
exchange data. The impact of trust is often mediated by additional factors, two
of them being extremely important. First, having limited relative power
against an online store, an individual tends to rely on the additional assurance
from third parties. Most typically, the role of a third party is played by legal
systems, procedures, and institutions that look after the privacy issues in
online activities as it was discovered in the first study of this dissertation. A
positive perception on the effectiveness of regulations increases the relative
power of individuals in their social exchange with online stores and
contributes to willingness to disclose personal data online. For instance, the
introduction of General Data Protection Regulation (GDPR) in 2018 increased
buyers’ sense of perceived security, third-party assurance, and perceived
openness (Zhang et al., 2020). Therefore, the impact of trust on willingness to
disclose personal data online is mediated by perceived regulatory
effectiveness. Second, as it was disclosed in the first study of the dissertation,
the willingness to disclose personal data in online purchasing is also positively
impacted by other online activity: social networking. Social networking or the
overall involvement in social media might seem not closely linked with
activities in online shopping; however, SET helps to explain this relationship.
The first study of the dissertation provides evidence that involvement in social
media (reciprocal exchange) impacts the willingness to disclose data in online
shopping (negotiated exchange). This even more strongly justifies both the
direct and indirect impact of trust on willingness to disclose personal data in
online shopping. Specifically, it means that the impact of trust on willingness
to disclose personal data in online purchasing is mediated by factors that
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represent activities in social networking and are reciprocal by their nature.
Therefore, trust is expected to exert both direct and indirect positive impacts
on willingness to disclose personal data in online purchasing:

H2: Total effect of trust on willingness to disclose personal data in online
purchasing is positive.

Conspiracy beliefs refer to personal allegations that powerful groups
or authorities are implementing misdemeanours or other unethical behaviours
toward society and represent a form of distrust (van Prooijen & de Vries,
2016). Beliefs in conspiracies have been attracting the attention of researchers
already for some time; however, the worldwide pandemic generated
additional growth of interest in this phenomenon (Pellegrini et al., 2021). The
nature of this factor suggests that people with a higher level of conspiracy
beliefs should be cautious about disclosing their personal information. At the
same time, people who believe in conspiracy theories tend to be involved in
social networking to find support and confirmation for their beliefs (Allington
et al., 2020; Goreis & Kothgassner, 2020). It is relevant to expect that
conspiracy beliefs play a more and more important role in social networking
and positively impact involvement in social media that is influenced by
numerous factors of both dispositional and situational nature (Chung et al.,
2019). This is additionally justified by the fact that some reasons for the
involvement in social media might be triggered by rather unexpected personal
characteristics or by the search for information on rather controversial ideas,
including conspiracy theories (Allington et al.,, 2020). Additionally,
involvement in social networks offers opportunities to interact with others
sharing similar ideas regarding conspiracies (Allington et al., 2020).
Therefore, conspiracy beliefs are expected to have a direct positive impact on
involvement in social media. One of the reasons for involvement in social
media includes the desire to preserve the social image and enhance it in the
eyes of significant others (Douglas et al., 2019). Being noticed and ‘visible’
seems to be even more important to people who tend to represent original
ideas, lifestyles, and beliefs (Bazarova & Choi, 2014). Therefore, conspiracy
beliefs not just motivate to be active in social networking, but also stimulate
conspiracy believers to self-disclose themselves to similar others in a more
exaggerated way than typically. This justifies the proposition that conspiracy
beliefs impact self-disclosure in social networking both directly and via the
mediation of the involvement in social networking. We predict that the total
effect of conspiracy beliefs on self-disclosure in social networking is positive:
H3: Total effect of conspiracy beliefs on self-disclosure in social networking
is positive.
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The link between conspiracy beliefs and willingness to disclose
personal data in online purchasing is still largely unknown and represents a
research gap. However, individuals with conspiracy beliefs typically are
cynical about most regulations and express rather negative attitudes towards
all kinds of authorities in general (Goreis & Voracek, 2019). Therefore, any
regulated activity or request should be perceived by them negatively, and
conspiracy beliefs should reduce the willingness to disclose personal data in
all of them. Since the interaction between an individual and an online store is
largely regulated, conspiracy beliefs should negatively impact the willingness
to disclose personal data in online purchasing. The direct negative impact of
conspiracy beliefs on the willingness to disclose personal data in purchasing
lacks empirical evidence but is somehow predictable based on indirect
considerations and logical arguments. However, the question of how
conspiracy beliefs influence the willingness to disclose data in online
purchasing is complicated by the fact that the willingness is also impacted by
the effects of social networking. Since it is predictable that conspiracy beliefs
impact activities in social networking positively, these may exert the further
positive indirect effect of conspiracy beliefs on the willingness to disclose data
in online purchasing. This positive indirect effect would conflict with the
negative direct influence of conspiracy beliefs, and the direction of the total
effect on the willingness to disclose data in online shopping appears unknown.
The lack of empirical evidence does not make it possible to know whether the
direct negative or indirect positive effect is to be stronger. We propose that the
total effect of conspiracy beliefs will be negative, despite the existing indirect
positive effects:

H4: Total effect of conspiracy beliefs on willingness to disclose personal data
in online purchasing is negative.

Methodology. The study aims to assess the total effects of trust and
conspiracy beliefs on self-disclosure in social media and on willingness to
disclose personal data in online purchasing. The modelling is based on social
exchange theory and includes two mediators: involvement in social media and
perceived regulatory effectiveness.

Data were collected via the representative online survey and
contained 1000 respondents. The survey is based on the questionnaire which
included scales that have been successfully used in former studies. All items
were measured on a 1-7 Likert scale. More specifically, the perceived
regulatory effectiveness scale (3 items, 0=0.83) was adapted from Lwin et al.
(2007), with a minor alteration that included GDPR; the scale with this
adaptation was successfully used in the first study of this dissertation. Trust
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was assessed on a 4-item ‘Propensity to Trust’ scale (Frazier et al., 2013). The
involvement in social media was measured with a 10-item scale (SMUIS)
developed by Jenkins-Guarnieri et al. (2013) that includes engaged social
media usage, emotional attachment to using social media, and social habits of
users. Self-disclosure was measured with a 6-item scale, recently used by
Jacobson et al. (2020). Willingness to disclose personal data (WTD) was
assessed with the scale suggested by Gupta et al. (2010) and Heirman et al.
(2013). Conspiracy beliefs were measured using the Brotherton et al. (2013)
generic conspiracist beliefs scale. The scale was reduced to 7 items; two items
were modified to include the two most recent conspiracy beliefs (vaccinations
and 5G issues). Exploratory factor analysis (maximum likelihood; Promax
rotation with Kaiser normalization) showed good sampling adequacy KMO=
0.897, Bartlett’s test of sphericity was significant (0.000), approx. Chi-square
1555.330, df=345. The extracted factors explained 61.804 of the total
variances (cumulative Eigenvalues 68.527). There were only 23 (4.0%) non-
redundant residuals, which confirmed the adequacy. All loadings were above
0.5 (validity), at least 0.2 difference of variables in factors, and no more than
0.7 correlation between factors (the largest was 0.521), which refers to
acceptable discriminant validity. A subsequent confirmatory factor analysis
showed a good model fit: CMIN/DF=2.992; TLI rh02=0.948; CFI=954;
RMSEA=0.045 (Byrne, 2010). Further validity check showed that in all
instances average variance extracted (AVE) was >0.5, composite reliability
(CR) >0.7, the root of AVE greater than correlations. A common latent bias
test came back positive (difference in chi-square=518.8, difference in df=32,
p=0.000), therefore the data imputation was performed with consideration of
the common latent factor.

Results. The fit of the structural model (CMIN/DF=2.593,;
TLI1=0.982; CFI=0.998; RMSEA=0.040) allowed testing the hypotheses
(Figure 3).
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Figure 3. Structural Model of Study 4

The hypotheses were concentrating on the total effects of trust and
conspiracy beliefs on self-disclosure in social networks and on willingness to
disclose personal data in purchasing online. For this, the standardized total
effects have been assessed. The total effects of trust on self-disclosure in social
media were strong and positive, thus H1 was confirmed. Trust influenced self-
disclosure in three different ways: directly, via the mediation of involvement
in social media, and via the mediation of perceived regulatory effectiveness.
Direct and indirect effects were positive and significant; however, the direct
effect was weaker than the indirect one (f= 0.047 and p=0.204, respectively).

The total effect of trust on willingness to disclose data in online
shopping was strong = 0.304; the hypothesis H2 was confirmed. This
influence was composed of the direct effect f= 0.191 and the indirect effect
of B=0.113, which is a sum of effects in four paths.

Hypothesis H3 predicted a positive total effect of conspiracy beliefs
on self-disclosure in social networking. It was confirmed that the total effect
is p=0.242. It is made up of the direct effect of f= 0.160 and the indirect effect
with the mediation of involvement in social media (f= 0.062). The most
contradictory was the H4 hypothesis since it included aggregation of the direct
negative and indirect positive effects of conspiracy beliefs on willingness to
disclose data in online shopping. The analysis showed that the direct effect
was negative f=-0.088 and relatively stronger than the indirect positive effect
(B= 0.034), which resulted in a negative total effect of f=-0.054). Therefore,
H4 was confirmed.
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Discussion and conclusions. The study suggests several conclusions
and managerial implications. First, the study confirms that the influence of
trust factors on willingness to disclose personal data online can be successfully
grounded on SET. This adds to the theoretical knowledge about SET
applications in marketing research. Second, the results allow concluding that
trust is a very important antecedent that positively influences both the data
disclosure in social networking and the willingness to disclose personal data
online. This is in line with former studies and with the conceptual framework
of SET. Third, the study leads to a conclusion that conspiracy beliefs
encourage involvement in social media and, consequently, the self-disclosure
in social networking. However, in the case of the willingness to disclose
personal data in online shopping, the positive effect that is mediated by self-
disclosure in social networking is weaker than the negative direct effect of
conspiracy beliefs. Therefore, the conclusion is that conspiracy beliefs
negatively influence the willingness to disclose personal data in online
shopping.

The study extends the model which was developed previously and
investigates the impact of conspiracy belief (as a form of exaggerated distrust)
on the willingness to disclose personal data in both reciprocal and negotiated
contexts. Thus, the application of Social Exchange Theory regarding
explaining the willingness to disclose personal data is supported.
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CONCLUSIONS

The results of the four individual studies, conducted in the framework of this
dissertation, allow making several conclusions.

First, it was confirmed that trust and distrust coexist as separate
variables. More importantly, it was disclosed that distrust can be categorized
into rational and irrational (i. e., exaggerated) forms. In addition, a set of
conducted studies in the framework of this dissertation suggest that paranoia,
cyber fear, and conspiracy beliefs are among these exaggerated forms of
distrust. Moreover, it was disclosed that paranoia as an exaggerated form of
distrust plays an important role in shaping the overall online consumer
behaviour. These relationships were explored in the first study of the
dissertation as it was found that paranoia plays a mediating role between social
media use, cyber fear, computer competence, and online consumer behaviour
(attitudes towards purchasing online and intention to purchase online).

Second, based on extensive theoretical analysis, the distinction
between willingness and intention has been delineated. Willingness has been
conceptualized as a factor of attitudinal nature, having elements of both
dispositional and situational nature. The intention was defined as a clearly
situational variable, predicting the behaviour in a specific context. Both seem
to be predictors of actual disclosure behaviours, but the difference in this
regard is a subject of further research. In addition, it was confirmed that the
willingness to disclose personal data is a three-dimensional factor. These
dimensions include individual facts, social networking data, and online
purchasing data. In addition, it was found that customers perceive personal
data differently and consider social networking data as more sensitive and
intimate, thus they are less willing to share it with others. Finally, we suggest
the existence of three different causal models when three types of WTD are
considered. This allows us to additionally state that these three types of WTD
may be assessed and analysed separately since they represent different aspects
of willingness to disclose personal data. These findings are presented in the
second study of the dissertation.

Third, the most noticeable novelty of the study was the use of social
exchange theory to ground willingness to disclose personal data. This is done
within the third and fourth studies of the dissertation. The potential of this
theory in studies on privacy-related behaviour has been largely underutilized,
and this gap was to some extent filled up within the set of studies of this
dissertation. Based on the social exchange theory, data disclosure is an act of
social exchange where one party (an individual) provides information in
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exchange for various benefits. The theory allows considering the perceptions
about the benefits, perceptions about the relative power of exchange
participants, and many more. The concept of reciprocal and negotiated types
of exchange was used to explain data disclosure in social media and online
stores. This approach provides an explanation of the differences in willingness
to disclose personal data in two instances and to find the relationship between
them.

Fourth, as for the impact of different forms of exaggerated distrust, it
was found that paranoia does not have a direct effect on willingness to disclose
personal data, but instead, it has an indirect positive relationship (largely
influenced by the positive influence on perceived regulatory effectiveness). A
similar research approach is used in the last study of the dissertation, which
investigates the impact of conspiracy beliefs on WTD. In contrast to the third
study, a negative relationship was found, leading to the conclusion that
different exaggerated forms of distrust play a distinctive impact on the
willingness to disclose personal data, due to these factors being different in
their nature.

Fifth, the study revealed that reciprocal exchange (involvement in
social media) strongly impacts the willingness to disclose personal data in
negotiated exchange settings (buying online). This means that trust-generating
reciprocal exchange increases the trust in another type of exchange and
increases the willingness to disclose personal data there. Therefore,
willingness to disclose personal data develops throughout the entire digital
ecosystem.
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PRACTICAL IMPLICATIONS

The results of four articles covered in this dissertation suggest particular
managerial recommendations:

1. Having observed a positive impact of perceived regulatory
effectiveness on willingness to disclose personal data, the obvious suggestion
for businesses would be to unambiguously support the presence of an effective
regulatory system (national or international). Regulatory systems have to be
reflected in policies of e-stores, and these policies need to be presented to the
buyers in a short and clear manner (Meier et al., 2020). This is an important
pre-requisite for the perception about the effectiveness of a regulatory system,
which is a critical factor in willingness to disclose personal data.

2. Another important factor is perception about control over disclosed
data. The perception about lack of control is partially offset by the
effectiveness of legal regulations. However, it signals that businesses should
use all available means to inform buyers about how they could control
disclosed information, and in this way reduce the perception of lack of control.
Providing clear information regarding personal data handling and inviting
users to make decisions about how their information should be used would
strongly increase overall willingness to share personal data.

3. Also, it seems that communication on social media is very suitable
in terms of developing trust. Intensive use of social networks strongly
increases willingness to disclose personal data outside of the networking
context. Therefore, the suggestion for business is to integrate marketing
activities with social media and invite users to connect to e-stores using social
media accounts as often as possible.

4. Since a buyer’s willingness to disclose their personal data is subject
to their perceptions about regulation effectiveness and control, the population
needs to be made aware to the highest possible level about their rights
regarding privacy, as well as the mechanisms that regulate and control the use
and sanction the misuse of personal data. That is why public policy should be
strongly oriented toward educating consumers about regulatory systems.

5. The observed negative effects of conspiracy beliefs on willingness
to disclose personal data in online shopping could be at least partially
neutralized through social networking that represents a two-way
communication and stands for reciprocal social exchange. This suggests that
businesses may consider a closer integration between the sites of social
networking and online shopping, since the trust in social networking
positively impacts the data disclosure in shopping. Additionally, active
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support to regulatory systems as well as active promotion of social networking
that prompts self-disclosure of consumers should be an aim of organizations
that want to encourage disclosure of consumer data.

RECOMMENDATIONS FOR FUTURE RESEARCH

The results of this dissertation generate the following recommendations for
future scientific research:

1.

To conduct exploratory research and test the model with both
types of exaggerated distrust (paranoia and conspiracy beliefs) on
the willingness to disclose personal data based on SET theory;
To investigate the impact of other existing forms of exaggerated
distrust on the willingness to disclose personal data online that
have not been analysed within the framework of this dissertation;
To further investigate the observed rather contradictory
relationship between paranoia and attitudes towards purchasing
online;

To conduct the research attempting to determine additional
dimensions of the willingness to disclose personal information
measurement;

To expand the research model by including additional
dispositional variables, such as consumer scepticism, price
sensitivity, and risk aversion, which could have possible
implications in better explaining the consumer privacy-related
behaviour online.
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SANTRAUKA

Imoniy valdomi vartotojy asmens duomenys joms turi iSskirting vertg,
kadangi teisingas jy panaudijimas leidzia teikti individualiai pritaikytus
rinkodaros pasitilymus, kurti geresne narSymo tinklapyje patirtj ir pan. (Zhang
ir kt., 2020). Pasak Barth ir Jong (2017), klientai paprastai suasmenintus
rinkodaros pasiiilymus suvokia kaip naudingus, taciau daugeliu atvejy tokiy
pasitlymy verte vis délto nusveria tam tikri nuoggstavimai dél atskleidziamos
asmeninés informacijos saugumo, todél klientai i§ esmés néra linke atskleisti
savo duomenis pirkdami internetu (Wieringa ir kt., 2019). Nenoro atskleisti
asmens duomenis internete priezastys sulaukia labai didelio mokslininky
démesio - Sis reiskinys daZznai analizuojamas pasitelkiant privatumo
skaiciavimo (angl. privacy calculus) teorija, kurioje teigiama, kad klientai
atskleidzia asmens duomenis mainais j gaunamg nauda (Robinson, 2017).
Taikant privatumo skaiciavimo teorijg, vartotojy informacija traktuojama kaip
preké (Smith irkt., 2011). Nors §i teorija labai daznai naudojama su privatumu
susijusiuose vartotojy sprendimy priémimo tyrimuose, toks pozilris
susilaukia nemazai kritikos dél vartotojy racionalumo pervertinimo (Kehr ir
kt., 2015). Kiti autoriai teigia, kad su privatumu susij¢ sprendimai grindziami
ne tik kasty ir naudos analize, bet daugiausia yra situaciniai ir priklauso nuo
informacijos atskleidimo tikslo ir konteksto (Omrani ir Souli'e, 2018; Masur,
2019). Be to, placiai pripazjstama, kad su nenoru atskleisti asmens duomenis
internete susije ir jvairts dispoziciniai veiksniai (Nikhhah, 2018), kurie taip
pat nepatenka j privatumo skai¢iavimo teorijos taikymo sritj.

Tarp tokiy dispoziciniy veiksniy, susijusiy su privatumo elgsena,
pasitikéjimas vaidina esminj vaidmenj (Kolokakis, 2018; Zhang ir kt., 2020).
Nors pasitikéjimas kartais traktuojamas kaip kontinuumas, kai kurie
mokslininkai teigia, kad Zemiausias pasitikéjimo matavimo taskas nereiskia
nepasitikéjimo (McKnight ir Chervany, 2001; Kim ir Ahmad, 2013, Aghdam
ir kt., 2021). Siam teiginiui pritaria Dinev ir Hart (2006) tvirtinantys, kad
pasitikéjimas ir nepasitikéjimas egzistuoja kaip atskiri konstruktai, o
pastarasis laikomas veiksniu, kur kas labiau veikianciu vartotojy ketinimus
(Moody ir kt., 2014). Kita vertus, nepasitikéjimas taip pat gali jgauti jvairias
formas, nes yra teigiama, kad jj galima skirstyti j racionaly ir iracionaliy
(Deutsch, 1973). Racionalus nepasitikéjimas apibiidinamas kaip lankstus ir
galintis keistis priklausomai nuo konkrecios situacijos; neracionalus —
priesingai (Deutsch, 1973). Nors nepasitikéjimas placiai analizuojamas
vartotojy elgsenos kontekste, jo neracionaliy (perdéty) formy poveikis yra
nepakankamai istirtas.
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Su perdétu nepasitikéjimu susij¢ keli konstruktai, pavyzdZziui,
technofobija (Nimrod, 2018), kibernetiné baimé (Mason ir kt., 2014) ir
socialinis nerimas (Van Scoy ir kt., 2021), taciau Sioje disertacijoje démesys
skiriamas kitiems perdéto nepasitikéjimo tipams - paranojai (Kramer, 2008) ir
tikéjimu samokslo teorijomis (Simione ir kt., 2021). Sios dvi perdéto
nepasitikéjimo formos pasirinktos dél jy iSskirtinumo — paranoja labiau
siejama su neracionaliu nepasitikéjimu individais (Colby, 1981), o tikéjimas
samokslo teorijomis - organizacijomis (van Prooijen ir de Vries, 2016). Tokiu
poziiiriu vadovaujamasi, nes jis leidzia istirti $iy dviejy skirtingy perdéto
nepasitikéjimo formy poveikj norui atskleisti asmens duomenis skirtingomis
aplinkybémis, priklausomai nuo formalaus reglamentavimo lygio (lyginant
elgsena socialiniuose tinkluose ir perkant internetu), kuris anksciau
mokslinéje literatiiroje nebuvo analizuotas.

Apibendrinant atitinkamus $ios srities mokslinius tyrimus, galima
daryti iSvada, kad mokslingje literatiiroje yra dideliy spragy, susijusiy su noru
atskleisti asmens duomenis internete. Pirma, anksc¢iau néra buve bandymy tirti
su privatumu susijusia elgseng jvairiuose kontekstuose, priklausomai nuo jy
iSorinio formalaus reglamentavimo. Antra, nepakankamai iStirtas perdéty
nepasitikéjimo formy poveikis norui atskleisti asmens duomenis internete.
Galiausiai, su privatumu susijusio elgesio tyrimuose taikomi keli teoriniai
pozilriai, taCiau juose pernelyg pabréziamas racionalumo aspektas. Taigi
tokios jzvalgos leidzia suformuluoti Sios disertacijos moksling problema
kaip klausimg: koks yra perdéto nepasitikéjimo poveikis norui atskleisti
asmens duomenis internete?

Sioje disertacijoje sitilomas naujas poZidris j privatumo elgsenos
tyrimus, pasitelkiant socialiniy mainy teorija (angl. social exchange theory).
Si teorija stebétinai retai pasitelkiama rinkodaros tyrimuose, nors pati
rinkodaros esmé slypi santykiuose ir jvairiose socialiniy mainy formose
(Bagozzi, 1975; Varey, 2015). Socialiniy mainy teorija individy ar jmoniy
saveikg vertina kaip socialiniy mainy, besiskirian¢iy savo formomis ir
objektais, kuriais kei¢iamasi, serija. Informacija (jskaitant asmens duomenis)
yra vienas i§ objekty, kuriais kei¢iamasi su kitais. Socialiniy mainy teorija
apima dvi dimensijas - abipusius ir derybinius socialiniy mainy tipus (Lévi-
Straus, 1969; Emerson, 1981). Derybinis mainy tipas pasireiskia, kai
dalyvaujancios Salys i§ anksto susitaria dél mainy salygy ir jos i$ esmés yra
formalizuotos. Paprastai deramasi dél mainy naudos ir kasty, taip pat
apsvarstomi reikalingi papildomi aspektai, pavyzdziui, laikas ir pan. Pirkimo
internetu situacijose paprastai vyksta tokia sgveika, todél tai priskiriama
derybiniy socialiniy mainy kategorijai (Molm ir kt., 2000). Abipusiai mainai

57



grindziami abipuse mainy dalyviy saveika, tikintis, kad partneris atsakys tuo
paciu (Cheng ir kt., 2011). D¢l mainy salygy nebttinai i§ anksto susitariama,
jos nebuina formalizuojamos, todél §io tipo mainai daugiausia grindziami
abipusiu pasitikéjimu (Molm ir kt., 2000). Veikla socialiniuose tinkluose yra
geras abipusio keitimosi asmenine informacija su kitais pavyzdys (Yang,
2019). Keistis informacija socialiniuose tinkluose nebiitinai skatina racionaliis
ar ekonominiai motyvai - zmonés dalijasi informacija socializacijos tikslais,
siekdami pripazinimo, palaikymo ir kitos nematerialios naudos (Szymczak ir
kt., 2016). Tuo remiantis, Sioje disertacijoje socialiniy mainy teorijos rémuose
tiriamas dviejy perdéto nepasitikéjimo formy (paranojos ir tikéjimo sagmokslo
teorijomis) poveikis norui atskleisti asmens duomenis.

Taigi, disertacijos tikslas - nustatyti, kaip perdétas nepasitikéjimas
veikia norg atskleisti asmens duomenis internete.

Disertacijos tikslui pasiekti keliami §ie uzdaviniai:

1. Konceptualizuoti nepasitikéjimo fenomeng ir identifikuoti esamas
perdétas jo formas.

2. lvertinti perdéto nepasitikéjimo poveikj bendrai vartotojy elgsenai
internete.

3. [Ivertinti, kokiais biidais galima konceptualizuoti ir iSmatuoti norg
atskleisti asmens duomenis.

4. Pagrjsti socialiniy mainy teorijos taikyma, tiriant paranojos ir tikéjimo
samokslo teorijomis, kaip perdéto nepasitikéjimo formy, poveiki norui
atskleisti asmens duomenis internete.

5. Ivertinti paranojos ir tikéjimo samokslo teorijomis poveikj norui
atskleisti asmens duomenis internete abipusiy ir derybiniy socialiniy mainy
aplinkoje.

Igyvendindamas Siuos uzdavinius, disertacijos autorius siekia apginti
Siuos tyrimo teiginius:

1. Pasitikéjimas ir nepasitikéjimas egzistuoja kaip du skirtingi
kontinuumai, o nepasitikéjimas gali biiti skirstomas j racionalias ir perdétas
formas.

2. Paranoja (kaip perdéto nepasitikéjimo forma) atlieka svarby vaidmenj
formuojant bendrg vartotojy elgseng internete.

3. Noras atskleisti asmens duomenis yra daugialypis veiksnys - jj sudaro
trijy rasiy asmens duomeny atskleidimas: individualiis faktai apie asmenj,
socialiniy tinkly duomenys ir pirkimo internetu duomenys.

4. Noras atskleisti asmens duomenis gali biiti analizuojamas remiantis
socialiniy mainy teorija. Tiksliau, perdétas nepasitikéjimas (paranoja ir
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tikéjimas samokslo teorijomis) turi jtakos duomeny atskleidimo elgsenai tiek
abipusiy, tiek derybiniy socialiniy mainy kontekstuose.

Disertacijos tyrimai. Disertacija grindZziama keturiais straipsniais,
publikuotais zurnaluose, kurie yra indeksuojami ,,Clarivate Web of Science
Core Collection* duomeny bazéje:

1 tyrimas. Pirmasis straipsnis ,,Social Media Use and Paranoia:

Factors That Matter in Online Shopping* publikuotas moksliniame Zurnale
»oustainability. Straipsnio bendraautoriai - doc. dr. Mindaugas Degutis ir
prof. dr. Sigitas Urbonavicius. Disertacijos autoriaus indélis rengiant §j
straipsnj apima literatiiros analiz¢, metodikos kiirimg, duomeny rinkimag ir
pirmojo rankra$cio projekto rengima.
Tyrimas grindziamas zvalgomuoju kiekybiniu tyrimu, kuriuo siekiama
konceptualizuoti  nepasitikéjimo reiskinj ir aptarti pasitikéjimo ir
nepasitikéjimo kaip kontinuumo egzistavima. Jame uzpildoma esama teoriné
spraga, analizuojant paranoja ir kiberneting baim¢ kaip perdétas
nepasitikéjimo riiSis socialiniy tinkly naudojimo, pozilirio | apsipirkimg
internetu bei ketinimo pirkti internetu kontekste. Pagrindiné tyrimo prielaida
yra ta, kad paranoja, kaip perdéto nepasitikéjimo forma, yra pozitrio j pirkima
internetu antecedentas. Tai patvirtinama atlikus empirinj tyrima, pagrjstg
struktiiriniy lyg¢iy modeliavimu: atlikus duomeny analiz¢ paaisSkéjo, kad
paranoja yra svarbus pozilrio j pirkimg internetu antecedentas ir medijuoja
ry§] tarp kompiuteriniy ziniy, kibernetinés baimés, socialiniy tinkly
naudojimo ir poziiirio j pirkimg internetu. Kadangi abu priklausomi kintamieji
(poziiiris | pirkima internetu ir ketinimas pirkti internetu) nei§vengiamai susije¢
su asmens duomeny atskleidimu, tyrimo rezultatai sudaro prielaidas tolesnei
analizei, susijusiai su perdéto nepasitikéjimo formy galima jtaka labai
specifiniam elgsenos internete aspektui - norui atskleisti asmens duomenis.

2 tyrimas. Antrasis straipsnis ,,Willingness to Disclose Personal
Information: How to Measure I1t?* publikuotas moksliniame Zzurnale
,Engineering Economics®. Straipsnio bendraautoriai - doc. dr. Mindaugas
Degutis, prof. dr. Sigitas Urbonavi¢ius, doc. dr. Vatroslav Skare ir Dalia
Laurutyté. Disertacijos autoriaus indélis i §j straipsnj apima tyrimo metodikos
parengima, duomeny rinkima, duomeny analize ir rankrasCio perzilra.
Straipsnis turéjo du tikslus: pirma, konceptualizuoti noro atskleisti asmens
duomenis internete fenomeng; antra, iSsiaiskinti metodologinius klausimus,
susijusius su noro atskleisti asmens duomenis matavimu. Vykdant pirmajj
uzdavinj reikéjo atkreipti démesj j noro atskleisti asmens duomenis sgvoka ir
suformuluoti jo savitumg, atskiriant jj nuo ketinimo atskleisti asmens
duomenis. Antruoju uzdaviniu siekta i$siaiSkinti duomeny risis ir jy rinkimo
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biidus bei aiskiai atskirti asmens atskleidziamus duomenis, kuriuos renka kita
keitimosi informacija dalis, ir elementus, susijusius su leidimais naudoti
pateiktus duomenis. Siam tikslui pasiekti buvo taikomas kiekybinis tyrimo
metodas - siekiant isskirti noro atskleisti asmens duomenis konstrukto
dimensijas, buvo atlikta faktoriné analize, o struktiriniy lyg€iy modeliavimo
metodas taikytas siekiant iStirti sgsajas tarp polinkio vertinti privatuma,
suvokiamo reguliavimo veiksmingumo, privatumo suvokimo ir jvairiy noro
atskleisti asmens duomenis konstrukto dimensijy. Tyrimo rezultatai rodo, kad
suvokiamas reguliavimo veiksmingumas ir privatumo suvokimas neturi
tiesioginio poveikio norui atskleisti asmens duomenis — Sie kintamieji daro
jtaka netiesiogiai, medijuojant polinkio vertinti privatumg veiksniui. Visgi
pagrindiné antrojo tyrimo iSvada yra ta, kad noras atskleisti asmens duomenis
yra susijes su trijy rasiy duomenimis: noru atskleisti asmens duomenis, tokius
kaip individualiis faktai apie asmenj, socialiniy tinkly duomenis ir pirkimo
internetu duomenis. Tokios i§vados leido naudoti pakoreguotg noro atskleisti
asmens duomenis matavimo instrumentg tolimesniuose tyrimuose, kuriuose
nagrinéjama perdéto nepasitikéjimo formy jtaka norui atskleisti asmens
duomenis internete.

3 tyrimas. Treciasis straipsnis ,,From Social Networking to
Willingness to Disclose Personal Data When Shopping Online: Modeling in
The Context of Social Exchange Theory“ paskelbtas moksliniame Zurnale
,,Journal of Business Research*. Straipsnio bendraautoriai - prof. dr. Sigitas
Urbonavi€ius, doc. dr. Mindaugas Degutis, Vaida Kaduskeviéiaté ir doc. dr.
Vatroslav Skare. Disertacijos autoriaus indélj j § straipsnj apima pirmojo
literatiiros analizés projekto parengimas, matavimo skaliy parinkimas ir
kritiné rankras$c¢io perziiira. Tyrimas grindziamas kiekybiniu tyrimu, atliekant
strukttriniy lygéiy modeliavima, siekiant nustatyti rySius tarp iSdéstyty
veiksniy. Tyrime | nora atskleisti asmens duomenis internetingje aplinkoje
zvelgiama i§ socialiniy mainy teorijos pozicijos, naudojimasi socialiniais
tinklais ir pirkima internetu traktuojant kaip dvi socialiniy mainy rasis.
Kadangi duomeny atskleidimg socialiniuose tinkluose ir perkant internetu
daugiausia lemia pasitikéjimo ir nepasitikéjimo veiksniai, pagrindiniai §io
tyrimo antecedentai yra pasitikéjimas ir paranoja (krastutiné nepasitikéjimo
versija). Modeliuojant ry$j su noru atskleisti duomenis, kaip moderuojantys
veiksniai pasirinkti suvokimas apie asmening duomeny atskleidimo kontrole
ir suvokiamas teisinio reguliavimo veiksmingumas.

Tyrimas atskleidé, kad abipusiai mainai (dalyvavimas socialinéje
ziniasklaidoje) stipriai veikia norg atskleisti asmens duomenis derybiniy
mainy aplinkoje (perkant internetu). Tai reiSkia, kad pasitikéjima keliantys
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abipusiai mainai didina pasitik¢jimg derybiniais mainais pagristuose
santykiuose ir didina nora juose atskleisti asmens duomenis. Tod¢l noras
atskleisti asmens duomenis formuojasi visoje skaitmeninéje ekosistemoje.

Be to, nustatyta, kad pasitikéjimas veikia tiek socialiniy tinkly
naudojimosi intensyvuma, tiek suvokiama reguliavimo veiksminguma. Tai
leidzia daryti iSvada, kad pasitikéjimas yra svarbus antecedentas, lemiantis
norg atskleisti asmens duomenis perkant internetu, taciau jis veikia
netiesiogiai.

Be to, nors tikétasi, kad paranoja, kaip perdéto nepasitikéjimo forma,
teigiamai paveiks dalyvavimg socialiniuose tinkluose ir suvokiamg kontrolés
stoka, taciau neigiamai paveiks suvokiamg reguliavimo veiksminguma, buvo
patvirtintos tik pirmosios dvi prielaidos. Tuo tarpu rySys tarp paranojos ir
suvokiamo reguliavimo veiksmingumo buvo reik§mingas, bet teigiamas.
Todél galima teigti, kad tiek pasitikéjimas, tiek perdéta nepasitikéjimas daro
teigiamg poveikj norui atskleisti asmens duomenis tarpusavio santykiuose
(asmens duomeny atskleidimas socialiniuose tinkluose); taip pat duomeny
atskleidimas socialiniuose tinkluose turi teigiamg poveikj norui atskleisti
asmens duomenis perkant internetu. Taigi, tyrimo rezultatai sudaré prieclaidas
baigiamajam tyrimui, kurio pagrindinis tikslas buvo istirti tikéjimo samokslo
teorijomis, kaip perdéto nepasitikéjimo formos, jtaka norui atskleisti asmens
duomenis internete.

4 tyrimas. Ketvirtasis straipsnis ,,Influence of Trust and Conspiracy
Beliefs on the Disclosure of Personal Data Online paskelbtas moksliniame
zurnale ,Journal of Business Economics and Management®. Straipsnio
bendraautoriai - prof. dr. Sigitas Urbonavi¢ius, doc. dr. Mindaugas Degutis ir
apima literatiiros analiz¢, metodikos ir iSvady parengima. Straipsnyje tesiamas
tas pats tyrimo kelias, kuris buvo nubréztas treciajame Sios disertacijos tyrime,
ir toliau tiriamas perdéto nepasitikéjimo formy poveikis norui atskleisti
asmens duomenis. Tyrimu siekiama iSsiaiskinti, kaip, remiantis socialiniy
mainy teorija, galima modeliuoti pasitikéjimo ir tikéjimo samokslo teorijomis
jtakg duomeny atskleidimui socialiniuose tinkluose ir norui atskleisti asmens
duomenis perkant internetu. Siekiant jvertinti bendra pasitikéjimo ir tikéjimo
samokslo teorijomis poveikj duomeny atskleidimui socialiniuose tinkluose ir
norui atskleisti asmens duomenis perkant internetu buvo pasitelktas
struktiiriniy lygéiy modeliavimas. Be to, modeliuojant Siy faktoriy saveika,
buvo nagringjama jsitraukimo j socialinius tinklus bei suvokiamo reguliavimo
veiksmingumo, kaip medijuojanciy ryS$iy, jtaka. Tyrimas patvirtino, kad
pasitikéjimo-nepasitikéjimo veiksniy jtakg norui atskleisti asmens duomenis
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internete galima sékmingai pagristi socialiniy mainy teorija. Tai papildo
teorines Zinias apie socialiniy mainy teorijos taikymga rinkodaros tyrimuose.
Be to, rezultatai leidzia daryti iSvada, kad pasitikéjimas yra labai svarbus
antecedentas, darantis teigiama jtaka tick duomeny atskleidimui socialiniuose
tinkluose, tiek norui atskleisti asmens duomenis internete. Tai atitinka
ankstesnius tyrimus ir socialiniy mainy teorijos koncepcija. Be to, tyrimas
leidzia daryti iSvada, kad tikéjimas samokslo teorijomis skatina jsitraukima j
socialinius tinklus, taigi ir asmens duomeny atskleidima socialiniuose
tinkluose. Tuo paciu, nepaisant to, kad nustatytas tiesioginis neigiamas
tikéjimo samokslo teorijomis poveikis norui atskleisti asmeninius duomenis,
bendras poveikis (medijuojamas saves atskleidimo socialiniuose tinkluose ir
dalyvavimo socialingje ziniasklaidoje) yra teigiamas. Todé¢l galima daryti
iSvada, kad tikéjimas samokslo teorijomis nora atskleisti asmens duomenis
internete veikia Siek tiek kitaip nei paranoja, kurios jtaka nagrinéta treciajame
tyrime.

Apibendrinant galima teigti, kad ketvirtasis tyrimas iSplecia modelj,
kuris buvo sukurtas treiajame disertacijos straipsnyje, ir tiria tikéjimo
samokslo teorijomis (kaip perdéto nepasitikéjimo formos) poveikj norui
atskleisti asmens duomenis tiek abipusiskumu, tiek derybiniais mainais
pagristy santykiy kontekste, taip patvirtinamas socialiniy mainy teorijos
taikymas aiSkinant norg atskleisti asmens duomenis internete.

ISvados. Atlikty keturiy atskiry tyrimy rezultatai leidzia daryti keleta
iSvady. Pirma, buvo patvirtinta, kad pasitikéjimas ir nepasitikéjimas
egzistuoja kaip atskiri, unikaltis kintamieji. Dar svarbiau, atskleista, kad
nepasitikéjimg galima skirstyti j racionalias ir neracionalias (t. y. perdétas)
formas. Atlikti tyrimai Sioje disertacijoje rodo, kad paranoja, kibernetiné
baimé ir tikéjimas samokslo teorijomis yra vienos i§ S$iy perdéty
nepasitikéjimo formy. Be to, buvo atskleista, kad paranoja, kaip perdéta
nepasitikéjimo forma, atlicka svarby vaidmenj formuojant bendra vartotojy
elgsena internete. Sie rysiai buvo istirti pirmajame disertacijos tyrime, nes
nustatyta, kad paranoja atlicka medijuojantj vaidmenj tarp naudojimo
socialiniais tinklais, kibernetinés baimés, kompiuteriniy ziniy ir vartotojy
elgsenos internete (pozitirio j pirkima internetu ir ketinimo pirkti internetu).

Antrajame tyrime, remiantis iSsamia teorine analize, buvo nubréZztas
skirtumas tarp noro ir ketinimo atskleisti asmens duomens. Noras
konceptualizuotas kaip pozitrio veiksnys, turintis tiek dispozicinio, tiek
situacinio pobiudzio elementy. Tuo tarpu Ketinimas buvo apibréZtas kaip
aiskiai situacinis kintamasis, numatantis elgesj konkreCiame kontekste,
nepaisant to, kad abu Sie veiksniai prognozuoja faktinj elgesj atskleidziant
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asmening informacijg. Be to, patvirtinta, kad noras atskleisti asmens duomenis
yra trijy dimensijy veiksnys. Sios dimensijos apima individualius faktus,
socialiniy tinkly duomenis ir pirkimo internetu duomenis. Be to, nustatyta,
kad vartotojai skirtingai suvokia asmeninius duomenis ir socialiniy tinkly
duomenis laiko jautresniais ir intymesniais, todél maziau linke jais dalytis su
kitais.

TreCia, vienas i§ svarbiausiy disertacijos rezultaty — patvirtintas
galimas socialiniy mainy teorijos taikymas, siekiant paaiSkinti norg atskleisti
asmens duomenis internete. Tai atlikta tre¢iajame ir ketvirtajame disertacijos
tyrimuose. Socialiniy mainy teorijos potencialas su privatumu susijusio
elgesio tyrimuose i§ esmés buvo nepakankamai iSnaudotas, ir §i spraga buvo
i§ dalies uzpildyta Sios disertacijos tyrimuose. Remiantis socialiniy mainy
teorija tvirtinama, kad duomeny atskleidimas yra socialiniy mainy veiksmas,
kai viena Salis (asmuo) teikia informacija mainais |} jvairia nauda. Teorija
leidzia atsizvelgti | vartotojy turimg suvokimg apie naudg, suvokimg apie
santyking mainy dalyviy galig ir kt. Siekiant paaiskinti duomeny atskleidimg
socialingje ziniasklaidoje ir internetinése parduotuvése, naudotasi abipusiy ir
derybiniy mainy koncepcija. Sis pozidris leido paaiskinti noro atskleisti
asmens duomenis skirtumus abiem atvejais, nagriné¢jant duomeny atskleidima
naudojantis socialiniais tinklais bei perkant internetu, ir rasti jy tarpusavio
rys].

Ketvirta, vertinant jvairiy perdéto nepasitiké¢jimo formy poveik]j,
nustatyta, kad paranoja nedaro jtakos norui atskleisti asmens duomenis
tiesiogiai, o turi netiesioginj teigiama ry$j (daugiausia per teigiama jtaka
suvokiamam teisinio reguliavimo veiksmingumui). Panasus tyrimo metodas
taikomas ir paskutiniame disertacijos tyrime, kuriame nagrinéjamas tikéjimo
samokslo teorijomis poveikis norui atskleisti asmens duomenis. Skirtingai nei
treCiajame tyrime, nustatytas neigiamas tiesioginis rysys, leidziantis daryti
iSvada, kad skirtingos perdéto nepasitikéjimo formos daro savitg poveikj norui
atskleisti asmens duomenis, nes Sie veiksniai yra skirtingo pobudZio.

Penkta, tyrimas atskleidé, kad abipusiai mainai (dalyvavimas
socialiniuose tinkluose) stipriai veikia nora atskleisti asmens duomenis
derybiniy mainy aplinkoje (perkant internetu). Tai reiskia, kad pasitikéjima
keliantys abipusiai mainai didina pasitikéjima kitos ruSies mainais ir didina
norg juose atskleisti asmens duomenis. Todél noras atskleisti asmens
duomenis vystosi visoje skaitmeninéje ekosistemoje.

Praktinés rekomendacijos. Keturiy disertacijoje nagrinéjamy
straipsniy rezultatai leidzia pateikti konkrecias praktines rekomendacijas:

63



1. Pastebéjus teigiamg suvokiamo reguliavimo efektyvumo poveiki norui
atskleisti asmens duomenis, akivaizdus sililymas jmonéms bty
vienareik§SmiSkai remti veiksmingos reguliavimo sistemos (nacionalinés ar
tarptautinés) veikima: reguliavimo sistemos turi atsispindéti el. parduotuviy
privatumo politikoje, o §i turi biiti trumpai ir aiSkiai pateikta pirkéjams.
2. Kitas svarbus veiksnys — vartotojo suvokimas apie atskleidziamy duomeny
kontrole. Suvokimg apie kontrolés triikumg i§ dalies kompensuoja teisinio
reguliavimo veiksmingumas, taciau tai signalizuoja, kad jmonés turéty
naudoti visas turimas priemones, kad informuoty pirkéjus apie tai, kaip jie
galéty kontroliuoti atskleidziama informacija, ir taip sumazinti suvokima apie
kontrolés trikuma. Pateikus aiskig informacija apie asmens duomeny
tvarkyma ir pakvietus naudotojus priimti sprendimus dél to, kaip turéty biiti
naudojama jy informacija, labai padidéty bendras noras dalytis asmens
duomenimis.
3. Disertacijos tyrimy rezultatai rodo, kad vartotojy dalyvavimas socialiniuose
tinkluose yra labai reikSmingas veiksnys pasitikéjimui ugdyti. Intensyvus
naudojimasis socialiniais tinklais stipriai padidina norg atskleisti asmens
duomenis uz tinklo konteksto riby. Todél verslui sitloma integruoti
rinkodaros veikla su socialiniais tinklais ir, pavyzdziui, kviesti vartotojus
jungtis prie el. parduotuviy naudojantis socialiniy tinkly paskyromis.
4. Kadangi vartotojy noras atskleisti savo asmens duomenis priklauso nuo jy
suvokimo apie reguliavimo veiksminguma ir kontrolg, vartotojai turi baiti kuo
geriau informuojami apie jy teises, susijusias su privatumu, taip pat apie
mechanizmus, reguliuojancius ir kontroliuojancius asmens duomeny
naudojimg ir sankcijas uz netinkamga jy naudojimg. Todél vieSoji politika
turéty bti stipriai orientuota j vartotojy $vietimg apie reguliavimo sistemas.
5. Dél pastebéto neigiamo tiesioginio tikéjimo sagmokslo teorijomis poveikio
norui atskleisti asmens duomenis apsiperkant internetu galima bty bent i$
dalies neutralizuoti naudojantis socialiniais tinklais, kurie yra pagristi abipuse
komunikacija. Tai rodo, kad jmonés gali apsvarstyti galimybe glaudziau
integruoti  socialiniy tinkly svetaines ir apsipirkimg internetu, nes
pasitikéjimas socialiniais tinklais teigiamai veikia duomeny atskleidima
apsiperkant. Be to, aktyvi parama reguliavimo sistemoms, taip pat aktyvus
socialiniy tinkly, skatinanciy vartotojy saviraiska, propagavimas turéty biiti
organizacijy, norin¢iy skatinti vartotojy duomeny atskleidimg, tikslas.
Rekomendacijos ateities tyrimams. Disertacijos rezultatai leidzia
pateikti Sias rekomendacijas biisimiems moksliniams tyrimams:
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1. Atlikti zvalgomajj tyrima ir patikrinti kaip veikia modelis, kuriame kartu
bty nagrinéjama abiejy perdéto nepasitikéjimo formy (paranojos ir tikéjimo
samokslo teorijomis) jtaka ketinimui atskleisti asmens duomenis internete.

2. Istirti kity perdéto nepasitikéjimo formy, kurios nebuvo analizuotos §ios
disertacijos rémuose, poveikj norui atskleisti asmens duomenis internete.

3. Toliau tirti pastebéta gana prieStaringg ry$j tarp paranojos ir poziiirio j
pirkimg internetu.

4. Atlikti tyrima, kuriuo bty bandoma nustatyti papildomas noro atskleisti
asmening¢ informacija matavimo dimensijas.

5. ISplésti tyrimo modelj, jtraukiant papildomus dispozicinius kintamuosius,
tokius kaip vartotojy skepticizmas, jautrumas kainai ir vengimas rizikuoti,
kurie galéty geriau paaiSkinant su privatumu susijusig vartotojy elgsena
internete.
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Abstract: The paper aims to explore the ways social media use is linked with paranoia, and how
they influence buyers’ attitudes and intentions in online shopping, thus shaping overall consumer
behaviour. The theoretical analysis suggests that paranoia, being influenced by social media use,
plays a noticeable role in the process of online shopping. The main assumption is that paranoia is an
antecedent of the attitude towards online purchasing and mediates effects of other factors towards it.
This is confirmed with SEM modelling on the basis of empirical data: the analysis provides evidence
that paranoia is an important antecedent of the attitude towards purchasing online and mediates
relationships between computer competence, cyber-fear, social media use and the attitude towards
online shopping. Additionally, a contradictory relation between paranoia and online purchasing
intention is observed. Overall, these findings disclose a new important factor in online shopping and
outline several new directions for future research.

Keywords: social media; paranoia; online purchasing; computer competence; cyber-fear

1. Introduction

The development of digital technologies made social media use and online purchasing of products
and services a daily routine for most of the people worldwide [1]. There is numerous evidence
that engagement into social networks is linked with attitudes towards online purchasing or online
purchasing behaviour [2,3]. One of the ways that could be considered in order to better understand
the mechanism of the relation between participation in social networks and in online purchasing is to
include a factor that has been somehow neglected in many previous studies—paranoia.

Paranoia is defined as “persecutory delusions, false beliefs whose propositional content clusters
around ideas of being harassed, threatened, harmed, subjugated, persecuted, accused, mistreated,
wronged, tormented, disparaged, vilified, and so on, by malevolent others, either specific individuals
or groups” [4]. The mechanism of paranoia itself is frequently linked with the concept of distrust [5,6],
which is conceptualized as a psychological state that is related to the lack of trustworthiness for others,
caused by negative expectations and beliefs [7]. Emphasis is laid on the fact that distrust can be
categorized into rational and irrational [8]. Rational distrust is described as being flexible and able
to change depending on specific situations. Meanwhile, irrational distrust implies being inflexible
and incapable to respond to the changing circumstances [8]. This specific type of distrust is associated
with paranoid cognition and paranoid behaviour. A hierarchical structure of paranoia categorizes
paranoia in terms of the level of intensity from the mildest, most common types, to most severe, less
noticeable among the general population members [9]. This idea is supported by the statement that
paranoid behaviour is not necessarily associated with the delusional distrust since it has developed
as misperception and misjudgement [6] and is a common human experience [10]. Despite the fact
that paranoia has been associated with a clinically diagnosable syndrome [11], recent developments
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of paranoia studies have extended the scope of its research beyond clinical psychology. It is stated
that a mild form of paranoia is a personality trait that can be observed among people without any
medical indications [11,12]. This was supported by other scholars, confirming the existence of paranoia
in non-clinical samples [9,13,14]. Therefore, paranoia should not be perceived as a mental disorder
only, but also as “a part of a normally functioning human psychology” [15]. Based on the idea that
paranoia does not exist on a dichotomous basis [16], we aim to explore paranoia as a continuum which
is present to the general population.

Taking into consideration the fact that trust and distrust are widely accepted as being among the
most important factors, influencing the online purchasing behaviour [17-20], with this exploratory
study we aim to fulfil the existing research gap, by analysing paranoia as the extreme type of irrational
distrust in the context of social media use and online shopping intentions. More specifically, we
predict the presence of paranoia effect in online behaviours that are perceived by non-professional
users as being complex, include unclear and sometimes hardly understandable functionalities and
the lack of human interactions during the purchasing process. These types of situations are known
as triggering uncertainties and distrust [21], but studies almost never reach towards an even more
irrational factor—paranoia. People who intensively use social media or have higher general expertise
in computer use may be less sensitive to these situations, thus factors of social media use and computer
expertise may interact with paranoia and afterwards have not yet known effects in online shopping
behaviour (specifically on attitude and intentions). These interactions are analysed together with the
presence of cyber-fear, which is a factor of a similar nature with paranoia and privacy concern that
is a typical negative antecedent of online behaviours [22]. Since the current knowledge on paranoia
effects in online shopping remains very limited and fragmented, thus its analysis with the potential
implications in explaining online consumer behaviour seems to be very promising both for scholars
and for managers.

2. Theory and Hypotheses

2.1. Paranoia in Online Purchasing

Purchasing online is associated with a number of factors that are positively influencing purchase
intentions, many of them are linked with various aspects of trust that acquire specific forms in online
contexts. Consumer purchasing intention online can be directly influenced by the trust that is evoked
by a website brand [18]. The trust of the platform is one of the three factors (others being satisfaction
and awareness) that are the most important in predicting the consumer intention to purchase online [17].
On the other hand, there are factors that influence online purchasing intentions negatively, typically
generating some form of distrust [23]. These factors pose a set of obstacles that reduce the use of
electronic commerce. Trust and distrust coexist as separate constructs, however, distrust generally
plays a much more important role in consumer intentions [20]. This is especially correct when different
levels of risk (risk-linked factors) are present in online behaviours: trust has a stronger effect on low-risk
behaviours, while distrust has a stronger negative impact on higher risk behaviours [19].

Discussing the more extreme form of distrust—paranoia—it has to be specified that this
phenomenon is not only directed towards the other individuals but also towards the social groups
and organizations [4], and, possibly, processes. Online processes and activities, as they include
complex interactions between humans and IT systems, may evoke uncertainties and ambiguity, which
may trigger irrational distrust in a form which could be considered as paranoid thinking. This is
supported by evidence of the existing positive relationship between internet use frequency and general
trait paranoia [22]. The possible implications of paranoia on consumer behaviour online are also
supported by the suggestion, that paranoid thinking is associated with the subliminal advertising
phenomena—while customers tend to have a specific set of fears towards the advertising itself, their
thinking that someone is potentially playing with their minds, evoke the irrational response, consumer
paranoia [24]. This can be explained through the nature of paranoia, which is considered to be a natural
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reaction towards the uprising social threats [15]. In such circumstances, paranoia may play a particular
role in specific internet-based activities, such as online shopping, as electronic purchasing is almost
always associated with specific fears and risks which customers are perceiving [25]. Finally, this allows
an assumption to be made that paranoia, a factor that represents a set of irrational risks and extreme
forms of distrust, may be one of the antecedents of the attitude towards e-purchasing, able to influence
the attitude negatively:

H1: Paranoia has a direct negative influence on attitude towards purchasing online.

If paranoia is an antecedent of the attitude, both the theory of reasoned action and theory of
planned behaviour [26,27] suggest that it should not have a direct influence on the intention. This
influence has to be mediated by the attitude. Based on this solid background we cannot predict the
direct relationship between an antecedent (paranoia) and the intention. Instead, this relationship has
to be indirect, mediated by the attitude:

H2: Paranoia has no direct impact on intention to purchase online.

H3: Paranoia has an indirect negative impact on intention to purchase online when the relationship is
mediated by an attitude towards purchasing online.

2.2. Privacy Concern and Cyber-Fear

In the context of online activities, distrust is associated with other negative factors. All they root
from a broad background of the privacy concerns and related risks. The phenomenon of privacy
concern in buyer behaviour is mainly linked with the awareness of privacy-related issues which include
the disclosure of personal information to third parties [28]. A large number of studies agree on a strong
negative influence of the privacy concern on the extent of various internet-related activities [29-31].
Purchasing online is among them—the risk of privacy loss online is negatively related to the purchasing
intention [32]. The influence of the perceived threats may be so strong that individuals may feel an
overall fear to perform digital activities, and this may be defined as cyber-fear [22]. The concept of
cyber-fear is new and understudied. However, it has been disclosed that the technology awareness,
experience of using the internet (internet use by years), frequency of internet use has a significant
negative impact on cyber-paranoia [22].

The next issue in determining the role of paranoia in online shopping is finding its place among
factors that measure privacy concerns and risks. These factors themselves may have a direct influence
on the attitude towards purchasing online [33,34]:

H4: Cyber-fear has a direct negative impact on the attitude towards purchasing online.
HS5: Privacy concern has a direct negative impact on the attitude towards purchasing online.

Cyber fear by its essence is a close factor to paranoia. Though the direction of their interaction
requires further discussion, we assume that cyber fear also has an indirect influence on the attitude:

Hé6: Cyber-fear has an indirect negative impact on the attitude towards purchasing online when the
relationship is mediated by paranoia.

2.3. Social Media Use and Computer Competence

People who use social media frequently, receive unexpected suggestions or recommendations,
depending on their previous interactions, preferences and likes. These instances have obvious
explanations on the basis of used programming algorithms, however, they may seem unclear and even
threatening to the general population, since typical users cannot be professionally aware of the technical
side of how internet-based social networks are working. Intensive use of social media increases the
number of such interactions, and therefore increases the opportunity of paranoid cognition. In this case,
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social media use integration shall have an indirect (mediated by paranoia) influence on the attitude
towards online purchasing. However, there is no theoretical or empirical evidence that could allow
predicting the valence of this relationship, since the relation between the social media use integration
and paranoia is expected to be positive, while the relation between paranoia and the attitude — negative.
Since the latter is stronger justified, we hypothesize as follows:

H7: Paranoia mediates a negative impact of social media use integration on the attitude towards
purchasing online.

Computer competency is directly reflecting the buyer’s experience and skills working with the
computers [35]. In the context of online shopping, there is strong evidence that computer competence
significantly enhances purchasing online [36,37]. Moreover, a positive impact of the level of internet
usage on purchasing behaviour is discovered [38,39]. One of the factors representing one’s involvement
with computers is the extent of social media use, which is claimed to have a positive impact on the
intention to purchase online [2]. The intensity of social media use may be measured using several
variables (duration, frequency, etc.), but a more comprehensive assessment is achieved via measuring
social media use integration, which refers to the involvement and emotional connection to the social
network usage [40].

Continuing a similar logic as with the hypotheses on social media use, we state that competent
users should have answers to many of unexpected occurrences during the internet-based activities.
Therefore, computer competence seems not likely to have a relation (at least—positive) with paranoia.
However, computer expertise allows us to know how much tracking may be done on the internet, and
how badly this accumulated knowledge may be used by somebody with bad intentions [41]. As a
result, the increase in computer expertise may develop a paranoid cognition. As in the case of social
media use, we may predict a negative influence of computer competence on the attitude, if mediated
by paranoia:

H8: Computer competence has an indirect negative impact on the attitude towards purchasing online
when the relationship is mediated by paranoia.

In addition, it is expected that computer competence should have a positive influence on the
attitude towards purchasing online:

H9: Computer competence has a direct positive impact on the attitude towards purchasing online.

3. Materials and Methods

3.1. Participants and Procedure

The aim of this research is to determine the role of paranoia on the relationships between social
media use, cyber-fear, computer competence, privacy concern, attitude towards purchasing online and
online purchase intention. The quantitative research method is used to investigate the relationships
between the variables. Data is collected via the internet survey. The analysis is based on 287 respondents
from Lithuania. The largest proportion of respondents consisted of 18-35 age group, making 95.8%
of the total sample. Since the intention to purchase online is the dependent variable of this research,
the target population of this research can be a population that is most likely to do online shopping,
thus the 18-35 age group was specifically targeted since it is claimed to be the most active internet users
group in Lithuania [42]. In addition, 77.8% of the respondents were graduates of higher education
institutions, 65.9% of the sample were women.

3.2. Measures

To measure the trait paranoia, a 5-point, 20 items Likert type general paranoia scale, developed by
Fenigstein and Vanable was used [11], which is widely accepted as a measurement tool, allowing to
capture the paranoia in non-clinical samples. The cyber-fear was measured using 5-point, 11 items
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Likert type cyber paranoia and fear scale, developed by Mason, Stevenson and Freedman which had
been originally reported to be loading on two factors—cyber paranoia and cyber-fear [22]. In the scope
of this research, the cyber-fear factor was utilized and taken into consideration. The following factor,
the privacy concern was measured by 5-point 16 items Likert type attitudinal scale, evaluating the
scope of general concerns about privacy on the Internet [28]. The social media use was measured by
employing the social media use integration scale (10 items on a 7-point scale) to assess the involvement
and emotional connection to the social networks [40]. Computer competence was measured using 4
items on a 5-point Likert type Internet and computer comfort/competency scale, which is linked with
the extent of the computer and Internet skills [35]. The attitude towards purchasing online (10 items
on a 5-point Likert type scale) and online purchasing intention (4 items on a 5-point Likert type scale)
were taken from a similar study [43].

An exploratory factor analysis with a maximum likelihood extraction and Promax with Kaiser
normalization rotation allowed the extraction of 7 factors that explained 60.5% of the variance.
The KMO value was 0.815 (> 0.7) and the Bertlett’s Chi-square value resulted at 5217.930 (p = 0.00)
and demonstrated the sample adequacy and applicability for the analysis. 27 non-redundant residuals
equalled to 5%, which was an acceptable result for the adequacy. All correlations between the factors
were below 0.7 what suggested an acceptable discriminant validity. All the factor loadings were above
0.5 (Table 1).

Table 1. Factor Matrix.

Factor

Item 1 2 3 4 5 6 7

Attitude_online_p_1 0.830
Attitude_online_p_4 0.649
Attitude_online_p_5 0.816
Attitude_online_p_7 0.828
Competence_1 0.721

Competence_2 0.727

Competence_3 0.879

Competence_4 0.835

Privacy concern_11 0.799

Privacy concern_12 0.921

Privacy concern_13 0.928

Privacy concern_15 0.654

Privacy concern_16 0.553

Paranoia_3 0.739

Paranoia_4 0.711

Paranoia_5 0.689

Paranoia_6 0.693

Paranoia_7 0.680
Cyber_fear_2 0.691
Cyber_fear_3 0.692
Cyber_fear_4 0.662
Soc_media_use_1 0.658

Soc_media_use_2 0.671

Soc_media_use_3 0.822

Soc_media_use_4 0.868

Soc_media_use_5 0.625

Soc_media_use_6 0.785

Onl_purch_int_1 0.782

Onl_purch_int_2 0.837

Onl_purch_int_3 0.935

Onl_purch_int_4 0.891

The CFA analysis required further modifications of the scales, since a validity and reliability check
resulted in AVE measure scored 0.457 (< 0.5) on a cyber-fear scale. After the deletion of cyb_fear_1
item, all AVE measures scored > 0.5, CR scored > 0.7 and the root of AVE was greater than correlations.
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The common latent bias test came back positive, showing the Chi-square unconstrained value as 584.9,
the Chi-square constrained value—499.4, the df unconstrained value—406, the df fully constrained
value—375. Cronbach’s alpha values for each scale were > 0.7, indicating a good level of scales
reliability. More specifically: attitude towards online purchasing: 0.867, computer competence: 0.865,
privacy concern: 0.892, paranoia: 0.830, cyber-fear: 0.778, social media use: 0.879, online purchasing
intention: 0.911.

4. Results

The hypotheses of the research were tested using the structural equation analysis, estimating the
path coefficients for each relationship. The acceptable level of model fit was confirmed, measuring the
following values: x2 (278) = 584.9, CMIN=499.442, DF=375, CF1=0.974, TLI =0.968, RMSEA=0.034.

In total, 9 hypotheses were tested, seven of them were accepted. The research model with
regression weights is presented in Figure 1.

QS

J| Soc_Media_Use

Paranoia @

7 Cyber_Fear

.01

~

Competence

A2
Onl_Purch_Intent
-25
57

Attitude_Online_Purch

Y Privacy_Concern

Figure 1. Research model.

H1 hypothesis states that paranoia has a direct negative influence on the attitude towards
purchasing online. The regression analysis shows a significant negative relationship between paranoia
and the attitude towards purchasing online (3=-0.306, p=0.000), thus H1 is accepted. The results of
the direct effects are presented in Table 2.

Table 2. Regression weights.

Regression Weights S.E. C.R. r
Paranoia — Cyber fear 0417 0.046 8.990 o
Paranoia — So;1al med}a use 0.089 0.022 4.010 o
integration
Paranoia - Computer 0.211 0.071 2973 0.003
competence
Attitude towards purchasing Privacy concern ~0.053 0057  -0919 0338
online
Attitude fowarAds purchasing - Computer 1032 0.078 13.185 o
online competence
Attitude towards purchasing . .
online — Paranoia 0.306 0.064 4.809
Attitude towards purchasing - Cyber fear 0.288 0.067 4084 s
online ’ ’ ’
Online purchasing intention Atitude towards 0.420 0035 11886 wan
purchasing online
Online purchasing intention — Paranoia 0.105 0.042 2.486 0.013
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H2 states that paranoia has no direct impact on online purchasing intention. However,
the regression analysis shows rather contradicting results: this relation is not significant if p < 0.01
is used. However, it would be significant if p < 0.05 criteria were employed (as it is done in many
studies). In this study, we use stricter criteria for significance, therefore the results ( = 0.105, p = 0.013)
allow us to accept H2.

H3 states that paranoia has an indirect negative impact on the intention to purchase online when
the relationship is mediated by the attitude towards purchasing online. An indirect effect on purchase
intention, mediated by the attitude towards online purchasing is found to be negative (3=-0.026),
allowing to accept H3. The results of the indirect effects are presented in Table 3.

Table 3. Standardized indirect effects.

Social Media Use Privacy Computer Cyber Fear Paranoia Attitude towards
Integration Concern Competence ¥y Purchasing Online
Paranoia 0.000 0.000 0.000 0.000 0.000 0.000
Attitude towards 0053 0.000 0040 —0.117 0.000 0.000

purchasing online
Online purchasing

. . —0.005 -0.030 0.361 0.140 —-0.146 0.000
intention

H4 states that cyber-fear has a direct negative impact on the attitude towards purchasing online.
However, the results are the opposite: cyber-fear has a direct positive impact on the attitude towards
purchasing online (3 = 0.288, p = 0.000), thus H4 hypothesis is rejected.

H5 predicts that privacy concern has a direct negative impact on attitude towards purchasing
online. A regression analysis shows that this relation is not significant (3 = —00.053, p = 0.358), therefore
H5 is rejected.

H6 states that cyber-fear has an indirect negative impact on the attitude towards purchasing
online when the relationship is mediated by paranoia. The assessment of the standardized indirect
effect confirms this assumption ( = —0.117), and H6 is accepted.

HY7 hypothesis states that paranoia mediates a negative impact of social media use integration on
the attitude towards purchasing online. Standardized indirect effects show the existence of a relatively
small (f = —0.53) negative indirect effect, and this allows accepting H7.

HS states that computer competence has an indirect negative impact on the attitude towards
purchasing online when the relationship is mediated by paranoia. The standardized indirect effects
show that due to mediation, computer competence changes the relationship valence and is negative
(B = —0.04). Thus, H8 is accepted.

H9 states that computer competence has a direct positive impact on the attitude towards purchasing
online. The regression analysis shows a significant positive relationship between computer competence
and the attitude towards purchasing online ( = 1.032, P = 0.000), thus H9 is accepted.

5. Discussion

The purpose of this study was to examine the role of paranoia in relation to social media use
in the context of the online purchasing process. Findings of the study suggest that paranoia is an
important psychological antecedent on the attitude towards purchasing online, which is a new element
in overall studies of online behaviour. Elaboration of this negative relationship presents the main
contribution of the current study since the growing complexity of human interactions with IT systems
trigger extreme forms of distrust and even paranoia. The current study might be considered as an
extension of the studies on distrust, as paranoia can be considered as the irrational type of distrust [8]
and the current findings are broadening the previous knowledge that distrust has a negative impact on
attitudes towards purchasing online [44]. The current study extends the previous scope of knowledge
regarding the antecedents of distrust/paranoia by including into the consideration two factors that
represent user competence from two perspectives: from the general computer competence and from
the engagement in social media use.
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Another important finding of this study is the disclosure of the fact that paranoia mediates effects
of other factors towards the attitude of purchasing online. These factors (social media use integration,
cyber fear and computer competence) are different by their nature and their potential influence on
online purchasing. However, paranoia is a mediator between them and attitude towards online
purchasing. To our knowledge, this type of relationship has never been found before and presents
another noticeable contribution to this study. Paranoia mediates effects from these three factors but
does not play a mediating role between privacy concern and the attitude towards purchasing online.
The exploratory study did not aim to elaborate deeper on this, but these findings suggest interesting
directions for future studies. The relation of each factor under analysis (social media integration,
cyber-fear, computer competence) with paranoia seems to be really promising, though might require
additional theoretical justification and empirical testing.

We assumed that paranoia is an antecedent of the attitude towards online purchasing and has no
direct influence on the intention to purchase online. However, the empirical evidence has revealed
a possibility that this influence might exist. Therefore, it is necessary to test it again on a larger
sample in order to conclude whether this observation is a sample-specific case, or it suggests an
alternative consideration on the role of paranoia in purchasing, thus inviting to look for a different
theoretical background.

Finally, a smaller and rather unexpected result has been observed in terms of the relation between
cyber-fear and the attitude towards purchasing online. Since both paranoia and cyber-fear factors are
associated [22], similar results were expected. However, the relation between cyber-fear and attitude
towards purchasing online was positive, and therefore, rather contradictory. Such an unexpected result
might be related to the nature of the cyber-fear measurement scale, which originally aims to capture
the human attitudes towards the cyber-related threats that are likely to occur or are at least are much
more realistic in comparison to the cyber-paranoia dimension, which has also been developed by the
same authors, aiming to evaluate the “unrealistic fears concerning threats via information technologies
whereby individuals perceive themselves to be open to be ‘attacked,” persecuted or victimized in some
way [22]. Due to this, cyber-fear might be related to the cognition of cyber-related threats, which
may not have a negative influence on attitudes towards purchasing online. Obviously, this issue also
requires further elaboration and should be addressed in future researches.

Though the study allowed to explore several aspects of paranoia in online purchasing, it has
several limitations. First, the tested variables were rather similar by their nature and this required a
significant reduction of items during EFA and CFA. Most probably, future studies will consider the
possibilities of modifying the scales or using their alternatives. Second, though the sample size was
sufficient for the exploratory purposes, it could have influenced several indices of the model fit and
the significance levels in regressions. It is most advisable to employ larger samples in future studies.
However, despite these limitations, the study has contributed to the scientific knowledge regarding the
role of paranoia in online purchasing and hopefully will trigger several new studies on the issue.
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The study investigates a possibility of multidimensionality of a construct of willingness to disclose personal information
(WID). Willingness or unwillingness to disclose personal information has been a widely studied phenomenon as personal data
is becoming increasingly important for many industries including marketing. Most of these studies treat the willingness to
disclose personal information as a homogenous construct. In many cases it is measured by providing a number of personal
information items and asking about the willingness to share them. Although recently there have been studies that find possible
multidimensionality of the construct, most of them do not further elaborate this possibility. Therefore, we have adopted a scale
used in many previous studies and made an attempt to test the hypotheses that would base the argument regarding the
multidimensionality of this construct or even the possibility to consider several separate variables and constructs aimed at
measuring the willingness to disclose personal data. This was achieved by using three antecedents of the willingness to disclose
personal data — the perceived regulatory effectiveness, privacy awareness and disposition to value privacy — and comparing
how they interact with different types of the willingness. This allowed to assess different relationship patterns between the
antecedents and possible dimensions of the willingness to disclose personal information.

We have employed Exploratory and Confirmatory Factor Analysis to check the homogeneity of the willingness to disclose
personal information and Structural Equation Modelling to test the patterns of the relations. We have found that there is more
than one separate dimension of WTD which means it could not be treated as a homogenous construct. Factorial analysis
distinguishes three types of the willingness linked with three types of data: the willingness to disclose personal data that includes
individual facts (profile data), social networking data and online browsing/purchasing data. The conclusion of
multidimensionality is also supported by the differences in relationship patterns observed between the antecedents and the
willingness to disclose personal information.

Keywords: Willingness to disclose personal information, privacy awareness, privacy perceived regulatory effectiveness,
disposition to value privacy

Introduction collect personal data of their consumers or visitors in order to
use it for a variety of analytical and/or communicational
purposes (Paine Schofield & Joinson, 2008). At the same time,
consumers leave more and more personal information online
(Boerman et al., 2018) hoping to increase the usability,
convenience of the website or get other benefits. Many
businesses use personal information for personalization of

Predictive marketing based on consumer personal data
analytics has become a common approach for many business
companies and organizations around the world during the
recent decades (Omer & Levin, 2015). More and more
companies, both internet and offline based, are trying to
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services and messages (Boerman et al, 2017; Estrada-
Jiménez, 2017), be it advertising or political microtargeting.

Therefore, information privacy has become an
increasingly important topic for academic research (Rohunen
et al., 2018), as it plays an important role in the online
purchasing process (Cosar et al., 2017). One of the major
topics of this literature stream is about understanding what
causes consumer willingness to disclose (WTD) personal
information (Miltgen & Smith, 2015). One type of antecedents
is related with personal dispositions of consumers (e.g. their
values (Anic et al., 2018), personality traits (Bansal et al.,
2016), privacy attitudes and privacy experiences such as prior
experience with privacy invasion (Malhotra et al., 2004; Xu et
al., 2011), as well as cultural backgrounds (Gupta, Iyer, &
Weisskirch, 2010; Robinson, 2017). Another type of
antecedents under analysis is related to socio-demographic
characteristics (Weinberger et al, 2017), internet usage and
habits (Akhter, 2014; Park, 2013). All these factors are based
on personal characteristics of users. One more type of
antecedents includes factors that could be named as situational
factors, i.e. factors such as industry or company-specific
variables, e.g. a general trust in the company or its reputation
(Lwin et al., 2007; Xu et al., 2011). Situation-specific factors
also include the perceived sensitivity, volume and relevance
of information requested (Mothersbaugh et al., 2012),
familiarity with the website and/or vendor, and incentives
such as rewards offered for data disclosure. So, generally,
privacy-related constructs (including but not limited to the
antecedents of disclosure behaviour) can be dispositional, that
is, belong to or be impacted by an individual’s pre-existing
attitudes, beliefs, tendencies, knowledge and skills, or
situational - driven by context-dependent and “situation-
specific privacy constructs” and their perceptions, e.g. related
to a specific online company (Kehr et al., 2015).

Even though the antecedents of willingness to disclose
personal information have received a prominent attention
from scholars, the consequent construct of the willingness to
disclose personal information has not been yet extensively
studied. There are several different scales used to measure the
construct of the willingness to disclose personal information.

Some authors have measured the willingness to disclose
personal information in general, leaving for respondents to
decide which specific data types and items might be requested
(Kehr et al., 2015; H. Li et al, 2011; Y. Li, 2014;
Schoenbachler & Gordon, 2002; Wakefield, 2013; T. Wang et
al.,, 2016) while other researchers have referenced only data
categories, such as financial information, personal health
information and other (Bansal et al., 2016; Z. Wang & Liu,
2014). Malhotra et al. (2004) have used a rather simple and
convenient 4 item scale to measure a general disposition to
disclose personal information. However, one of the most
common approaches tends to list specific data types/items and
ask the respondents to evaluate their disclosure intention on
an item-by-item basis (Gupta et al., 2010; Heirman et al.,
2013; Malheiros et al., 2013; Norberg et al., 2007; Robinson,
2017; Treiblmaier & Chong, 2011; Walrave & Heirman,
2012). This approach goes back to the measurements used by
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Phelps et al. (2000) and Sheehan and Hoy (2000). Some of
these authors treat the scale as a single dimension measure of
willingness to disclose personal information (Robinson, 2017;
Gupta et al., 2010), while others find various dimensions and
different behaviours of consumers related to them (Phelps,
2000, Heirman et al., 2013). This is justified by an increasing
number of instances when personal data can be disclosed on
the internet and a growing number of data types as well as
multiple ways of data transfer. Therefore, the question of
whether the willingness to disclose personal data is a
homogenous construct is challenged. It seems quite possible
that the willingness to disclose personal data varies depending
on the types of data to be disclosed and, consequently, various
instances of the willingness should be studied individually.

The aim of this study is to test the possible
multidimensionality of the willingness to disclose personal
data (WTD) construct. Additionally, we aim to test the
hypotheses on different types of relations between the tested
antecedents and various types/dimensions of the WTD
construct.

Theoretical background

One of the first examples measuring the willingness to
disclose personal information in the modern commerce
context was a study by Phelps et al. (2000). The researchers
used a 16 item scale and asked respondents to evaluate their
willingness to disclose each 16 types of data on a 4-point scale
(from ‘always willing’ to ‘never willing’). Phelps et al.
categorized 16 items into four groups: demographic
characteristics, lifestyle, media usage habits and financial
information. Nevertheless, this grouping was neither based on
any type of statistical or other analytics, nor it was used for the
subsequent analysis aimed to disclose their relations with
antecedents or consequents. Therefore, although naming four
groups of personal information, Phelps et al. (2000) treated the
concept and the construct of willingness to disclose data as a
one-dimensional variable.

Gupta et al. (2010) examined consumer willingness to
disclose personal data in the US and India, adapted (shortened
to 13 items) the scale used by Phelps et al. (2000) and
deployed a 5-item scale to measure the willingness (from “not
at all willing” to “very willing”). These researchers also
treated the construct of the willingness to disclose personal
information as a homogenous unit.

The scales used by Gupta and Phelps were adapted by
Robinson (2017) in his comparative study of Estonian and US
consumers. He used a 7-item scale and expanded the list of
items to 17, including the ones related to the internet and e-
commerce. In his analysis, he also used 6 sub-indices: Contact
Information, Payment Information, Life History Information,
Work-Related Information, Online Account Information,
Financial/Medical History Info. He has concluded that there
are some differences between Estonia and the US regarding
the terms of the willingness to disclose different types of
personal data (Robinson, 2017). These categories may be
considered as sub-dimensions of the willingness, but the
author did not elaborate on the possibility that there might be



more than one separate type of willingness and separate
constructs for the measurement of willingness to disclose
personal data.

This step was done by Heirman et al. (2013) who studied
the willingness to disclose personal data to an internet site.
These researchers proposed 4 separate sub-constructs of
WTD, namely: identity data, geographical information,
contact data and profile data. They used a 7-item scale to
measure the willingness to provide each item of personal data
and, after conducting factor analysis, confirmed the existence
of 4 dimensions of willingness to disclose data. They have also
proved that there are differences in how an antecedent variable
(namely, trust) influences various dimensions of the
willingness to disclose personal data.

In this study, we have attempted to modify the existing
WTD scale towards modern realities and situations when an
individual may express a certain degree of the willingness to
disclose personal data. Simultaneously, we avoid situations
where an individual has no choice in disclosing certain types
of data such as the necessity to provide a credit card or other
banking information in order to perform a transaction. This
leads to three types of personal data that are disclosed in a
variety of instances: (a) personal data that discloses the basic
demographic and contact information; (b) personal data that
discloses social interactions of a person (account of social
networks, communication engines) and (c) personal data that
disclosed online behaviours and is collected automatically,
based on a single-time permission (such as browsing history,
location tracking). The first two types of data are provided by
a person, but differ in terms of whether the data are linked with
the parameters of an individual versus his/her social
interactions; the third type differs by the form of its collection
(automatic) and  represents  behavioural  patterns.
Consequently, these items may help to assess the three
different types of willingness to disclose personal data.

The willingness to disclose personal data may be
considered both as a dispositional (attitudinal) and situational
variable. In this study, the dispositional aspect is considered,
thus the three forms of willingness have to be related with the
antecedents that are also dispositional by their nature. The
three dispositional antecedents — the privacy awareness,
disposition to value privacy and perceived regulatory
effectiveness (Xu et al., 2008) — have been widely studied in
the context of privacy concerns and willingness to disclose
personal data and are included in the current study.

Individuals might demonstrate different inclinations
towards certain privacy behaviours and various levels of
disposition to value privacy which can be related to a
disposition to value privacy as an inherent need and trait
which reflects the extent to which a person is inclined to
maintain their personal information in private as much as
possible “across a broad spectrum of situations and persons”
(Xu et al., 2008). The disposition to value privacy positively
impacts online privacy concern and the perceived intrusive
information gathering; a person who attributes higher value to
his/her informational privacy is more likely to have a higher
degree of serious concerns regarding personal data disclosure.
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The concerns of people with a high disposition to value
privacy include issues not about the content of information,
but also about how the personal data is collected, how it might
be processed, i.e. some types of information gathering might
be perceived as inappropriate and intrusive (Smith et al., 2011;
Xu et al., 2008).

The disposition to value privacy is closely linked with
one’s awareness of privacy practices (privacy awareness).
This dispositional factor reflects how an individual is aware of
company practices, regulatory policies and privacy-related
matters in the society (Xu et al., 2008). The awareness of
privacy practices has been studied as an antecedent of
disposition to value privacy and has been found to decrease
the willingness to disclose personal information (Olivero and
Lunt, 2004).

Privacy has been generally considered as a natural right
of individuals, both in theory and under national and
international law (Smith et al., 2011). Therefore, the
regulatory aspect of a person’s privacy offline and online is
important on societal and individual decision-making levels.
The empirical findings support the importance of an
individual’s perceptions regarding privacy regulation as a
higher perceived effectiveness was found to decrease privacy
concern (Miltgen & Smith, 2015) and to reduce the need for
privacy protection behaviour (Lwin et al., 2007; Miltgen &
Smith, 2015). If consumers feel protected enough at a societal
level, this reduces the need to put in individual efforts for
privacy protection; people feel secure enough about the
private data they provide (Miltgen and Smith, 2015).

Hypotheses

Based on previous studies by Phelps et al (2010), Heirman
et al. (2013), Robinson (2017) we assume that the willingness
to disclose personal data is not a homogenous construct. We
hypothesize that:

HI. The scale that measures the willingness to disclose
personal data has more than one dimension.

We expect to find 3 dimensions of the willingness to
disclose personal information: first — linked with the personal
data that helps to identify a person and includes data items
most frequently provided by an individual while browsing or
purchasing online (name, address, e-mail, etc.); second —
related to the information about an individual’s social
networking (such as social account information) and the third
— related with the information collected online automatically,
once a permission is given (such as browsing history, location
tracking, etc.). Correspondingly, this would mean three types
of the willingness to disclose personal data: the willingness to
disclose personal data (individual facts, WTD PD_IND), the
willingness to disclose personal data about social interactions
(WTD_PD SOC) and the willingness to disclose personal
data that is collected online (WTD_OD). All the three types of
willingness are supposed to have certain relations with the
analysed antecedents: disposition to value privacy, perceived
regulatory effectiveness and privacy awareness.

The disposition to value privacy is the closest
dispositional variable to the willingness to disclose personal



data. Xu et al. (2008) defined the disposition to value privacy
as an inherent need and trait which reflects the extent to which
a person is inclined to maintain his personal information
private “across a broad spectrum of situations and persons”,
thus it reflects the individual’s need to preserve his personal
space, the importance put on his or her privacy and personal
information. Xu et al. (2008) identified the disposition to value
privacy as a “cultural and personality characteristic” and
argues that the information disclosure decision depends on
this trait. It has the most direct influence on the willingness to
disclose personal information of all types because of its
nature. Additionally, it may moderate the influences of other
factors. Therefore, the hypothesis follows:

H2. The disposition to value privacy will have a direct
negative influence on all the three dimensions of the
willingness to disclose personal data.

The perceived regulatory effectiveness is linked with the
situations where somebody perceives disclosing his/her
personal information and relates this the regulations of various
forms of legislation, with an expectation that this information
is protected (Miltgen and Smith, 2015). The considered types
of data most commonly include individual characteristics and
behaviours. Therefore, the perceived regulatory effectiveness
is supposed to directly influence the willingness to disclose
contact and profile information and online data but will not
necessarily be related to the disclosure of social networking
information. The following hypothesis formulated:

H3. The perceived regulatory effectiveness will have a
direct positive influence on the willingness to disclose
personal data that include individual facts.

The awareness of privacy practices (privacy awareness) is
a dispositional construct that reflects how an individual is
aware of company practices, regulatory policies and privacy-
related matters in the society (Xu et al., 2008). The individuals
who are highly aware of the issues are more likely to “closely
follow privacy issues, the possible consequences of a loss of
privacy due to accidental, malicious, or intentional leakage of
personal information, and the development of privacy
policies” (Xu et al., 2008). The awareness of privacy practices
has been found to be closely related with an individual’s
disposition to value privacy: it has been modelled as an
antecedent of a disposition to value privacy and has been
found to enhance this disposition in the e-commerce context.
However, interestingly, it did not affect a disposition to value
privacy in the social networking context (Xu et al., 2008). The
privacy awareness is mainly linked with the disclosure of the
information that reflects the individual demographic
characteristics of a person. Therefore, it should only directly
influence the willingness WTD PD_IND:

H4. Privacy awareness will have a direct positive
influence on the willingness to disclose personal data that
include individual facts.

Measurement scales and survey

The survey data were collected in Lithuania by using
CAWI survey and a self-administered questionnaire. The
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study included the scales that were developed and used in
previous academic studies and that were demonstrating
satisfactory reliability and validity. All the items were
measured on a 1-7 Likert scale. A 3-item scale of disposition
to value privacy was originally developed by Xu et al. (2008).
They found Cronbach’s to be a=0.88. Later it was adapted by
Xu et al. (2011), Li (2014). The perceived regulatory
effectiveness scale (3 items, 0=0.83) was taken from Lwin et
al. (2007) with a minor change that includes GDPR as an
example. The privacy awareness scale (3 items) was taken
from Xu et al. (2008). Later it was also used by Xu et al.
(2011) and showed a good reliability (0=0.865). The
willingness to disclose personal data was measured by a scale
adopted from Gupta et al (2010) and Heirman et al. (2013)
also used by Robinson (2017). It (with 14 items) showed a
good reliability in earlier studies (o = 0.87) and was the most
relevant recent scale of this type (Robinson, 2017). In this
study, the original list of items was reduced from 17 to 9 by
removing those that were linked with entirely technical issues
that would not be understood by general population. However,
the scale was amended with 5 items of personal data that are
collected online automatically (on user consent).

The survey sample consisted of 439 respondents ranging
from 18 to 69 years of age; the age group of 18-22 represented
32.1% of the respondents, those spanning 23-35 covered
33.0%; those 36 or older represented the remaining 34.9%.
25.1% of the respondents were male and 74.9% female. There
were 54.9% of the respondents with bachelor degree or lower
education qualifications and 45.1% with master or higher.

One item was removed from the willingness to disclose
the personal data scale because of the high skewness (2.532)
and kurtosis (5.799). All other items were included into the
exploratory factor analysis (maximum likelihood; Promax
rotation with Kaiser normalization). Kaiser-Meyer-Olkin
measure of sampling adequacy was 0.877, Bartlett’s test of
sphericity was significant (0.000), approx. Chi-square
7401.378 and df=496. The extracted factors explained 57.860
of the total variance. The dependent variable willingness to
disclose the personal data appeared in three factors (see Table

).



Table 1
Factor loadings of Willingness to disclose personal data (WTD)

Factor
1 2 3

Full name 0.794
Address 0.625
Mobile phone 0.739
E-mail 0.797
Birthday date 0.459
LinkedIn account 0.759
Facebook account 0.653
Skype account 0.877
Internet browsing history

0.754
and habits
Geolocation data 0.635
Online purchasing history

0.926
and habits
Information on searched

0.819
goods
IP address 0.543
Means of the loadings: 0.735 0.683 0.763

The first extracted factor — the willingness to provide
online data (WTD_OD) - included the data that are linked with
online activities but does not have to be provided by a person.
It is required just to give a permission to track/record this type
of the data, while the further processes are going automatically
without a direct intervention of the internet user. The
reliability of this scale was 0.854. Two other factors represent
personal data about the internet user. However, factor number
2 — the willingness to disclose personal data (individual facts,
WTD_PD IND) includes the identification and
demographic data of an individual, while factor number 3 the
willingness to disclose personal data about social interactions
(WTD_PD_SOC). The reliabilities of these scales were: 0.851
and 0.853, respectively. The reliability of scales that measured
antecedents was also satisfactory: disposition to value privacy
a = 0.835; perceived regulatory effectiveness o = 0. 746;
privacy awareness o = 0.829; online privacy concern o =
0.901;

A subsequent confirmatory factor analysis has been
performed three times, with the same three same antecedents
and each dependent variable separately. All the three models
were robust and showed good fit: a model with a dependent
variable WTD_PD_IND — CMIN/DF=1.242; TLI tho?=0.991;
CFI=0.993; RMSEA=0.023; a model with a dependent
variable WTD PD SOC CMIN/DF=1.242; TLI
rho?=0.991; CFI=0.993; RMSEA=0.023; a model with a
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dependent variable WTD OD - CMIN/DF=1.350; TLI
rho?=0.988; CFI=0.991; RMSEA=0.028.

On this basis, three causal models have been developed.
In all the three instances, the presence of the common latent
factor has been discovered, therefore the variables have been
imputed considering its presence. All the three models
demonstrated satisfactory fit: a model with a dependent
variable WTD_PD_IND — CMIN/DF=3.472; TLI tho?=0.941;
CFI=0.990; RMSEA=0.075; a model with a dependent
variable  WTD_PD SOC CMIN/DF=1.041;  TLI
tho?=0.999; CFI=1.000; RMSEA=0.010; a model with a
dependent variable WTD_OD - CMIN/DF=2.862; TLI
ho?=0.965; CF1=0.994; RMSEA=0.065. This allowed to test
the hypotheses.

Testing of the hypotheses

The first hypothesis H1 (The scale that measures the
willingness to disclose personal data has more than one
dimension) was tested on the basis of an exploratory factor
analysis (Table 1) and a subsequent confirmatory factor
analysis. The average factor loadings (0.735, 0.683, 0.763)
confirm the convergent validity, the correlations between
factors (below 0.8) — discriminant validity (Table 2).

Table 2
Correlation among factors
WTD _PD _IND | WTD PD SOC | WTD_OD
WTD_PD_IND 1.000 0.523 0.509
WTD_PD_SOC | 0.523 1.000 0414
WTD_OD 0.509 0.414 1.000

Additionally, these three variables have a high reliability
of their scales (Cronbach’s o above 0.85). All this indicates
that the three types of the willingness can be measured as three
separate variables and allows to confirm HI.

Hypothesis H2 (the disposition to value privacy will have
a direct negative influence on all the three dimensions of the
willingness to disclose personal data) is tested on the basis of
all the three causal models by checking the significance of the
relation between the disposition to value privacy and
corresponding types of WTD. In all the cases p=0.000;
WTD_PD_IND $=-0.394; WTD_PD_SOC (=-0.273;
WTD_OD B=-0.458. Therefore, H2 is confirmed.

Hypothesis H3 (the perceived regulatory effectiveness
will have a direct positive influence on the willingness to
disclose personal data that includes individual facts) is tested
on the basis of the causal model with the dependent variable
WTD _PD IND. In this case p=0.097; p=0.045. H3 is
confirmed.

Hypothesis H4 (privacy awareness will have a direct
positive influence on the willingness to disclose personal data
that includes individual facts, the perceived regulatory
effectiveness will have a direct positive influence on the
willingness to disclose personal data that includes individual
facts) is tested on the basis of the causal model with the



dependent variable WTD PD IND. In this case p=0.158;
p=0.004. H4 is confirmed.
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Figure 1. Causal models

Although it was not included in the hypotheses, we aimed
to disclose that the three antecedents influence all the three
types of WTD, but this happens in different ways. These

different relation patterns are presented in three different
causal models (Figure 1).

Discussion and conclusions

The findings of the current survey support a previous
research carried out by Heirman et al. (2013). Factor analysis
shows that there is more than one dimension in the willingness
to disclose personal information construct. Heirman et al.
(2013) found 4 separate dimensions while we found 3
dimensions instead of 4. Probably, the difference is due to a
larger number of items used in a survey conducted by Heirman
et al. (2013). As mentioned previously, Heirman et al. (2013)
distinguish 4 groups of personal data (although it is not based
on any statistical model): identity data, geographical
information, contact data and profile data. We find slightly
different dimensions based on factorial analysis, namely
personal contact and profile information, social networking
data and internet usage and purchasing online information.
This partially reflects the dimensions found by Heirman et al.
(2013). Obviously, the consumers perceive personal data as a
heterogenous phenomenon with all the consequences of this
fact.

Not only the factor analysis shows multidimensionality of
the WTD construct. T-test analysis shows that there is a
significant difference between the average value of the three
separate dimensions of willingness to disclose personal
information. Test results (in both cases sig. <0.001) show that
consumers are significantly more willing to disclose contact
data and internet usage/purchasing information compared to
social networking data. This supports the idea of difference in
the perception of different types of personal information. It
could be hypothesized that consumers perceive social
networking data as more sensitive and intimate, therefore are
consequently less willing to share it with others.

Further multidimensionality of WTD construct is
supported by a different pattern of relationship between the
antecedents and WTD. The disposition to value privacy has a
negative relation with all the three dimensions of WTD, while
the perceived regulatory effectiveness does not have any
influence in case of social networking data (compared to a
positive relationship in other two cases) and level of privacy
awareness has positive relation with willingness to disclose
personal data only in case of personal contact data disclosure
(compared to no relationship in other two cases). Again, it
could be hypothesized that consumers do not think that social
networks could be effectively regulated by national or EU
laws and, therefore, even better regulatory perception does not
have a positive effect on the willingness to disclose this type
of data. A positive relationship between privacy awareness
(i.e. interest in privacy issues) and the willingness to disclose
personal contact information shows that probably more
educated consumers understand that this type of data is less
sensitive compared to other types.

In the cases when the perceived regulatory effectiveness
and privacy awareness have no direct impact on WTD, these
variables influence WTD indirectly, via mediation of the
disposition to value privacy. Additionally, these two factors



may have both direct and indirect effects on WTD. However,  information into factorial analysis. It might provide even more
the most important observation is not the strength of these  than 3 or 4 possible dimensions of the construct. More than
influences, but the existence of three different causal models  that, additional justification might help concluding that it is
when three types of WID are considered. This allows to  possible to consider not just dimensions, but separate
additionally state that these three types of WTD may be  constructs and variables. Based on an additional theoretical
assessed and analyzed separately, since they represent  evidence, these could help to better understand consumers’
different aspects of willingness to disclose personal data. habits of dealing with personal data.

The multidimensionality of WTD issue is worth further
investigation, probably including more items of personal
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The trend toward personalized offers in online marketing requires buyers to disclose personal data. Buyers ex-
press low willingness to do this while buying online, though many are involved in social networking where
sharing personal facts is routine. This study approaches this from the position of Social Exchange Theory (SET),
positioning social networking and online buying as the two types of social exchange. They are influenced by trust
and distrust, also considering perceptions about legal regulations of privacy and control. Based on a survey of

480 respondents, a structural equation modeling disclosed the impact of involvement in social media on the
willingness of consumers to disclose personal data in online purchasing. The interaction was predicted by trust
and distrust, with mediation of perceptions about the effectiveness of legal regulations. The study contributes to
literature linking social networking and online purchasing in terms of data disclosure and suggesting SET for

similar studies.

1. Introduction

Consumer-generated information is becoming increasingly impor-
tant to businesses, and a significant part of marketing activities are
based on personalized consumer data (Wieringa et al., 2019). Personal
data obtained from consumers allow businesses to provide better-
targeted value propositions. Therefore, businesses are highly inter-
ested in obtaining personal data from as many consumers as possible
(Hong et al., 2019; Zeng et al., 2020).

From the perspective of consumers, receiving better proposals or
other marketing benefits based on the personal data they provide is
advantageous (Barth & Jong, 2017). However, these potential benefits
are often outweighed by rational and irrational concerns, and generally,
consumers are not willing to disclose their personal data (Bansal et al.,
2016; Wieringa et al., 2019). The reasons for willingness or unwilling-
ness to disclose personal data continue to receive attention from many
researchers (Robinson, 2017; Zimaitis et al., 2020a).

On the other hand, the disclosure of a large scope of personal in-
formation on social networks is rather typical and occurs in various
social networking formats (Jenkins-Guarnieri et al., 2013). When

* Corresponding author.

networking, people seem willing to disclose not just personal de-
mographic parameters, but also numerous personal facts, experiences,
and opinions. This seems somewhat inconsistent with the low levels of
willingness to disclose personal data in online purchasing. Though self-
disclosure on social networks has been studied extensively from the
perspective of privacy calculus (Krasnova et al., 2010; Lee & Yuan,
2020), by employing the Technology Acceptance Model (Zhao et al.,
2018), and through knowledge-sharing models (Kim et al., 2015), it has
not been linked directly with online-buying behavior. The issue presents
a noticeable research gap, which this study attempts to address by
analyzing the problem of the linkage between social networking and
online purchasing in terms of personal data disclosure.

However, this aim seems to be unachievable on the basis of the
theoretical backgrounds that are widely used for studies on willingness
to disclose personal data online. Some studies start with the concept of a
cost-benefit analysis, which is applicable when personal information is
treated as a commodity (Smith et al., 2011). This approach, known as
privacy calculus, states that consumers disclose their personal infor-
mation in exchange for benefits (Barth & Jong, 2017; Robinson, 2017).
However, the privacy calculus approach has been criticized for its
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overestimation of the rationality argument (Kehr et al., 2015; Wakefield,
2013) and is therefore hardly applicable when social networking is
considered, since the benefits of networking are not necessarily rational.
This suggests that data disclosure on social networks is grounded on
something other than just rationality (Zhang & Fu, 2020).

It is widely acknowledged that privacy-related decisions are mostly
situational and strongly dependent on the purpose and context of the
information disclosure (Malhotra et al., 2004; Bansal et al., 2016;
Omrani & Soulié, 2018; Masur, 2019). The contexts of online purchasing
and social networking vary from ones that are precisely formalized and
regulated to others that are mainly based on reciprocity and the mutual
trust of the interacting participants. Both these instances are recogniz-
able within the scope of Social Exchange Theory (SET), which defines
them as negotiated and reciprocal types of social exchange.

The negotiated social exchange occurs in legally regulated exchanges
of information where the consumer is aware of how the information will
be processed and what, when, and how a benefit for the information
disclosure will be provided. Additionally, consumers may be aware of
and assured by external regulatory systems that supervise and control
how transactions, including personal data disclosure, are carried out.
This typically occurs in online shopping situations where transactions
are strictly formalized and handled by responsible sellers who are
additionally controlled by legal systems. If these systems function as
intended, the level of personal data disclosure risks and uncertainties
would be low. Nevertheless, online buyers typically declare low will-
ingness to disclose personal data (Barth & Jong, 2017; Zeng et al., 2020).

Another extreme occurs in situations where information-exchanging
participants assume no formal obligations and relatively little is regu-
lated by legal systems/institutions. The disclosure and exchange of in-
formation is mainly based on reciprocity and mutual trust, with no
formal guarantees regarding the handling and use of disclosed infor-
mation. This is evident in social networking, where various types of
personal information are disclosed to generate/maintain a rather
emotional socialization process (Zhang & Fu, 2020).

This study focuses mainly on personal data disclosure in online
buying representing negotiated exchanges (King, 2018; Morgan-Thomas
et al., 2020). SET helps to predict that involvement in trust-based
reciprocal exchanges may stimulate overall engagement in a digital
ecosystem and increase willingness to disclose data in a negotiated ex-
change (Yang, 2019). This can ultimately contribute to the conceptual
grounding and empirical evidence of this relationship, and address the
research gap in the relationship between social networking and online
purchasing in terms of personal data disclosure.

Since data disclosure in social networking and online buying are
largely predicted by trust/distrust factors, the key antecedents of the
current study include trust and paranoia (an extreme version of
distrust). Perceptions regarding personal control over data disclosure
and the effectiveness of legal regulations (such as the General Data
Protection Regulation [GDPR]) are two important mediators in
modeling the relationship with willingness to disclose data (Lwin et al.,
2007; Kehr et al., 2015; Miltgen & Smith, 2015; Zimaitis et al., 2020a).
More specifically, trust is understood as an important antecedent of
reciprocal relationships (Yang, 2019) and the perceptions of regulatory
bodies and systems (Davidovic & Harring, 2020). Paranoia was found to
be related to privacy concerns and levels of trust (Gromann et al., 2013;
Imhoff & Lamberty, 2018), as well overall involvement in social
networking (Zimaitis et al., 2020b), and therefore also provides an
important contribution to the modeling of personal data disclosure.

This study concentrates on negotiated exchanges with well-
predefined situations in which data is being disclosed (in the process
of searching for and purchasing products online). This allows for the
omission of other situational factors and to focus on the key dispositional
factors (Urbonavicius, 2020). This approach allows for the modeling of
interactions on the basis of SET and an analysis of the survey data from a
new perspective. The study contributes to the existing literature in three
ways. First, using SET as a theoretical background for a study on data
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disclosure opens new opportunities to conceptualize various situations
of personal data disclosure. This specific study formulates the disclosure
of personal data in online buying as a case of negotiated exchange, while
in social networking - as reciprocal exchange. Second, the study
empirically confirms the relationship between the two types of social
exchange, demonstrating the influence of reciprocal exchanges on
negotiated exchanges and, particularly, on the willingness of individuals
to disclose personal data in online buying. In other words, it shows how
involvement in social media is linked to the willingness to disclose
personal data in a seemingly unrelated situation, i.e. — in online pur-
chasing. This research contribution has implications for further studies,
encouraging broader applications of SET in business and, specifically, in
marketing settings. Also, the developed model takes perceptions about
the legal regulations of privacy into consideration, which are crucial for
making them efficient. This allows for the empirical findings to be linked
with legal privacy regulations (including the still widely discussed
GDPR), as well as for the development of managerial implications and
policy-making insights regarding online privacy. The findings, conclu-
sions and recommendations are based on a robust model and strong
empirical evidence.

2. Theoretical background

This study employs SET as a background for analyzing consumer
perceptions of personal information disclosure. Rooted in the conceptual
writings of the sociologists George C. Homans (1961), Phillip Blau
(1964), and Richard Emerson (1976), SET applies theoretical principles
of microeconomics to analyze social behavior. The justification for using
SET in marketing is based on the belief that the roots of marketing are
intrinsically found in social exchange theory (Bagozzi, 1975). Varey
(2015) argued that, “...originating in the nexus of economics, psychol-
ogy, sociology, and anthropology, and the concept of contract, social
exchange thinking has become embedded in the marketing discipline, so
much so that recent textbooks reproducing the convention do not
mention it explicitly at all.” (p. 1) SET is used extensively to explain
business-to-business marketing issues (Lambe et al., 2001), loyalty in the
service industry (Sierra & McQuitty, 2005), and privacy-related con-
sumer behaviors and attitudes (Metzger, 2004; King, 2018).

Long ago, social exchange theorists classified information as one of
the exchanged resources (Foa & Foa, 1974). Cheshire (2007) argued that
information can be a valuable resource of exchange as it is, “much like
any other good, since it can be transferred and it has value.” (p. 83).
Therefore, disclosure of personal information in online purchasing is one
of the processes of social exchange. Exchange participants expect to gain
benefits, and the exchange is typically recurrent by nature and struc-
tured by the interdependence and power relations of the exchange
partners.

Early SET thinkers defined the distinction between negotiated and
reciprocal exchanges (Lévi-Strauss, 1969; Emerson, 1981). The negoti-
ated exchange assumes that exchange partners know the terms of an
exchange, which are agreed upon in advance. The parties are aware of
the benefits they acquire as well as the costs related to the exchange.
Also, timing and other settings are defined a priori. The majority of
social exchanges that include economic activities are negotiated ones
(Molm et al., 2000). The reciprocal exchange is based on individual
expectations that other participants will reciprocate in exchange for the
delivered resources. The extent, forms and other aspects of reciprocity
are not granted in advance; exchange relations are developed during the
process of trust-based, sequential, mutual exchange transactions (Molm
et al., 2000). When it comes to sharing personal information, social
media involvement is a good example of a situation with a reciprocal
exchange of personal information (Yang, 2019). People share personal
information on social media in exchange for social support, recognition,
and other benefits they expect from their exchange partners (Szymczak
etal., 2016). No one is formally obliged to reciprocate to a certain extent
or based on a time constraint.
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The majority of personal information exchange situations in e-com-
merce (purchasing, browsing online) are examples of the negotiated
exchange. Marketers collect personal information in exchange for the
offered benefits: access, convenience, or monetary compensation in the
form of discounts or bonuses (Malgieri & Custers, 2018) and the process
is formalized by terms of agreement or permissions to use personal data.
Additionally, exchange terms are typically backed by international,
national, or local legal assurance systems. Therefore, willingness to
disclose personal data largely depends on the perceptions of formal as-
surances (Hong et al., 2019), trust (Bansal et al., 2016), and un-
certainties (Mothersbaugh et al., 2012).

Uncertainties and concerns are inherent attributes of any exchange
relation (Molm et al., 2000); however, they do vary depending on the
type of exchange relation. Reciprocal exchange relations are more
exposed to uncertainty because partners are never sure if the other side
will reciprocate, or if they will get a benefit in exchange for the provided
personal information. Uncertainty and lack of control could be less
important in negotiated exchange relations where participants know the
terms and benefits they will receive in advance. Ideally, once an
agreement is reached, uncertainty should be eliminated from this type of
exchange (Molm et al., 2000). However, even in negotiated situations
not everything is precisely defined: the terms may not be strictly binding
(Heckathorn, 1985), time lags between the promise and the delivery
may create opportunities for defection (Coleman, 1990), and the value
of the obtained resources may be unclear (Kollock, 1994). Therefore,
perception of the lack of control remains the immanent characteristic of
the negotiated exchange.

As Molm et al. (2000) state, “trust is more likely to develop in
reciprocal exchanges than in negotiated exchanges.” (p. 1403). In cases
of negotiated exchange, trust is largely expressed in a form of assurance
(Yamagishi & Yamagishi, 1994). Negotiated (binding) exchange re-
lations rely heavily on assurance structures: legal and normative au-
thorities that define, supervise, and impose sanctions for violating the
terms of agreement. A good example of an assurance scheme regarding
online data disclosure is the GDPR, which has been in effect in the EU
since 2018. The presence of an assurance system is intended to lower the
reliance on mutual trust and reinforce the willingness to disclose per-
sonal data in online purchasing. The element of trust is still present;
however, it is mainly directed towards the perception of the regulatory
effectiveness of the assurance schemes.

Reciprocal exchange relations do not require assurance systems;
therefore, they might seem riskier. However, this may be offset by trust
that is present or developed during the exchange process (Molm et al.,
2000; King, 2018). The participants of an exchange process either come
to the relationship with a certain level of trust in others (high personal
propensity to trust others) or develop it during the mutual exchange of
resources, as in the process of social networking. Therefore, the relation
of trust and willingness to participate in a reciprocal exchange is
twofold. People who have a higher propensity to trust others are more
likely to engage in a reciprocal exchange. Additionally, trust develops if
the exchange participants reciprocate, and at each stage, their willing-
ness to share resources increases. This allows us to propose that
involvement in reciprocal exchanges impacts the willingness to disclose
personal information in general, including instances of negotiated
exchange.

Trust and distrust asymmetrically affect behaviors with different risk
levels (Chang & Fang, 2013). Therefore, modeling of the willingness to
disclose personal data would be incomplete without considering para-
noia, which represents an extreme form of distrust (Kramer, 2008).
Paranoia is described as, “persecutory delusions, false beliefs whose
propositional content clusters around the ideas of being harassed,
threatened, harmed, subjugated, persecuted, accused, mistreated ... by
the malevolent others,” (Colby, 1981, p. 518) and is defined as a com-
mon human trait, not a clinical condition (Ellett et al., 2003, Della
Libera, et al., 2020). This means that in addition to the aspect of general
distrust, paranoia also includes the feeling of potential threat posed by

78

92

Journal of Business Research 136 (2021) 76-85

other people, thus expanding the trust-distrust continuum toward a
more radical approach with regard to social interactions. The relation
between paranoia and online activities has not yet been widely studied;
however, existing studies suggest that paranoia is positively related to
internet use and involvement in social media (Mason et al., 2014;
Urbonavicius & Zimaitis, 2018; Zimaitis et al., 2020b). The availability
of large amounts of information on the internet contributes to the
development and spread of conspiracy theories, which fuel paranoia
(Parish & Parker, 2001; Fenster, 2008). Paranoid people look for support
and confirmation of their feelings on social media, which leads to higher
involvement in social media and the exchange of personal information
with others.

This study employs SET to address a research gap in the knowledge of
interaction between social networking and willingness to disclose per-
sonal data in online purchasing. This approach stands apart from the
most typical theoretical backgrounds that have been used for modeling
data disclosure: the commodity view of privacy (Kehr, et al, 2015),
Privacy Calculus (Dinev, & Hart, 2006; Wang, et al, 2016) and privacy
paradox (Norberg, et al, 2007; Barth & Jong, 2017). However, it in-
cludes the elements of the above-mentioned approaches: it considers
personal data a valuable asset for an exchange and links disclosure with
behaviors (social networking). At the same time, SET allows major
emphasis to be put on the trust/distrust that have been less directly
addressed in studies using other theoretical approaches.

3. Model and hypotheses

Research on e-behaviors often take the trust factor into consider-
ation; however, the distrust factor is seldom included in studies (Chang
& Fang, 2013). The use of SET allowed this study to develop a model that
integrates both trust and distrust factors, and link them to two online
activities: social networking and online purchasing. The dependent
variable in the model is the willingness to disclose personal data in
online shopping, which represents the case of negotiated exchange. This
negotiated exchange is impacted by the trust-generating experiences of
reciprocal exchange, represented by involvement in social media. This is
based on evidence that increased involvement in social media requires
more frequent disclosure of personal data, and the accumulated expe-
rience in disclosing information impacts the willingness to disclose
personal data in other settings, including online buying. The model also
includes the impact of perceived regulatory effectiveness (assurance
systems) and perceived lack of control (uncertainty) on the willingness
to disclose personal data in exchange for benefits in online purchasing
(Smith et al., 2011). These two factors serve as mediators between trust
and the extreme form of distrust (paranoia), and willingness to disclose
personal data in online purchasing. The analysis of their known and/or
predicted interactions allows a research model (Fig. 1) and hypotheses
to be developed.

The exploratory nature of the study requires an assessment of each
outlined direct relationship, since the interactions between the variables
under research are largely unknown. However, they can be predicted
either on the basis of the existing (though limited) scope of knowledge or
grounded by the SET postulates of the nature of the factors themselves.

Based on SET, continuous non-formalized interactions of a reciprocal
nature build trust between interacting parties, such as peers on social
networks (Sherchan et al., 2013). Higher involvement in social
networking requires more frequent disclosure of personal data, gener-
ates a higher level of trust among the participants (Sherchan et al.,
2013), and produces an overall higher level of engagement in a broader
digital ecosystem, including online buying. This leads to the proposal
that higher involvement in social networking positively influences the
willingness to disclose personal data in a negotiated exchange, repre-
sented by e-buying.

H1. Involvement in social media positively influences the willingness
to disclose personal data in e-commerce.

In negotiated interactions between a person and an institution (a
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Fig. 1. Research Model.

marketer), an individual may perceive an imbalance in the control over
disclosed data (Sharma & Crossler, 2014). Understanding the terms and
conditions of personal control over data disclosure allows the consumer
to believe that somebody (legal systems, organizations) is efficient
enough to warrant its proper use (Weil et al., 2005; Gefen & Pavlou,
2006). If a person perceives the regulations to be effective, the will-
ingness to disclose personal information will increase. On the other
hand, this does not offset all potential uncertainties, especially if the
legal regulations or privacy policies are presented improperly (Meier,
Schawel & Kramer, 2020). It is typical that a person perceives a certain
degree of lack of control over the process and over the provided data in
online purchasing (Wang et al, 2016; Zimaitis et al., 2020a). Therefore,
disclosure of data is linked with hesitations and uncertainties due to the
perception that a person loses control over the data (Smith et al., 2011;
Hong & Thong, 2013; Wang et al., 2016; Morimoto, 2020). Naturally,
this perception reduces the willingness to disclose data. These argu-
ments lead to the prediction that perceived regulatory effectiveness
impacts the willingness to disclose personal data positively, while the
perceived lack of control — negatively.

H2. Perceived regulatory effectiveness positively influences the
willingness to disclose personal data in e-commerce.

H3. Perceived lack of control negatively influences the willingness to
disclose personal data in e-commerce.

Control over the process of exchange can be shared not only with
other participants of the exchange, but also with the third parties
regulating it. The legal systems and relevant institutions regulating
privacy policies in online buying and selling take part of the control over
the process (Gefen & Pavlou, 2006). This increases the perception that
personal control over the exchange, which includes personal data
disclosure, is rather limited. If the regulation is perceived as being
effective, the feeling of lack of personal control becomes even stronger.

H4. Perceived regulatory effectiveness positively influences the
perceived lack of control.

To model how involvement in social media, perceived regulatory
effectiveness, and perceived lack of control impact the willingness to
disclose personal data, the influence of trust/distrust antecedents have
to be predicted.

Trust is a key element of any type of a social exchange and stands at
the very core of the concept of SET, which emphasizes the importance of
trust as a predictor of social interactions and as a result that is developed
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in the process of social interactions. (Molm et al., 2000). Therefore, the
concept of trust needs to be understood in at least two different ways.

First, dispositional trust (propensity to trust something) is a human
trait that is present in everyone to a certain degree (Frazier et al., 2013).
This is a typical antecedent for the perceptions and activities regarding
interactions with other people or their groups, institutions, regulatory
systems, etc. (Bansal et al., 2016). Another form of trust — situational
trust — expressed with regard to concrete objects (most typical cases in
marketing — types of stores, products, specific brands) that occurs in
specific situations or within a specific context (Heirman et al., 2013).
Both types of trust typically encourage online behaviors, while privacy
violations reduce trust and negatively impact future online activities
(Martin, 2018).

Furthermore, both types of trust are well recognizable in the
involvement in social networking: networking is triggered by the pro-
pensity to trust, and situational trust can be gradually developed during
reciprocal exchanges in the process of interactions with social partners,
as well as with social networking platforms (Molm et al., 2000; Sherchan
et al., 2013). Since the level of trust in social networking predetermines
the involvement in social media activities, the positive relation between
the trust (propensity to trust) and involvement in social media may be
predicted. Though the positive relationship between trust and involve-
ment in social media seems rather clear, it remains an important aspect
of research on privacy concerns and consumer trust in social media
(Appel et al., 2020). Therefore, the hypothesis states:

H5. Trust positively influences involvement in social media.

The propensity to trust (trust trait) also predetermines the trust in
institutions/regulatory systems and helps develop positive perceptions
of them (Szymczak et al., 2016; Zhang et al., 2019; Zhao et al., 2018).
Therefore, trust should positively influence the perception of privacy
regulation effectiveness.

H6. Trust positively influences perceived regulatory effectiveness.

However, it is inappropriate to assume that the consequences of trust
on online behaviors are opposite to those of distrust (Chang & Fang,
2013). Instead, a separate assessment of the impact of distrust has to be
made. This is achievable with the use of the factor of paranoia, which is
understood as an extreme form of distrust (Kramer, 2008).

Excluding clinical contexts, paranoia is a rather general irrational
personal state grounded in the distrust of others (Gromann et al., 2013).
Its impact on the analyzed variables is largely unknown due to the
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limited scope of prior research. However, there are some insights that
suggest initial ideas for analysis and allow for a prediction to be made
about its relationships with the factors included in this study.

The relation between paranoia and social media use is rather un-
clear. Since paranoia means distrust of others, it should negatively in-
fluence one’s social interactions (Jack & Egan, 2018). On the other
hand, social media is the source of the clash of conflicting ideas,
including ones that support paranoid thinking. A large number of studies
have attempted to demonstrate the impact of social media use on risk for
mental health symptoms and poor wellbeing (Naslund et al., 2020).
However, a specific relationship with paranoia has been not been
detected (Bird et al., 2017; Berry et al., 2018). One of the arguments
states that the relationship and causality were assessed in a wrong way;
i.e. social media use was not a reason, but a consequence of paranoia
(Bird et al., 2019). This confirms the directionality that is foreseen in the
current study; however, it does not help in predicting whether the
relationship is positive or negative.

The very concept of paranoia suggests that a person who is prone to
paranoid thinking has a fear of missing out, and social media use pro-
vides rewarding experiences (Fuster et al., 2017). Paranoia should thus
encourage social media use, which is an assumption supported by a
rather limited scope of research that specifically analyzes the impact of
paranoia on social media involvement (Zimaitis et al., 2020b). There-
fore, we predict a positive influence of paranoia on the involvement in
social media.

H7. Paranoia positively influences involvement in social media.

On the other hand, paranoid thinking generates feelings of personal
vulnerability and exaggerated socially evaluative concerns (Meisel et al.,
2018). Paranoid thinking is full of concerns about all kinds of possible
imperfections in everything. There is fragmented evidence that paranoia
is positively associated with the lack of personal control, but it is also
strongly suggested to gain a better understanding of its impact on the
various types of control (Imhoff & Lamberty, 2018). Therefore, we
hypothesize:

H8. Paranoia positively influences perceived lack of control.

It is understood that paranoid individuals fail to correspond to any
group in wider society who share coordinated aims and actions (Raihani
& Bell, 2019). Therefore, paranoid thinking gravitates towards ignoring
and neglecting systems, rules and organizational efforts with an dysre-
gulated response (Saalfeld et al., 2018) and is prominently associated
with low trust in the government (Imhoff & Lamberty, 2018). This leads
to the neglection of effectiveness of external regulations:

H9. Paranoia negatively influences perceived
effectiveness.

regulatory

4. Measures and data

Data was collected through an online survey during the period of
December 13, 2019 and February 2, 2020. All variables were measured
using scales successfully deployed in former studies. Trust (TR) was
assessed on a four-item “Propensity to Trust” scale (Frazier et al., 2013).
Paranoia (PAR) was measured with the original paranoia trait scale
(Fenigstein & Vanable, 1992), which was shortened to six items; shorter
versions of this scale were successfully used by Urbonavicius & Zimaitis
(2018) and Zimaitis et al. (2020b). Involvement in Social Media (ISM)
was measured following the Social Media Use Integration Scale (SMUIS)
developed by Jenkins-Guarnieri et al. (2013). Measured with 10 items, it
takes into account engaged social media use, emotional attachment to
social media use, and the social habits of users. This allowed us to
address important aspects of involvement in social media with a
construct that stays unidimensional (Jenkins-Guarnieri et al., 2013;
Zimaitis et al, 2020a; Zimaitis et al., 2020b). The Willingness To Disclose
(WTD) personal data was assessed with the scale suggested by Gupta
et al. (2010) and Heirman et al. (2013), later used by Robinson (2017)
and Degutis et al. (2020). To avoid the effects of rapid dynamics in the
types of data disclosed online, the list was reduced to items that are
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relatively stable and represent personal demographics and contact in-
formation (seven items). The Perceived Regulatory Effectiveness (PRE)
three-item scale was adopted from Lwin et al. (2007) with a minor
modification — GDPR, as an example of one type of legal regulation, was
included into one item. A three-item scale of Perceived Lack of Control
(PLC) was taken from Wang et al. (2016). In all instances, a 1 to 7 Likert
scale (1 = totally disagree and 7 = totally agree) was used. Detailed in-
formation regarding the scales is provided in Appendix 1.

The data was collected in Lithuania using an online self-administered
survey. Lithuania was chosen due to the fact that it is among the leaders
in the infrastructure of Wi-Fi and broadband use' as well as in overall
development of digital infrastructure for individuals and businesses
(Castelo-Branco et al., 2019). Additionally, as an EU country, Lithuania
has implemented the GDPR, one of the world’s strictest regulations
regarding personal data collection and processing.

The analysis was carried out based on 480 respondents. The sample
included 25.6% male and 74.4 % female respondents in three age
groups: 16-29 (33.5%); 30-49 (29.2%); 50 and over (37.3%). Of them,
43.1% were from the capital city, 22.5% from other larger cities, and the
remaining 34.2% were from smaller cities and rural areas. 39.2% of
respondents had university degrees, while others had various types of
non-university education backgrounds.

5. Analysis

The scales were assessed using an exploratory factor analysis, sub-
sequent confirmatory factor analysis, and tests of reliability and validity.
The exploratory factor analysis (Promax rotation, Maximum Likelihood
extraction) was used for the initial assessment of the scales. The KMO
was adequate (0.797) and the Bartlett’s Test of Sphericity showed
approx. Chi-Square of 5727.640, with df = 276, p < 0.001. The model
had a good fit, Chi-Square = 432.978, df = 147, p < 0.001, and extracted
six factors that explained 59.93% of variation with cumulative initial
Eigenvalues of 69.56%. A subsequent confirmatory factor analysis
showed an acceptable fit of the model (CMIN/DF = 1.525; TLI = 0.947;
CFI = 0.978; RMSEA = 0.033 (Byrne, 2010). This was achieved by
reducing the ISM scale to six items, PAR to three items and WTD to five
items. The reliability and validity of the obtained scales was assessed by
measuring the composite reliability (above 0.70, Bagozzi & Yi, 2012). As
recommended by the Fornell-Larcker criteria (Fornell & Larcker, 1981),
all the standardized factor loadings exceeded 0.50; the average variance
extracted (AVE) exceeded 0.50; and squared AVE values for each
construct were greater than the correlation values of that construct. All
these criteria were met (Table 1), which allowed us to perform further
analysis.

A common latent bias test was used to compare unconstrained and
fully constrained models; the test came back positive (difference in chi-
square = 68.1, difference in df = 24, p < 0.001). The latent bias cor-
rected model had an appropriate fit: CMIN/DF = 1.525; TLI = 0.947;
CFI = 0.978; RMSEA = 0.033.

The structural model (CMIN/DF = 2.006; TLI = 0.958; CFI = 0.986;
RMSEA = 0.046; PCLOSE = 0.503) was robust and allowed to proceed
with further analysis.

As is typical in explorative models that suggest using a new theo-
retical approach (SET), attention was paid primarily to the direct re-
lationships between the factors. Therefore, these relationships are
predicted in the formulations of the hypotheses. Based on them, the total
and indirect (mediated) effects can be measured. These relationships are
not hypothesized and serve two other purposes: (a) confirming the
appropriateness of modeling on the basis of SET and (b) outlining the

1 OECD broadband statistics update. Paris, 22 July 2020: https://www.oecd.
org/sti/broadband/broadband-statistics-update.htm; Ooma, Best and Worst
Countries for Wi-Fi Access: https://www.ooma.com/blog/best-worst-wifi-count
ries.
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Table 1
Validity and Reliability of Constructs.
Cronbach’s Alpha CR AVE PRE PLC ISM WTD PAR TR
PRE 0.863 0.865 0.615 0.784
PLC 0.809 0.812 0.590 0.173 0.768
IsM 0.923 0.924 0.802 —0.091 0.145 0.896
WTD 0.872 0.862 0.513 0.056 0.101 0.079 0.716
PAR 0.852 0.835 0.507 0.062 0.139 —0.164 0.256 0.712
TR 0.781 0.779 0.541 —0.304 0.129 0.300 0.277 0.091 0.735

Note: PRE — Perceived regulatory effectiveness, PLC — Perceived Lack of Control, ISM - Involvement in Social Media, WTD — Willingness to Disclose Data, PAR —

Paranoia TR - Trust, CR - composite reliability, AVE — average variance extracted

directions for future research.

The causal model (Fig. 2) tests the relationships that are predicted in
the research model and confirms its structure. First of all, structural
equation modeling assumes a correlation between the antecedents. In
this model, this relationship confirms the correctness of the modeling
assumption that propensity to trust and paranoia represent trust and
distrust, since their relation is strongly negative (correlation —0.353; p
< 0.001).

All predicted direct relationships between variables are significant at
thelevel p < 0.001. Additionally, all standardized regression weights are
substantial, ranging from 0.19 to 0.39, which means a relatively high
explanatory power of each individual direct relationship. However, this
also allows for an analysis of all indirect and total effects, which addi-
tionally contribute to the understanding of how the willingness to
disclose personal data is influenced by the analyzed factors.

As it was modeled, trust and paranoia do not have direct effects on
willingness to disclose personal data in e-shopping. The standardized
total effect of trust is p = 0.101; p < 0.001; and the standardized total
effect of paranoia is f = 0.060; p < 0.001. This confirms that the factor of
trust/distrust is important in modeling willingness to disclose personal
data on the basis of SET. However, the positive total effect of paranoia is
unexpected and largely predetermined by its positive (opposite to what
was predicted) influence of paranoia on perceived regulatory effec-
tiveness. This is discussed further in the text.

The influence of perceived regulatory effectiveness on willingness to
disclose personal data is twofold: both direct and mediated, which
means the presence of partial mediation. The standardized total effect is
p = 0.149; p < 0.001; this is generated by the standardized direct effect
of p = 0.201 (p < 0.001) and the standardized indirect effect of p =
-0.052 (p < 0.001). The negative indirect effect is predetermined by the
strong negative influence of the mediator (perceived lack of control) on

the willingness to disclose data (§ = -0.277 (p < 0.001).

An analysis of all direct relationships allows for the hypotheses to be
tested (Table 2).

All but one of the hypotheses confirmed the predicted relationships.
Hypothesis H9 (paranoia negatively influences the perceived regulatory
effectiveness) was rejected, since the relation between the variables was
significant, but positive (opposite to what was predicted). All these
findings require a more detailed discussion.

6. Discussion, conclusions, and implications

This study’s main contribution to the scope of knowledge about the
willingness to disclose data online lies in the suggested use of SET as the
background for the analysis and findings. The study revealed that
reciprocal exchange (involvement in social media) strongly impacts the

Table 2

Tests of Hypotheses (standardized regression weights).
Hypothesized Impacts Estimate P Result
H1 WTD - ISM 0.271 Accepted
H2 WTD - PRE 0.166 Accepted
H3 WTD - PLC —0.308 Accepted
H4 PLC - PRE 0.187 Accepted
H5 ISM - TR 0.204 Accepted
H6 PRE - TR 0.264 Accepted
H7 IsM - PAR 0.442 Accepted
H8 PLC - PAR 0.249 Accepted
H9 PRE - PAR 0.231 ok Rejected

Note: PRE - Perceived regulatory effectiveness, PLC - Perceived Lack of Control,
ISM - Involvement in Social Media, WTD — Willingness to Disclose Data, PAR —
Paranoia TR - Trust, significance p < 0.001.

e2
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-35 P_Lack_Contr
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26 20 Y

Paranoia ——m» P_Reg_Effect WTD

Fig. 2. Causal Model.
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willingness to disclose personal data in negotiated exchange settings
(buying online). This means that trust-generating reciprocal exchange
increases the trust in another type of exchange and increases the will-
ingness to disclose personal data there. Therefore, willingness develops
throughout the entire digital ecosystem (Morgan-Thomas et al., 2020),
and these findings extend previous knowledge in this area (Yang, 2019).
Involvement in social media has no impact on willingness with media-
tion of the perceived lack of control, which confirms that it influences
willingness to disclose personal data only directly.

From the other side, willingness to disclose personal data was posi-
tively impacted by perceived regulatory effectiveness, as was expected
based on former observations of the importance of legal assurance
(Yamagishi & Yamagishi, 1994). Also, as was expected, willingness to
disclose personal data was negatively impacted by the perceived lack of
control, which represents uncertainties that are present in personal data
disclosure situations and supports the earlier observations of Bansal
et al. (2016) on the link between uncertainty avoidance and disclosure
of personal data.

Both involvement in social media and perceived regulatory effec-
tiveness had a strong impact from trust. This allows to conclude that
trust is an important antecedent of willingness to disclose personal data
in buying online, but impacts it indirectly via reciprocal interactions in
social media and via the perception of the assurance of regulatory
systems.

The dispositional antecedent that represents distrust (paranoia) was
expected to positively influence involvement in social media and
perceived lack of control, but negatively influence perceived regulatory
effectiveness. The first two hypotheses have been confirmed, and this
corresponds to the findings of earlier studies (Zimaitis et al., 2020a).
However, the relationship between paranoia and perceived regulatory
effectiveness was significant, but positive. This means that the as-
sumptions used for grounding the hypothesis — paranoid people fail to
coordinate their actions with wider groups, ignore rules and regulations
(Saalfeld et al., 2018; Imhoff & Lamberty, 2018; Raihani & Bell, 2019) -
were not sufficient enough to predict the relationship. At the same time,
the relationship between the two factors was significant, which confirms
the correctness of the overall modeling, though it seems that this under-
researched relationship should be grounded differently.

Paranoia includes not just the aspect of distrust, but also ideas about
being harassed, threatened, harmed, persecuted, or mistreated by other
people (Colby, 1981). This might mean that a person that exhibits
paranoid thinking distrusts other people and looks for support against
them in the regulations of legal bodies. Higher levels of paranoia might
trigger a higher willingness to perceive that legal regulations might help
in safeguarding against the negative intentions of “malevolent others”. If
this logic is correct, it would justify the positive relationship between
paranoia and perceived regulatory effectiveness. However, this requires
strong evidence from future studies.

In general, despite the limited earlier evidence of some predicted
relationships, the modeling of the considered variables based on SET is
relevant and allows managerial insights and outline directions to be
developed for further studies.

Having observed a positive impact of perceived regulatory effec-
tiveness on willingness to disclose personal data, the obvious suggestion
for businesses would be to unambiguously support the presence of an
effective regulatory system (national or international). Regulatory sys-
tems have to be reflected in policies of e-stores, and these policies need
to be presented to the buyers in a short and clear manner (Meier, et al.,
2020). This is an important pre-requisite for the perception about the
effectiveness of a regulatory system, which is a critical factor in will-
ingness to disclose personal data.

Another important factor is perception about control over disclosed
data. The perception about lack of control is partially offset by the
effectiveness of legal regulations. However, it signals that businesses
should use all available means to inform buyers about how they could
control disclosed information, and in this way reduce the perception of
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lack of control. Providing clear information regarding personal data
handling and inviting users to make decisions about how their infor-
mation should be used would strongly increase overall willingness to
share personal data.

Also, it seems that communication on social media is very suitable in
terms of developing trust. Intensive use of social networks strongly in-
creases willingness to disclose personal data outside of the networking
context. Therefore, the suggestion for business is to integrate marketing
activities with social media and invite users to connect to e-stores using
social media accounts as often as possible.

This needs to be summarized with an implication addressed toward
policy-makers. Since a buyer’s willingness to disclose their personal data
is subject to their perceptions about regulation effectiveness and control,
the population needs to be made aware to the highest possible level
about their rights regarding privacy, as well as the mechanisms that
regulate and control the use and sanction the misuse of personal data.
Public policy should be strongly oriented toward educating consumers
about regulatory systems.

7. Limitations and future research

The current study has several limitations; some of which indicate
opportunities for future research.

One of the limitations is the gender imbalance in the sample. Though
the comparison of means of all measured variables demonstrated no
differences among male and female groups of respondents, the dispro-
portion of this type needs to be avoided in similar studies.

The study was carried out in a country characterized by a high level
of Wi-Fi accessibility and a well-developed internet infrastructure. It
largely represents the broad context of the EU, where GDPR is followed.
However, it would be valuable to replicate the study in different (less
strict) regulatory environments that may predetermine different levels
of consumer trust and the perception of the effectiveness of regulatory
systems. Therefore, a comparison of the effects in various regulatory
environments presents a promising research direction.

This study concentrates on dispositional factors, while data disclo-
sure might also be impacted by situational factors (Sharma & Crossler,
2014; Masur, 2019). This opens a broad range of opportunities to
elaborate on the suggested model while considering purchase impor-
tance, urgency, perceptions regarding the specific online store, and
many more. It seems that a research direction that considers situational
factors would be really broad and include wide range of opportunities.

Additionally, since the SET framework includes the aspect of power
relations of exchange participants, the inequality of power among them
may be included to explain why exchange participants declare limited
willingness to disclose data but are highly involved in social media,
where date disclosure is routine. The use of SET also allows the
perception of benefits that are obtained for data disclosure to be
considered. Therefore, one more broad direction for future research
includes elaborating on opportunities when using SET in studies on data
disclosure.

And finally, the presence of a positive relationship between paranoia
and perceived regulatory effectiveness needs further elaboration. Due to
a rather limited number of studies on paranoia in non-clinical contexts,
the interpretations of these findings need to be supported by additional
evidence, which represents another specific research direction.
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Appendix 1

Scales and Their Sources
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Variable and Scale Items
Trust (TR) - Propensity to Trust scale:

Source
Frazier et al. (2013)

I usually trust people until they give me a reason not to trust them
Trusting another person is not difficult for me

My typical approach is to trust new acquaintances until they prove I should not trust them

My tendency to trust others is high

Paranoia (PAR) - shortened version of Paranoia Trait scale
Someone has it in for me
I sometimes feel as if I'm being followed

Fenigstein & Vanable (1992)

I often wonder what hidden reason another person may have for doing something nice for you

It is safer to trust no one

I have often felt that strangers were looking at me critically

I tend to be on my guard to people who are somewhat more friendly than expected
Involvement in social media (ISM) - Social Media Use Integration (SMUIS)

Jenkins-Guarnieri et al. (2013)

1 feel disconnected from friends when I have not logged into social networkI would like it if everyone used social networks to
communicatel would be disappointed if I could not use social networks at alll get upset when I can’t log on to social networkl prefer to
communicate with others mainly through social networksSocial networks play an important role in my social relationshipsI enjoy
checking my social network accountI don’t like to use social networksUsing social networks is part of my everyday routinel respond to

content that others share using social networks
Willingness to disclose personal data (WTD) - short version of the scale:

Gupta et al. (2010) and Heirman
et al. (2013)

While purchasing goods or services in online, you are often asked to provide to them your personal data. Please, specify, how much are

you willing to provide personal data of each type:
Home address
Mobile phone number
Email address
Date of birth
Marital status
Name
Last name
Gender
Perceived regulatory effectiveness (PRE):

Lwin et al. (2007)

The existing laws in my country and internationally, (such as General Data Protection Regulation, GDPR)* are sufficient to protect

consumers’ online privacy

There are stringent international laws to protect personal information of individuals on the Internet
The government is doing enough to ensure that consumers are protected against online privacy violations

Perceived lack of control (PLC) - Perceived Control scale:

Wang et al. (2016)

I am usually bothered when I do not have control over personal information that I provide to online stores*
I am usually bothered when I do not have control over personal information or autonomy over decisions about how my personal

information is collected, used and shared by online stores*

Iam concerned when personal information control is lost or unwillingly reduced as a result of a marketing transaction with online stores*

*Modifications of the original statements
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Abstract. The issue of trust-based personal data disclosure online remains of high importance both
in social networking and online purchasing. Additionally, social networking is linked with a contro-
versial factor of conspiracy beliefs that recently received attention because of Covid-19 pandemic.
Conspiracy beliefs trigger activities online, but generate hesitations in regards to rational ideas,
requests and procedures. Therefore, it is unclear how they impact rational requests of data disclo-
sure in online shopping. The paper analyses how trust and conspiracy beliefs impact willingness to
disclose personal data in social networking and in online shopping. The modelling based on the
social exchange theory conceptualizes these two online activities as reciprocal and negotiated types
of exchange. The findings based on structural equation modelling show some similarities between
the impacts of trust and conspiracy believes in case of social networking, but disclose their radical
differences in regards to willingness to disclose personal data in online purchasing.

Keywords: trust, conspiracy beliefs, social networking, self-disclosure, willingness to disclose
personal data, social exchange theory.

JEL Classification: M31.

Introduction

One of the major trends in modern business is digitalisation of almost all its functions (Koe
& Sakir, 2020; Shpak et al., 2020). This is especially noticeable in digital marketing, per-
sonalized advertising and online selling that experience a substantial growth in almost all
countries of the world (Morimoto, 2021; Vadana et al., 2019; Wirtz et al., 2017). However,
the success of digital marketing and e-commerce is highly dependent on the extensive use
of customer personal data (Bleier et al., 2020). In order to develop personalized offers and
be efficient in online sales, businesses largely employ user-generated data that helps reaching
their marketing objectives (Strycharz et al., 2019). Though technical means of data collection
are rapidly developing, the collection of personal data is not easy because consumers tend
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to be worried about the issues of personal data disclosure and the loss of privacy (Grosso &
Castaldo, 2014; Cheng & Wang, 2018). This makes their willingness to disclose personal data
rather low, often limited to the types and amount of data that is absolutely required to make
a transaction or to reach another online objective (Bansal et al., 2016).

The willingness to disclose personal data online includes a number of rather complex
considerations and has several meanings (Degutis et al., 2020). There are very strong argu-
ments to state that willingness to provide personal data is a situational (contextual) factor that
depends on where, when, for what purpose the data is being disclosed (Bansal et al., 2016;
Masur, 2019; Padyab et al., 2019). The amount and types of data disclosed also depend on
a situation. In rather basic cases of online shopping, it is required to provide just a minimal
information (like name, address, e-mail address); in more complex ones it is required to dis-
close more extensive set of personal information, often amended with the permission to track
online activities or geographical location (Joinson & Paine, 2007; Wang et al., 2016; Martin
& Palmatier, 2020). Quite often some part of the personal information is “a must’, since
otherwise the objective (online transaction or a digital service) cannot be provided (Zimmer
et al., 2010; Prince, 2018). In many other cases, the requests for information/permissions
are more flexible, and providing of the personal data largely depends on the willingness of
a person to provide it (Mosteller & Poddar, 2017). In this case, the dispositional type of the
willingness to provide data starts to be increasingly important. It means that some people are
more pre-disposed to disclose personal facts than others and that some other dispositional or
attitudinal factors also impact the willingness to disclose data (Urbonavicius, 2020). Among
such, the factors of trust-distrust nature play the most important roles (Chang & Fang, 2013;
Bansal et al., 2016; Kim et al., 2019).

General trust is a trait that positively impacts numerous human interactions, includ-
ing activities online that require disclosure of personal data. However, trust is differently
linked with willingness to disclose personal data in social networking and in online shopping.
People are rather easily disclosing details of their private lives in social networking, but are
rather restrictive to do it in registering for online shopping reasons (Barth & de Jong, 2017).
These two data disclosure situations have been quite extensively analysed separately, but
their linkage in terms of the willingness to disclose personal data has been observed rather
recently (Zimaitis et al., 2020a, 2020b). The supportive climate and continuous interactions
with peers develop trust and encourage further interactions, thus developing extensive data
disclosure in social networking (Lin et al., 2020). Data disclosure in online buying is much
more formalized and regulated, and the mechanisms of the disclosure are rather different
(Robinson, 2018; Degutis et al., 2020). These differences have been integrated into a model
that was grounded on the Social Exchange Theory (SET) by classifying data disclosure in so-
cial media as reciprocal social exchange and data disclosure in online shopping as negotiated
social exchange, justifying the interaction between them (Zimaitis et al., 2020b; Urbonavicius
et al., 2021). Trust played an important predictive role in regards to both instances.

On the other hand, the online activities are impacted by variables that reflect the un-
certainty and are linked with not necessarily relevant perceptions of risks, distrust or false
beliefs (Ahmad & Sun, 2018). One of controversial factors that represents distrust in com-
monly known facts is beliefs in conspiracies (van Prooijen & de Vries, 2016). The issue of
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conspiracy beliefs recently received a new wave of attention from researchers because of
Covid-19 (Georgiou et al., 2020; Pellegrini et al., 2021). It has been observed that conspiracy
beliefs are linked with social networking (Goreis & Kothgassner, 2020). However, the impact
of conspiracy beliefs on data disclosure in social media and — even more - in online purchas-
ing presents a noticeable research gap that is addressed in this study. This attempt is based
on the use of SET as the theoretical grounding that helps to consider trust and conspiracy
beliefs as two key antecedents of the data disclosure in social media and of the willingness
to disclose personal data in online shopping. More concretely, the study is aiming to answer
these research questions: “How the impact of trust and conspiracy beliefs on self-disclosure
in social networking and on willingness to disclose personal data in online purchasing can
be modelled with the help of SET?” “What are the total effects of trust on self-disclosure
in social networking and on willingness to disclose personal data in purchasing online?”
“What are the total effects of conspiracy beliefs on self-disclosure in social networking and
on willingness to disclose personal data in online purchasing?” The modelling of interactions
is based on earlier studies that employed social exchange theory in marketing-related studies
(Mosteller & Poddar, 2017; King, 2018; Zimaitis et al., 2020b). The model that is developed
in the current study reflects a case of personal data disclosure and thus presents a novelty
aspect among the applications of SET. Analysis of empirical data allows to test the predicted
relationships and to draw conclusions.

The paper consists of five main parts: literature review, methodology (research model,
measures and data), analysis (testing of hypotheses), discussion and conclusions together
with limitations and directions for future research.

1. Literature review

Theoretical backgrounds. The research interest in issues of privacy and personal data disclo-
sure perhaps starts from the concept of privacy paradox — the observation of the declared pri-
vacy concerns and limited willingness to disclose personal data, followed with rather relaxed
behaviours in data disclosure (Norberg et al., 2007; Weinberger et al., 2017a, 2017b). In order
to explain the paradox and other privacy and data disclosure issues, a number of theoretical
backgrounds and models have been employed. The privacy-related issues have been analysed
on the basis of the theory of planned behaviour, technology acceptance model and principal-
agent theory (Kim & Kim, 2014; Zhao et al., 2018; Parker & Flowerday, 2021). The attempts
of a deeper analysis were made from the commodity view of privacy and from the aspect
of psychological ownership over personal information (Xu et al., 2011; Kehr et al., 2015).
This allowed to analyse ownership-risk interaction on the basis of prospect theory. Such
an interpretation evolved into the concept of privacy calculus that emphasizes the rational
behaviour of consumers. It is assumed that they evaluate the trade-off between the value they
obtain from the data disclosure and the potential negative consequences of the loss of control
over the disclosed data (Kehr et al., 2015). Though privacy calculus is criticized for the put-
ting to high emphasis on argument of rationality (Kehr et al., 2015; Wakefield, 2013), this
approach is accepted by many researchers who agree that consumers tend to disclose facts
about themselves in exchange for the foreseen benefits (Barth & Jong, 2017; Robinson, 2017).
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Social exchange theory. The above-mentioned theoretical approaches help to analyse pri-
vacy issue and personal data disclosure to a large extent, but they do not specifically address
the two typical online behaviours: social networking and online purchasing, where the ap-
proaches in regards to the personal data disclosure are different. This requires to look for
a different theoretical background that would allow the two types and link them with the
relevant antecedents. The suitable solution for this is the use of Social Exchange Theory. This
theory has been developed by George C. Homans (1961) and Phillip Blau (1964), followed by
Richard Emerson (1976). Though the theory uses the principles of rationality in human be-
haviour, it considers the difference of its manifestation in negotiated and reciprocal exchange
(Levi-Strauss, 1969; Emerson, 1981). An exchange of the negotiated type occurs when the
terms of an exchange are discussed by the participating parties in advance, therefore at the
moment of the exchange they are agreed on and formalized. The basis for the negotiation is
benefits and costs of the exchange, though there might be additional aspects of the exchange
(such as timing, etc.) included as well. These conditions are present in many exchanges that
include economic aspect, and they are typically classified as negotiated exchanges (Molm
et al., 2000). Reciprocal exchange is based on mutual interactions of an exchange partici-
pants that are performed in response of the earlier behaviour of an exchange partner. This
is based on the expectation that a partner will reciprocate in a similar manner. The terms of
the exchange are not agreed upon in advance, which means that this type of an exchange is
largely based on the mutual and gradually developed trust (Molm et al., 2000). This type of
exchange of occurs in networking and friendships (Olk & Gibbons, 2010).

Disclose of personal data online. Very early in its development, the SET started to con-
sider information as a resource that could be used in exchanges (Foa & Foa, 1974). This
interpretation of information as an important type of resources continues to be used in
modern contexts (Cheshire, 2007). SET helped to analyse privacy related behaviours or at-
titudes (Metzger, 2004; King, 2018) and rather recently SET was specifically used in studies
on willingness to disclose personal data in online purchasing (Zimaitis et al., 2020b). Though
this research stream is not yet widely developed, it seems to be very promising, because it
is able to reflects and integrate data disclosure in social networking and in online shopping.

In case when the SET is employed, social networking and disclosure information on so-
cial networks is considered as reciprocal, while purchasing online and willingness to disclose
personal information there — as negotiated exchange.

People are using social media in order to interact with others, to socialize. The typical
interaction means providing information about themselves, their experiences, feelings or
emotions to others with expectation that the other side will respond similarly, which perfectly
represents a reciprocal exchange situation (Cheng et al., 2011). Other aspects of reciprocal
exchange are also present in social networking: there is no formalised obligation to recipro-
cate, exchange relations develop gradually, on the basis of mutual trust. In terms of regula-
tions, social networks apply just very general rules/terms to be followed, no strict assurance
structures are present, the shortest forms of informing about them are the most preferred
(van der Schyff et al., 2020; Meier et al., 2020). Important outcome of the participation in
social networking is self-disclosure to others, as the result of mutual trust that develops in
the process of reciprocal interactions (Lee & Choi, 2017). Social media allows rather easy
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disclosure of personal information to other persons, and many people are doing this rather
willingly (Schlosser, 2020; Varnali & Toker, 2015; Zhang & Fu, 2020). The information is
revealed with high levels of openness and spontaneity as an outcome of general trust that is
further developed in reciprocal social networking (Koohikamali et al., 2017).

The disclosure of personal information in the case of online purchasing is different. The
process typically is formalized by terms of an agreement that includes aspects about how
the provided personal data can be used. The other side grants its handling in accordance to
the certain procedures that often are predetermined or assured by wider legal regulations
(Goddard, 2017). Perceptions about the effectiveness of assurance are among the important
factors in this type of social exchange (Hong et al., 2021). In online purchasing one side of
interaction typically is an online store that requires to provide certain amount of informa-
tion to enable a transaction. Additional amounts of personal information can be provided
in exchange for other benefits — easier access, convenience in future transactions, monetary
compensation, etc. (Malgiery & Custers, 2018). All this perfectly describes the information
disclosure situation that SET categorizes as a negotiated social exchange. However, the ne-
gotiated exchanges between individuals and online stores are not necessarily continuous: a
buyer may disclose personal data as it is required for a single-time transaction, and limit
it to the scope of mandatory information that is absolutely necessary for the one specific
transaction (Urbonavicius, 2020). Broader disclosure of personal data is required for registra-
tion to online stores, since it includes both the mandatory and additional items of personal
information.

It is important that some empirical evidence confirms the interaction between social
networking/personal data disclosure in social networks and willingness to disclose personal
data in online shopping. Though not yet abundant, it allows to predict impact of reciprocal
exchange on negotiated exchange (Zimaitis et al., 2020b; Degutis et al., 2020).

Trust. Trust is an antecedent of various behavioural intentions, and it is especially salient
in social exchange relationships (Bernerth & Walker, 2009). Trust is also an essential factor
for modelling numerous internet-based activities, including online transactions (Zhang et al.,
2020). It is observed that online trust highly depends on past experiences with online activi-
ties (Chen et al., 2015; Dinev et al., 2006; Murphy, 2003) and develops over repeated interac-
tions (Alarcon et al., 2018). In the disclosure of personal data as a social exchange, trust plays
the role that is of the special importance, since it both creates and is created by the reciprocity
of social exchange (Molm et al., 2000). When it regards transactions that require information,
trust also is one of the major factors that encourage individuals to disclose information about
themselves (Koohikamali et al., 2017). However, trust influences the willingness to disclose
information in online purchasing (that is a form of negotiated exchange) not just directly.
Since trust develops in the process of reciprocal social exchanges, that are present in social
networking, the growing involvement in social media increases the level of personal disclo-
sure in social networking. Additionally, self-disclosure is a result of trust-based perceptions
about the safety of self-disclosure, which means that perceptions about the effectiveness of
regulations mediate the impact of trust on self-disclosure. Thus, the total effects of trust on
self-disclosure include its direct and all indirect impacts:

H1: Total effect of trust on self-disclosure in social networking is positive.
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On the other hand, SET suggests that online selling also includes elements of reciprocity
(Swoboda & Winters, 2021). Therefore, the above-mentioned effects of trust are also present
in the process of data disclosure in online shopping. This is supported by the conceptual
statement of SET developers that trust is important in both types of social exchange (Em-
erson, 1981). Again, this is applicable to the exchange of information: it is found that dis-
positional trust is one of the main predictors of the willingness to disclose personal data in
online purchasing (Meinert et al., 2006; Chen et al., 2015; Keith et al., 2015; Zimaitis et al.,
2020b). This is not limited to just the direct impact of trust on the willingness to exchange
data. The impact of trust often is mediated by additional factors, two of them being extremely
important.

First, having limited relative power against an online store, an individual tends to rely
on additional assurance of third parties. Most typically, the role of a third party is played by
legal systems, procedures and institutions that look after the privacy issues in online activi-
ties (Zimaitis et al., 2020b). Positive perception on effectiveness of regulations increases the
relative power of individuals in their social exchange with online stores, and contribute to
willingness to disclose personal data online. For instance, introduction of GDPR in 2018
increased buyers’ sense of perceived security, third-party assurance and perceived openness
(Zhang et al., 2020). Therefore, the impact of trust on willingness to disclose personal data
online is mediated by perceived regulatory effectiveness.

Second, recent findings show that willingness to disclose personal data in online purchas-
ing is also positively impacted by other online activity: social networking (Zimaitis et al.,
2020b). Social networking or the overall involvement in social media might seem not closely
linked with activities in online shopping; however, SET helps to explain this relationship.
There is an evidence (Zimaitis et al., 2020b) that involvement in social media (reciprocal
exchange) impacts the willingness to disclose data in online shopping (negotiated exchange).
This even stronger justifies both direct and indirect impact of trust on willingness to disclose
personal data in online shopping. Specifically, it means that the impact of trust on willingness
to disclose personal data in online purchasing is mediated by factors that represent activities
in social networking and are reciprocal by their nature.

Therefore, trust is expected to exert both direct and indirect positive impact on willing-
ness to disclose personal data in online purchasing:

H2: Total effect of trust on willingness to disclose personal data in online purchasing is
positive.

Conspiracy beliefs. Conspiracy beliefs refer to personal allegations that powerful groups or
authorities are implementing misdemeanours or other unethical behaviours towards society
and represents a form of distrust (van Prooijen & de Vries, 2016). Beliefs in conspiracies has
been attracting attention of researchers already for some time; however, worldwide pandemic
generated additional growth of interest for this phenomenon (Georgiou et al., 2020; Pellegrini
et al,, 2021). The nature of this factor suggests that people with higher level of conspiracy
beliefs should be cautious about disclosing their personal information. At the same time,
people, who believe in conspiracy theories, tend to be involved into social networking in
order to find support and confirmation for their beliefs (Allington et al., 2021; Goreis &
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Kothgassner, 2020). It is relevant to expect that conspiracy beliefs play more and more im-
portant role in social networking and positively impact involvement in social media that is
influenced by numerous factors of both dispositional and situational nature (Chung et al.,
2019). This is additionally justified by fact that some reasons for the involvement in social
media might be triggered by rather unexpected personal characteristics (such as paranoia,
as disclosed by Urbonavic¢ius & Zimaitis, 2018; Zimaitis et al., 2020a) or by the search for
information on rather controversial ideas, including conspiracy theories (Allington et al.,
2021). Additionally, involvement in social networks offer opportunities to interact with oth-
ers sharing similar ideas regarding conspiracies (Allington et al., 2021). Therefore, conspiracy
beliefs are expected to have direct positive impact on involvement in social media. One of
the reasons of involvement in social media includes the desire to preserve social image and
enhance it in the eyes of significant others (Douglas et al., 2019). Being noticed and “visible”
seems to be even more important to people who tend to represent original ideas, life-styles
and beliefs (Bazarova & Choi, 2014). Therefore, conspiracy beliefs not just motivate to be
active in social networking, but also stimulate conspiracy believers to self-disclose themselves
to similar others in a more exaggerated way then typically. This justifies the proposition that
conspiracy beliefs impact self-disclosure in social networking both directly and via mediation
of the involvement in social networking. We predict that the total effect of conspiracy beliefs
on self-disclosure in social networking is positive:

H3: Total effect of conspiracy beliefs on self-disclosure in social networking is positive.

The link between conspiracy beliefs and willingness to disclose personal data in online
purchasing is still largely unknown and represents a research gap. However, individuals with
conspiracy beliefs typically are cynical about the majority of regulations and express rather
negative attitudes towards all kinds of authorities in general (Goreis & Voracek, 2019). There-
fore, any regulated activity or request should be perceived by them negatively, and conspiracy
beliefs should reduce the willingness to disclose personal data in all of them. Since the in-
teraction between an individual and an online store is largely regulated, conspiracy beliefs
should impact the willingness to disclose personal data in online purchasing negatively.

The direct negative impact of conspiracy beliefs on the willingness to disclose personal
data in purchasing lacks empirical evidence, but is somehow predictable on the basis of the
indirect considerations and logical arguments. However, the question how conspiracy beliefs
influence the willingness to disclose data in online purchasing is complicated by the fact that
the willingness is also impacted by the effects of social networking. Since it is predictable that
conspiracy beliefs impact activities in social networking positively, these may exert further
positive indirect effect of conspiracy beliefs towards the willingness to disclose data in online
purchasing. This positive indirect effect would conflict with negative direct influence of con-
spiracy beliefs, and the direction of total effect on the willingness to disclose data in online
shopping appears unknown. The lack of empirical evidence does not allow to know whether
the direct negative or indirect positive effect is be stronger. We propose that the total effect
of conspiracy beliefs will be negative, despite the existing indirect positive effects:

H4: Total effect of conspiracy beliefs on willingness to disclose personal data in online
purchasing is negative.

106



558 I Zimaitis et al. Influence of trust and conspiracy beliefs on the disclosure of personal data online

Mediators. As discussed above, trust and conspiracy beliefs impact the dependent vari-
ables both directly and indirectly. The two considered mediators include involvement in
social networking and the factor of perceived regulatory effectiveness.

Involvement in social networking. Networking with the help of social media is a part of
daily lives of population (Appel et al., 2020). People are involved in social media in various
ways and at different levels, but in all instances they share own information in exchange to
information shared by their peers. From the perspective of social exchange theory, involve-
ment in social networking is a form of mutual trust-based reciprocal exchange (Yang, 2019;
Zimaitis et al., 2020b). This is even stronger supported by the fact that the use of social media
platforms involves interactions between users with rather limited or non-existent formal
regulations of the information exchange (King, 2018).

Perceived regulatory effectiveness. The concept of perceived regulatory effectiveness is as-
sociated with consumer attitudes regarding to capability of the legal regulations to provide
protection for internet users in terms of the online privacy (Urbonavicius, 2020; Moyaery &
Urbonavicius, 2021). This perception largely depends on a personal trait of trust (measured
as general trust, dispositional trust, propensity to trust) (Sun et al., 2018). Perceived regu-
latory effectiveness has been found to be positively related with perceived privacy control
(Xu et al,, 2011) and perception of security (Balapour et al., 2020), but negatively linked to
perceived privacy risks (Xu et al., 2011) and perceived privacy concerns (Skrinjaric et al.,
2019). Most importantly, the perceived regulatory effectiveness has been found to be related
to willingness to disclose personal data, as the negotiated type of social exchange (Skare et al.,
2020; Urbonavicius, 2020; Zimaitis et al., 2020a).

2. Research model, measures and data

The study aims to assess total effects of trust and conspiracy beliefs on self-disclosure in so-
cial media and on willingness to disclose personal data in online purchasing. The modelling
is based on social exchange theory and includes two mediators: involvement in social media
and perceived regulatory effectiveness (Figure 1).

The key interest of this study is concentrated on the total effects of the two antecedents:
trust and conspiracy beliefs on the two dependent variables: self-disclosure in social media
and willingness to disclose personal data in online shopping. The set of total effects includes
direct effects together with indirect effects that are mediated by involvement in social media

Involvement in social

Trust .
v media

Perceived regulatory Self-disclosure in
effectiveness social media

|

Willingnes to disclose
Conspiracy beliefs personal data in
online shopping

Figure 1. Research model
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and perceived regulatory effectiveness. The importance of the two mediators and the pres-
ence of directs effects are justified by the earlier findings that help developing the research
model (Zimaitis et al., 2020b).

The survey is based on the questionnaire, which included scales that has been success-
fully used in former studies. All items were measured on a 1-7 Likert scale. More specifically,
the perceived regulatory effectiveness scale (3 items, o = 0.83) was adapted from Lwin et al.
(2007); a minor amendment was made to include GDPR in one of the statements; the scale
with this adaptation has been successfully used by Zimaitis et al. (2020a) and Urbonavicius
et al. (2021). Trust was measured on a 4-item scale (Frazier et al., 2013). The involvement
in social media was assessed with 10-items SMUIS scale, developed by Jenkins-Guarnieri
et al. (2013). Self-disclosure was measured with 6-items scale, recently used by Jacobson
et al. (2020). Willingness to disclose personal data (WTD) was measured by using the scale
that was initiated by Gupta et al. (2010) and later used by Heirman et al. (2013). Conspiracy
beliefs were assessed using the Brotherton et al. (2013) generic conspiracist beliefs scale.
The scale was reduced to 7 items; two items were modified in order to include the two most
recent conspiracy beliefs (vaccinations and 5G issues).

The data was collected in Lithuania with the use of a representative online survey; the
sample included 1000 respondents. After visual inspection 15 unengaged respondents were
removed, therefore the analysis was based on 985 responses. The sample included respon-
dents from 15 to 60 years old; 29% were in the age group of 15-29; 32% the represented the
group of 30-44; remaining 39% were 45-60 years old. By gender, 49% were males and 51%
females. 53% of the respondents had university education.

Exploratory factor analysis (maximum likelihood; Promax rotation with Kaiser normal-
ization) showed good sampling adequacy (KMO = 0.897), Bartlett’s test of sphericity was
significant (0.000), approx. Chi-square 1555.330, df = 345. The extracted factors explained
61.804 of the total variance (cumulative Eigenvalues 68.527). There were only 23 (4.0%) non-
redundant residuals, which confirmed the adequacy. All loadings were above 0.5 (validity), at
least 0.2 difference of variables in factors, and no more than 0.7 correlation between factors
(the largest was 0.521), which refers to acceptable discriminant validity.

Confirmatory factor analysis showed a good model fit: CMIN/DF = 2.992; TLI
rho2 = 0.948; CFI = 954; RMSEA = 0.045 (Byrne, 2010). Further validity check showed that
in all instances average variance extracted (AVE) >0.5, composite reliability (CR) >0.7, root
of AVE greater than correlations (Table 1).

Table 1. Validity checks

CR AVE | Conspir | SelfDiscl | RegEffect | SocMedialnt | Trust | WTD

Conspiracy 0.900 | 0.566 0.752

Self-Disclosure | 0.899 | 0.598 0.228 0.773

E&i‘gf‘fﬁz% 0.819 | 0.601 | 0067 | 0159 | 0775

Social Media 0.909 0.559 0.103 0.547 0.211 0.748

Trust 0.914 | 0.726 0.039 0.176 0.272 0.233 0.852

WTD 0.873 0.580 -0.041 0.020 0.298 0.185 0.270 | 0.762
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The result of common latent bias test was positive (difference in chi-square = 518.8, differ-
ence in df = 32, p = 0.000), therefore the data imputation was performed with consideration
of the common latent factor.

3. Testing of hypotheses

The fit of the structural model (CMIN/DF = 2.593; TLI = 0.982; CFI = 0.998; RMSEA = 0.040)
allowed testing the hypotheses (Figure 2).

Soc_Med_Involv

Conspir_Belief

Figure 2. Structural model

All individual relationships in the model appeared significant.

Direct effects. All direct effects among the variables appeared significant. This means that
every indirect effect, as well as all total effects are also significant, which allows to test hy-
potheses about total effects. The level of significance of direct effects was p < 0.001 in all
cases, except three instances: Conspiracy beliefs on social media involvement (p = 0.003),
trust on self-disclosure (p = 0.030) and conspiracy beliefs on WTD (p = 0.003).

Mediation. Involvement in social media mediated the relationships from trust to self-dis-
closure, from perceived regulatory eftectiveness to self-disclosure and from conspiracy beliefs
to self-disclosure. Its direct effect on self-disclosure was very strong (8 = 0.703, p < 0.001).
Perceived regulatory effectiveness was an important mediator of trust in regards to both
dependent variables; its direct effect on self-disclosure in social networks was 3 = 0.088; on
willingness to disclose personal data in purchasing B = 0.246 (p < 0.001 in both instances).

The hypotheses were concentrating on the total effects of trust and conspiracy beliefs on
self-disclosure in social networks and on willingness to disclose personal data in e-purchas-
ing. For this, the standardized total effects have been assessed (Table 2).

Table 2. Standardized Total Effects

Conspiracy beliefs Trust
Self-disclosure 0.242 0.246
Willingness to disclose data in online purchasing -0.062 0.304

Total effects of trust on self-disclosure in social media was strong and positive, thus H1
was confirmed. Trust influenced self-disclosure in three different ways: directly, via media-
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tion of involvement in social media and via mediation of perceived regulatory effectiveness.
Direct and indirect effects were positive and significant; however, the direct effect was weaker
than indirect (f = 0.047 and 3 = 0.204, respectively).

Total effect of trust on willingness to disclose data in online shopping was strong
B = 0.304; the hypothesis H2 was confirmed. This influence was composed from the direct
effect = 0.191 and indirect effect of B = 0.113 that is a sum of effects in four paths (see the
structural model in Figure 2).

Hypothesis H3 predicted positive total effect of conspiracy beliefs on self-disclosure in
social networking. It was confirmed, the total effect is f = 0.242. It is made up from the
direct effect of B = 0.160 and indirect effect with mediation of involvement in social media
(B = 0.062).

The most contradictory was H4, since it included aggregation of the direct negative and
indirect positive effects of conspiracy beliefs on willingness to disclose data in online shop-
ping. The analysis showed that the direct effect was negative 3 = -0.088 and relatively stron-
ger than indirect positive effect (B = 0.034), which resulted in to negative total effect of
B = -0.054). Therefore, H4 was confirmed.

4, Discussion

A causal model outlined two alternative ways how the analysed antecedents may impact will-
ingness to disclose personal data in shopping online: in both cases the total effect is combined
of direct and indirect (mediated) effects. The positive direct effect of trust is in compatibility
with social exchange theory statements about the importance of negotiation type of exchange
and trust in social interactions (Molm et al., 2000). Negative direct effect of conspiracy be-
liefs was rather under-researched and not empirically assessed, therefore the findings of the
current study present a new evidence on the issue. The finding stays in accordance with the
conceptualization of the construct as the one that is linked to the extreme distrust.

The second way how the analysed factors impact WTD is through social media involve-
ment and via the self-disclosure in social networks. Both trust and conspiracy beliefs have
positive relations with social media involvement, which positively and very strongly impacts
self-disclosure and willingness to disclose personal data. These findings are in accordance
with findings of earlier studies (e.g. Kim & Park, 2013; Chen et al., 2015; Koohikamali et al.,
2017) that reported relation between trust and social media/self-disclosure. However, this
study further elaborates on not much researched (only addressed by Urbonavicius et al.,
2021) relation between reciprocal exchange (represented by disclosure of information in
social media) and negotiated exchange (represented by disclosure of personal data in online
shopping) and once again confirms suitability of social exchange theory for research on the
topic of personal data disclosure.

Overall, the study demonstrates that conspiracy beliefs is an important factor for social
networking and self-disclosure in social media (as predicted by Douglas et al., 2019; Goreis
& Kothgassner, 2020). More specifically, the impact of conspiracy beliefs on self-disclosure in
social networks is stronger than on general involvement in social media (8 = 0.160 and 0.076,
respectively). This is a very novel observation that signals that conspiracy beliefs are stronger
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linked with demonstration of the self to others than being involved in other networking
activities. It also contributes to the understanding of the issue by showing that conspiracy
beliefs have an ambiguous impact on willingness to disclose personal data in online shop-
ping: the direct negative effect is largely compensated by the positive indirect effect.

Conclusions

Conclusions and managerial implications. The study allows to make several conclusions
and managerial implications. First, the study confirms that influence of trust factors on
willingness to disclose personal data online can be successfully grounded on SET. This
adds to the theoretical knowledge about SET applications in marketing research. Second,
the results suggest conclusion that trust is a very important factor in the SET-based
model that positively influences both the data disclosure in social networking and the
willingness to disclose personal data online. This is supported by other studies and is
in-line with the conceptual framework of SET. Third, the study allows to conclude that
conspiracy beliefs encourage involvement in social media and, consequently, the self-
disclosure in social networking. However, in case of the willingness to disclose personal
data in online shopping, the positive effect that is mediated by self-disclosure in social
networking is weaker than negative direct effect of conspiracy beliefs. Therefore, the
final conclusion is that conspiracy beliefs influence the willingness to disclose personal
data in online shopping negatively.

The main managerial implication is based on the observation that negative effects of
conspiracy beliefs on willingness to disclose personal data in online shopping could be at
least partially neutralized through social networking that represents a two-way communica-
tion and stands for reciprocal social exchange. This suggests that businesses may consider a
closer integration between the sites of social networking and online shopping, since the trust
in social networking positively impacts the data disclosure in shopping.

Additionally, active support to regulatory systems as well as active promotion of social
networking that prompts self-disclosure of consumers should be an aim of organizations that
want to encourage disclosure of consumer data.

Limitations and further research. The main limitation of the current study is related to
the scale that was used to measure conspiracy beliefs. The concept of conspiracy beliefs is
rapidly evolving, and the tested beliefs have to be adequately included into studies. Though
there is no evidence of any imperfections of the measurement in this study, the assessment
of conspiracy beliefs remains to be limited to the specific time period and to the cultural
context where the research has been performed.

The current study demonstrates importance of trust and conspiracy beliefs in re-
gards of data disclosure and suggests ideas for future research. The findings suggest that
further studies may consider to include factors of previous personal experience with
personal data breaches, benefits of data disclosure, and power relations in exchange,
which also are important aspects of SET. Additionally, future research can focus on how
conspiracy believes impact institutional and interpersonal trust as the necessary elements
of social exchanges.
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