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Abstract

In recent years, fast digitalization and the increasing use of information technolo-
gies have increased the efficiency of companies and posed new challenges for
information security. Changing information technologies (IT) are becoming more
accessible to businesses of all sizes; increasingly more cloud computing services
are being developed. It would be difficult to find an organization nowadays that
has no digital information to secure.

Information security risk assessment can help identify vulnerabilities and
risks on time and select risk mitigation measures. The main challenge for infor-
mation security risk assessment is having the personnel competent to perform such
assessments. This problem is particular to small and medium-sized businesses.
Such issues can be addressed using expert systems (ESs) that enable information
security risk assessments without information security experts. However, the main
problem with the use of ES for information security risk assessment is the updat-
ing of the ES knowledge base.

The knowledge base needs to be updated regularly and frequently due to
ever-changing threats. Updating the knowledge base is a costly and complex pro-
cess that requires the involvement of experts. To date, most knowledge bases are
created and updated manually, so there is a need to automate this process, ensuring
the knowledge base is relevant and the process is cheaper and faster. It is also
important to reuse the existing sources of information security knowledge with
reliable and relevant information.

The dissertation consists of an introduction, five main chapters, and general
conclusions. The first chapter introduces ES for information security risk assess-
ment, discusses the existing methods of forming and updating the ES knowledge
base, and identifies potential sources of information security knowledge. The sec-
ond chapter presents an approach to transforming ontologies into ES knowledge
base rules. The third chapter presents a method for automatically transferring in-
formation from website (WEB) sources to the ES knowledge base. The fourth
chapter presents an approach to transforming attack trees into ES knowledge base
rules, which allows the ES knowledge base to be expanded with the risks of cyber-
attacks. The proposed methods are implemented and tested by importing the de-
veloped rules into Java Expert System Shell (JESS)-based ES. The fifth chapter
describes the developed ES prototype for small and medium-sized enterprises
(SMEs), whose knowledge base is created by applying the proposed automation
methods.

The performed experiments and analysis have demonstrated that the pro-
posed methods allow the automated formation of the ES knowledge base and its
use in information security risk assessment.



Reziume

Pastaraisiais metais vykstanti greita jmoniy skaitmenizacija ir informaciniy tech-
nologijy naudojimo didéjimas didina ne tik jmoniy veiklos efektyvuma, bet taip
gijos (IT) keiciasi ir tampa prieinamesnés jvairaus dydzio jmonéms, kuriama vis
daugiau debesy kompiuterijos paslaugy. Siandien jau biity sunku surasti organi-
zacija, kuri neturéty skaitmeninés informacijos, kuria reikia saugoti.

Informacijos saugos rizikos vertinimas gali padéti laiku nustatyti silpnasias
vietas ir jy keliama pavojy bei parinkti rizikas mazinancias priemones. Pagrindinis
informacijos saugos rizikos vertinimo i$stikis — kompetentingas personalas, galin-
tis atlikti tokius vertinimus. Mazoms ir vidutinéms jmonéms tai tampa problema.
Tokioms problemoms spresti sitiloma naudoti ekspertines sistemas (ES), kurios
leidzia atlikti informacijos saugos rizikos vertinimus neturint informacijos saugos
eksperty. Taciau pagrindiné ES, skirty informacijos saugos rizikai vertinti, nau-
dojimo problema yra ES Ziniy bazés atnaujinimas.

Ziniy baze dél nuolat kintan¢iy grésmiy reikia atnaujinti reguliariai ir daznai.
Ziniy bazés atnaujinimas — brangus ir sudétingas procesas, reikalaujantis eksperty
jsitraukimo. Iki $iol didZioji dalis Ziniy baziy kuriama ir atnaujinama rankiniu
budu, todél atsiranda poreikis automatizuoti §j procesa, taip uztikrinant, kad ziniy
bazé yra aktuali, o procesas tapty pigesnis ir greitesnis. Taip pat aktualu panaudoti
jau egzistuojancius informacijos saugos ziniy Saltinius su patikima ir aktualia in-
formacija.

Disertacija sudaro jvadas, penki pagrindiniai skyriai ir bendrosios iSvados.
Pirmajame skyriuje pristatomos informacijos saugos riziky vertinimo ES, apta-
riami egzistuojantys ES ziniy bazés formavimo ir atnaujinimo metodai, identifi-
kuojami potencialiis informacijos saugos Ziniy Saltiniai. Antrajame skyriuje pris-
tatomas ontologijy transformavimo ] ES Ziniy bazés taisykles metodas.
Treciajame skyriuje pristatomas metodas, skirtas ] ES Ziniy baze automatizuotai
perkelti informacijg i§ WEB $altiniy. Ketvirtajame skyriuje pristatomas ataky me-
dziy transformavimo j ES Ziniy bazés taisykles metodas, kuris leidzia ES ziniy
baze¢ praplésti kibernetiniy ataky rizikomis. Pateikti metodai yra realizuojami ir
iSbandomi importuojant sukurtas taisykles j Java Expert System Shell (JESS) pag-
rindu sukurtas ES. Penktajame skyriuje aprasomas sukurtas ES prototipas, skirtas
smulkaus ir vidutinio dydzio jmonéms (SME), jo ziniy baz¢ sukurta pritaikant
sillomus automatizavimo metodus.

Eksperimentinio tyrimo metu nustatyta, kad sitilomi metodai leidzia automa-
tizuoti ES ziniy bazés formavimga ir automatizuotai suformuotg ziniy bazg taikyti
informacijos saugos rizikai vertinti.

Vi



Symbols

A — the area of attacks

AT — the area of attack trees
CLP — CLIPS rules

ES — expert systems

F — the area of facts

FG — the area of knowledge base facts and aims

G — the area of attack aims

KB — knowledge bases

N — the area of attack tree leaves

NN — node template

NR — the area of attack tree elements
O - ontology

0 — RDF object

p — RDF predicate

R — the final set of RIF rules

R — the area of root nodes

RDF (O) — RDF triples of ontology O
s — RDF subject

Notations
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S — the source of the attack tree
T — the area of RDF triplets
TT — the attack tree template

Abbreviations

ACME — a company making everything

ADTool — attack-defense tree tool

Al — artificial intelligence

AT — attack tree

ATES — attack trees to expert system

ATMS — assumption-based truth maintenance system
ATT&CK — adversarial tactics, techniques, and common knowledge
BPM — business process model

C&C — command & control

CBR — case-based reasoning

COBIT - control objectives for information and related technology
CPE — product dictionary

CVE - common vulnerabilities and exposures

CVSS — common vulnerability scoring system

CWE — common weakness enumeration

DDOS - distributed denial of service

DOS - denial of service

DSS — decision support systems

ES — expert systems

HTML — hypertext markup language

HTTP — hypertext transport protocol

ISO/IEC — international organization for standardization/international electrotechnical
commission

ISRM — information security risk management

IT — information technologies

JESS - java expert system shell

MRM — matrix representation and mapping

NIST — national institute of standards and technology
NVD - national vulnerability database

RIF — rule interchange format

SCADA - supervisory control and data acquisition
SME — small and medium-sized enterprises

UATS — universal metamodel for attack trees
UML — unified modeling language

W3C — worldwide web consortium

WEB — website

XML — extensible markup language
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Introduction

Problem Formulation

Information security is commonly defined as the properties or characteristics that
secure information should have. Information security should be ensured by a com-
plex of technical and organizational measures, and information security risk anal-
ysis is seen as a core organizational process for decision-making in information
security management. According to the European General Data Protection Regu-
lation, a risk-based approach to data protection is embraced (Maldoff, 2017).

Enterprises have two ways of ensuring their information security: employ a
specialist or outsource the risk analysis service. The price of both choices is rela-
tively high. Some researchers (Janulevi¢ius & Cenys, 2014; Kailay & Jarratt,
1995; Kozhakhmet et al., 2012) propose expert systems as the solution for risk
analysis automation since the use of human experts is expensive and time-con-
suming. Expert systems play a crucial role in taking the knowledge from a security
expert, expressed as rules, and allowing it to be shared effortlessly. By design,
expert systems need a knowledge base, which must be up-to-date and high-qual-
ity. Sometimes, it becomes a problem since high-quality knowledge is expensive.
Manual creation of knowledge bases is expensive and cannot ensure stable infor-
mation renewal.
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Therefore, the knowledge base automation process is crucial. On the other
hand, many sources of systematic information can be used for knowledge base
creation, reducing the process expenses at least partially.

Automated generation of the expert system’s knowledge base was proposed
to solve the problem related to the formation and renewal of the expert system’s
knowledge base. Transforming security ontologies into rules of the expert sys-
tem’s knowledge base allows the creation of high-quality static information
knowledge bases for expert systems. The method based on acquiring data from
trusted and open websites providing current information on newly discovered
threats enables region-based security risk analysis. Knowledge base rules, created
from attack trees, allow specialized, more detailed, and complex security risk
analysis, targeting different information systems.

Relevance of the Thesis

Several authors (Lashkarara, 2017; Ralston et al., 2007; Shang et al., 2019) agree
that today information is the critical business part despite the company’s size.
Even the smallest company has information and information systems to be secured
(Stowell, 1993). However, as enterprises become more complex, integrated, and
connected to third parties, the budget for security and controls quickly reaches its
limits (Schmittling, 2010).

Big and modern companies can afford risk-based information security man-
agement (Agrawal, 2017) and experts for security risk analysis. However, most
companies have no particular knowledge of security risk management (Gerber
et al., 2016; Kozubikova et al., 2015). Therefore, security risk analysis is becom-
ing an actual problem for SMEs and smaller companies with no required resources
(Alcantara & Melgar, 2016; Gupta & Hammond, 2005). In many cases, they mis-
understand the value of risk analysis and perform it irregularly. Consequently, this
limitation widens the technological and competitive gap between SMEs and large
enterprises, making the former uncompetitive.

Therefore, the security risk analysis process must be automated by introduc-
ing expert systems or decision support systems, which could help SMEs perform
an information security risk analysis without any special knowledge and security
experts. Also, the security risk analysis process must become faster and cheaper
(Powell, 1996), i.e., affordable for SMEs, as currently it is implemented using
malware management via antiviruses.

Presently, sufficient information is collected and presented on the Internet in
different forms (Gero & Maher, 2013; Obrst et al., 2014), including security in-
formation, such as standards, best practices, and security ontologies (Blanco et al.,
2008). A good-quality knowledge base requires obtaining knowledge, e.g., by
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combining extensive literature review and expert mining (Kapse et al., 2018) ra-
ther than using one source.

The idea to automate knowledge base formation is relatively new; still, some
research in this area has already been done, and the currently proposed methods
have demonstrated the possibility and benefits of such an approach. By develop-
ing a process for risk assessment using expert systems, the analysis can be made
more affordable for small and medium enterprises (SMEs) as a business category,
simultaneously increasing its accuracy (Gadyatskaya, Harpes, etal., 2016;
Janulevigius & Cenys, 2014) for everyone, and especially SMEs failing to afford
high-quality security experts.

Research Object

The object of the present study is methods for expert systems, dedicated to infor-
mation security risk analysis, knowledge base generation automation.

Aim of the Thesis

The aim of this research is to improve automated information security risk analy-
sis expert systems knowledge base generation methods to allow reducing the seg-
regation in area of information security management for small and medium-sized
enterprises using existing information security sources.

Tasks of the Thesis

To achieve the aim of the thesis, the following tasks had to be accomplished:

1. Toreview existing expert systems, dedicated for information security risk
analysis, and their knowledge base formation methods, identify potential
information sources and provide their application areas.

2. To propose methods for improving automated information security risk
analysis expert system knowledge base generation using existing infor-
mation security sources.

3. To perform experimental verification and validation of proposed auto-
mated knowledge base generation methods for expert systems, evaluate
the obtained results, and define the objectives for future work.
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Research Methodology

The following research methods were chosen for investigation:

Action: a theoretical (analysis and synthesis) study has been performed to
improve strategies aimed at finding a solution to the problem.

Classification: strengths, weaknesses, and existing gaps presented in the
literature were summarized, aiming to recognize and understand the dis-
sertation’s research object.

Experience: the solution to the problem has been found by intuition and
experience.

Experiment: the hypothesis has been tested practically.

Statistics: conclusions have been drawn by collecting, analyzing, and ex-
plaining the statistical data.

Scientific Novelty of the Thesis

The scientific novelty of this study is specified as follows:

1.

2.

A novel method is proposed to automate the transformation of existing
information security ontologies into expert system knowledge base rules
and is used to perform information security risk analysis. Unlike other
methods, it does not integrate ontology directly but utilizes the transfor-
mation of ontology elements into expert system rules.

A novel method is proposed for the generation of a knowledge base of
automated expert systems based on the integration of data on regional
malware distribution from a real-time web map providing current infor-
mation on newly discovered threats. The use of real-time map information
allows for more precise region-adopted risk calculation.

A novel method is proposed to convert attack trees to a format usable by
expert systems for utilizing existing attack tree repositories, storing infor-
mation on attack likelihood and cost to facilitate information and infor-
mation security risk analysis.
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Practical Value of the Research Findings

The achieved results are important from the practical viewpoint of the dynamic
and rapidly changing decision-making process of information security manage-
ment, which also implements a compulsory requirement stipulated in regulating
documents.

The proposed knowledge base generation methods for expert systems used
in information security risk analysis that use existing information security ontol-
ogies, malware distribution, and attack trees’ information demonstrate an inter-
disciplinary approach, combining both informatics engineering and managerial
methods aimed at solving risk-based information security tasks.

The developed tools for automated transformation ontologies, attack trees,
and malware distribution into rules of an expert system knowledge base and inte-
gration into information security risk analysis expert systems can be directly used
by companies, especially small-medium sized enterprises, for minimizing time
and cost expenses while performing information security risk analysis without
having any special information security knowledge.

The developed expert system prototype has demonstrated the practical ap-
plicability of an automated knowledge base in the risk analysis process.

Defended Statements

The defended statements of this doctoral thesis are as follows:

1. The transformation of various information sources with different charac-
teristics into rules of expert systems and their inclusion in the knowledge
base significantly increases the amount of relevant information operated
by the expert system.

2. The automatically formed rules of expert systems integrated into the
knowledge base complement it with the information required for the per-
formance of information security risk analysis and are consistent with the
manually formed rules.

3. Due to the complexity of information security risk analysis, there is cur-
rently no single source that would be sufficient to form the knowledge
base of the expert system. Different sources of information complement
the knowledge base of the expert system with specific information needed
for information security risk management.



6 INTRODUCTION

Approval of the Research Findings

The results of the dissertation were published in three scientific publications in
reviewed scientific journals indexed in Clarivate Analytics (also referred to as
Thomson Reuters) Science Citation Index. The author has also made four presen-
tations at scientific conferences. Two of them were international (one was hosted
abroad), and two were local:
e The 24th International Nordic Conference on Secure IT Systems
(NordSec 2019), Aalborg, Denmark.
e The 11th International Workshop Data Analysis Methods for Software
Systems (DAMSS 2019), Druskininkai, Lithuania.
e The 22nd Junior Researchers Conference “Science — Future of Lithuania”
on IT Security and Information Systems, 2019, Vilnius, Lithuania.
e The 23rd Junior Researchers Conference “Science — Future of Lithuania”
on IT Security and Information Systems, 2020, Vilnius, Lithuania.

The Structure of the Dissertation

The dissertation is structured around five main chapters, general conclusions, ref-
erences, a list of the author’s publications, and annexes. The total scope of the
dissertation is 146 pages without annexes. The text contains 54 pictures and 12
tables. Two hundred twenty references were used in the dissertation text.



Analysis of Expert Systems,
Dedicated to Information Security
Risk Analysis and Their Knowledge
Base Formation Methods

This chapter reviews expert systems for information security risk analysis and au-
tomated generation of their knowledge bases. It begins by explaining the process
of information security risk management, which outlines its key elements. Next,
the text provides the basic architecture of the expert system and its description and
provides an analysis of existing expert systems dedicated to information security
risk analysis. The analysis of the existing knowledge base generation methods
presents different knowledge base generation techniques. Suitable potential infor-
mation sources are analyzed to evaluate the possibilities of automated knowledge
base generation. The chapter reasons the selection of three different sources used
in later experiments. It concludes by analyzing related research by Lithuanian au-
thors and summarizing the literature review findings.

The analysis presented in this chapter was published in Vitkus et al. (2019),
Vitkus, Jezukeviciute, et al. (2020), Vitkus, Salter, et al. (2020).



8 1. ANALYSIS OF EXPERT SYSTEMS, DEDICATED TO INFORMATION...

1.1. Expert Systems for Information Security Risk
Analysis

Expert systems (ESs) are a branch of applied artificial intelligence developed by
the Artificial Intelligence (Al) community in the mid-1960s. The main idea of an
expert system is to simulate the tasks solving process of a real human expert who
has specific knowledge used based on the situational analysis for decision making
(Liao, 2005).

The 60-year-old concept of expert systems is still used. Current ESs are
widely used for engineering and manufacturing applications. There were some
attempts to use expert systems for automating a particular part of security risk
analysis (Atymtayeva et al., 2014). The main reason for such attempts is to make
the risk analysis process faster and cheaper (Willcocks, 2013). Expert systems for
information security risk analysis are based on questions about information secu-
rity policy implementation, e.g., password strength, physical access, personal
knowledge, and behavior (Sharda et al., 2014).

1.1.1. Overview of Information Security Risk Management
Process

Nowadays, information plays a critical role in an enterprise. Every business, even
the smallest one, has information that must be secured. Almost all processes in
today’s organization are based on information technologies. Information security
risk management can help enterprises reduce risks to an acceptable level.
Information security risk management (ISRM) is a set of processes, support-
ing tools, and staff for organizations to proactively identify threats and vulnera-
bilities, assess potential exposure, impact and likelihood, and ultimately ascertain
whether their security controls are appropriate for the faced threats (Young, 2020).
There are several different ISRM frameworks, methodologies, and standards.
ISO 31000% — an international risk management standard — and 1SO 27005°
— a risk management standard related to international information security — sup-
port the related standards of the 1ISO 27000 family, such as ISMS standard 27001.
Another well-known framework is the National Institute of Standards and Tech-
nology (NIST) SP 800-30%. It provides risk assessment guidelines for organization
and government information systems and complements NIST SP 800-39°, which

2 https://www.iso0.org/iso-31000-risk-management.html

3 https://www.iso.org/standard/75281.html

4 https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-30r1.pdf
5 https://csrc.nist.gov/publications/detail/sp/800-39/final
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is dedicated to information security risk management. OWASP Risk Rating Meth-
odology?® is dedicated to information security risk management. It helps to esti-
mate the severity of security risks to the business and make an informed decision
about what to do about those risks.

ISRM process has several parts. Differences depend on frameworks or stand-
ards, but the main parts remain the same. The risk management process, according
to I1SO 31000, includes these main steps:

Communication and consultation with external and internal stakeholders
should occur during all stages of the risk management process.

Establishing the context addresses both company external and internal
factors, the role of the risk management process within the company, and
basic criteria used to evaluate risks.

Risk assessment involves three main sub-processes, namely, risk identi-
fication, analysis, and evaluation. It is the most important step in security
risk management (Albakri et al., 2014).

Risk identification covers the identification of assets, threats, existing
controls, vulnerabilities, and consequences.

Risk analysis identifies a deeper understanding of previously developed
risks. It generates the necessary information for a correct evaluation of
the risk. It includes the root cause analysis, likelihood identification, and
qualifying or quantifying the risk level.

Risk evaluation is based on the information gathered in the risk analysis,
and decisions are made about risks that need treatment and the priority
of such treatment.

Risk treatment involves assessing different treatments, the resulting re-
sidual risks, and deciding whether additional risk treatments are neces-
sary to achieve the intended risk reduction.

Monitoring and review definition states that the identified risks, including
the identification of emerging risks, must be monitored and reviewed.

The risk management process is open-ended. The simplified formal risk man-
agement process is depicted in Fig. 1.1.

® https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
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Risk
identification

Risk analysis

Risk
evaluation

Fig. 1.1. Formal risk management process

As provided in the picture, the main idea of the risk management cycle is
continuous improvement. Risk assessment (risk identification, analysis, and eval-
uation) becomes an input to risk response (or treatment). Risk responses do not
close the risk management cycle but open it from the beginning. Risk response
outputs become risk identification inputs. It means that risk identification should
include the last risk assessment and risk response results, and there is a need to
reassess them.

1.1.2. General Definition of an Expert System

Feigenbaum is one of the ES pioneers. He said that an expert system is an intel-
lectual computer program, which uses knowledge and inference procedures to
solve tasks that are very complex and require extensive human expertise
(Feigenbaum, 1982). It is mainly a knowledge-based program that provides expert
quality solutions to the problem in a specific domain. It is impossible to get solu-
tions from human experts every time for every specific problem as a human expert
may not be available everywhere. A solution to such problems is given by
knowledge-based computer systems (Mankad, 2018).

Expert systems are among the first Al implementations (Negnevitsky, 2005).
Medical and engineering software developers used ESs to implement the decision-
making process using symbolic but not numerical values (Harrison et al., 1993).
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An expert system suggested by Edward Feigenbaum (Feigenbaum, 1982) has
several parts. A basic structure of an expert system is shown in Fig. 1.2.

Inference Engine

® ) I

User Interface | ¢ »

jL\ = Database v

User =

Knowledge

Base

Fig. 1.2. Basic Structure of an Expert System

The user interface allows the user to enter rules and facts about a situation
and ask the system questions. It responds to user requests and supports all com-
munication between the system and the user.

The knowledge base constitutes the problem-solving rules, facts, or intuition
that a human expert might use in solving problems in each problem domain. The
knowledge base is usually stored in the form of if-then rules. It is domain-specific
and contains heuristics useful for the problem domain.

The domain database contains facts about the expert system’s subject. It con-
tains short-term data, inference states, and a history of solutions.

The inference engine is the control mechanism that organizes the problem
data and searches through the knowledge base for applicable rules. It uses the
information provided by the knowledge base and the user to infer new facts
(Mankad, 2018).

Expert systems have evolved and improved, their architecture has changed,
and now several categories can be distinguished. The main ones are rule-based
systems, knowledge-based systems, neural networks, fuzzy ES, object-oriented
methodology, case-based reasoning, and model-based systems, together with their
applications for different research and problem domains (Liao, 2005).

A rule-based ES is defined as containing information obtained from a human
expert and representing that information in the form of rules, such as IF-THEN.
These if-then rule statements are used to formulate the conditional statements that
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comprise the complete knowledge base. A single if-then rule assumes the form “if
X is A, then y is B,” and the if-part of the rule “x is A” is called the antecedent or
premise, while the then-part of the rule “y is B” is called the consequent or con-
clusion.

There are two broad kinds of inference engines used in rule-based systems:
forward chaining and backward chaining systems (Abraham, 2005).
Fig. 1.3 shows an example of forward chaining and backward chaining (Hill,
2003).

Rules: IF a=1 & b=2 THEN C=3 IF C=3 THEN d=4

Forward Chaining

Data —— —» Rules —» Conclusion
a=1 IFa=1&b=2THENC=3 [IFC=3THEN d=4 d=4
b=2

Backward Chaining

Subgoals < Rules < Goal
a=1 |IFa=1&b=2THENC=3 IFC=3 THEN d=4 d=4
b=2

Fig. 1.3. Forward chaining vs. backward chaining

In Fig. 1.3, a, b, C, and d are linguistic variables of production rules. A for-
ward-chaining system processes the initial facts first and keeps using the rules to
draw new conclusions given those facts. A backward-chaining system first pro-
cesses the hypothesis (or solution/goal) to be reached and keeps looking for rules
that would allow concluding that hypothesis. As the processing progresses, new
subgoals are also set for validation. Forward chaining systems are primarily data-
driven, while backward chaining systems are goal-driven.

There is a wide application range of rule-based ES: medicine, production
planning, advisory system, teaching, system development, knowledge verifica-
tion, and many others.

A knowledge-based system is defined as human-centered. A typical structure
of a knowledge-based expert system (Alder et al., 2014) is shown in Fig. 1.4.
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Inference Engine

»| Userinterface [ » Ditakisse

Knowledge

Knowledge Base

Engineering Tool

Fig. 1.4. Typical structure of a knowledge-based expert system

Such systems have four main components: a knowledge base, an inference
engine, a knowledge engineering tool, and a specific user interface
(Jashir S. Dhaliwal & Benbasat, 1996). This term also includes all the organiza-
tional information technology applications that may prove helpful in managing
the knowledge assets of an organization, such as ES, rule-based engines, group-
ware, and database management (Caldas, 2003).

The application of knowledge-based systems is as wide as rule-based ES.

Decision support systems (DSS) are designed to ensure more precise deci-
sion-making by effectively using timely and appropriate data, information, and
knowledge management (Chung et al., 2016). DSS are similar to ES because they
are computer-based programs and technologies intended to make routine deci-
sions and monitor and control processes typically done by humans (Millet &
Fenwick, 2005). Compared to ES, DSS are more autonomous but not as widely
applied.

Acrtificial neural networks can be viewed as supporting at least in two types
of DSS, i.e., data-driven and model-driven. First, neural networks can be em-
ployed as data analysis tools for forecasting and prediction based on historical
data in a data-driven DSS. Second, neural networks also can be viewed as a class
of quantitative models to be used in a model-driven DSS (Delen & Sharda, 2008).
An artificial neural network is a model that emulates a biological neural network.
This concept is used to implement software simulations for the massively parallel
processes that involve processing elements interconnected in network architecture
(Turban, J. E. A. Efraim, 2018). A recurrent network has three layers: an input
layer, a hidden layer, and an output layer. The size of the input layer depends on
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the number of inputs and the number of outputs used to denote the states. The
backpropagation algorithm is used as the learning algorithm for this network, and
the sigmoid function is used as the transfer function in the hidden layer. A serial
adder and a sequential decoder are used for the implementation of the sequential
machine (Wei et al., 2001).

Some of the applications that are implemented by neural networks are an
alarm processing system, a diagnostic system, malware detection, security assess-
ment, Distributed Denial of Service (DDoS) attack detection and mitigation, and
risk evaluation.

Fuzzy expert systems are developed using the fuzzy logic method, which
deals with uncertainty. This technique uses the mathematical theory of fuzzy sets
and simulates the process of normal human reasoning by allowing the computer
to behave less precisely and logically than conventional computers. The decision-
making process is not always true or false, black or white, 1 or 0. It often involves
gray areas and the term “may be” (Berredjem & Benidir, 2018).

Fig. 1.5 design is based on Abraham (2005) and illustrates the basic architec-
ture of a fuzzy expert system.

Fuzzification Inference Defuzzification
— > ; — : —_— 5 —
. interface engine interface .
Crisp Fuzzy Fuzzy Crisp
input input T output output
Rules
Inference
engine

Fig. 1.5. Basic architecture of a fuzzy expert system

The main components of a fuzzy expert system are a fuzzification interface,
a fuzzy rule base (knowledge base), an inference engine (decision-making logic),
and a defuzzification interface. The input variables are fuzzified, whereby the
membership functions defined on the input variables are applied to their actual
values to determine the degree of truth for each rule antecedent. According to
Mamdani, in a fuzzy inference system (Mamdani & Assilian, 1975), the rule an-
tecedents and consequents are defined by fuzzy sets.

Fuzzy ESs are used in power load forecasting (Kiartzis et al., 2000), online
scheduling (DENG etal., 2018), diabetes diagnosis (Abdullah etal., 2018;
Mujawar & Jadhav, 2019), cyber-attack detection (Khosravi & Fereidunian,
2019), risk analysis (Nourian et al., 2019), security intelligence modeling (Kora¢
& Simié, 2017), and malware detection (Paulo et al., 2020).
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An object-based expert system combines object data and specific procedures
that operate on this data, where the object combines data and program code. In-
stead of passing data to procedures, programs send a message for an object to
perform a procedure that is already embedded in it. Then, the same message may
be sent to many different objects, but each will implement that message differ-
ently. An object’s data are encapsulated from other parts of the system, so each
object is an independent software building block that can be used in many differ-
ent systems without changing the program code (Liao, 2005).

This system differs from a rule-based expert system by the knowledge repre-
sentation methodology. It relates an object or item to various facts or values
(Abraham, 2005). Some applications implemented by an object-based ES include
industry diagnosis, knowledge learning, manufacturing information network,
power system maintenance, knowledge engineering, syntactic programming, and
knowledge representation.

Case-based Reasoning (CBR) is an approach to solving problems based on
solutions of similar past cases (Aamodt & Plaza, 1994). In CBR, descriptions of
human specialist experiences, represented as cases, are stored in a database for
later retrieval when the user encounters a new case with similar parameters. The
system searches for stored cases with characteristics particular to the new prob-
lem, finds the closest fit, and applies the available solutions to the new case. Suc-
cessful solutions are tagged to the new case, and both are stored together with
other cases in the knowledge base. Unsuccessful solutions are also appended to
the case base, along with explanations as to why the solutions did not work
(Kolodner, 2014).

Some of the applications implemented by CBR include manufacturing pro-
cess design, knowledge management, power system restoration training, ultra-
sonic inspection, medical planning, medical application, fault diagnosis, e-learn-
ing, and knowledge modeling (Liao, 2005).

Model-based systems have been developed as a way to exploit existing
knowledge of the domain principles and to extend the limited flexibility that is
often found in classical expert systems. The model-based approach emphasizes
the representation of the structure and function of the modeled system and reason-
ing with respect to that structure and function (Kunz et al., 1989).

The central component of such architecture is an assumption-based truth
maintenance system. An Assumption-based Truth Maintenance System (ATMS)
is an inference engine that enables a problem solver to reason about multiple pos-
sible worlds or situations. Each possible world describes a specific set of circum-
stances, a crime scenario in this application, under which certain events and states
are true, and other events and states are false. What is true in one possible world
may be false in another. The task of the ATMS is to maintain what is true in each
possible world (Schafer & Keppens, 2004).
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Modeling is used in process control, medical analysis, management decision
making, software evaluation, medical system validation, assembly task planning
and simulation, transport terminal design, project allocation, and endometrial hy-
perplasia classification (Liao, 2005).

In summary, rule-based and knowledge-based ESs are the most classical ex-
pert systems. Other types are more like sub-categories of expert systems for solv-
ing specific ES problems. This thesis focused on rule-based expert systems’
knowledge bases. The main reason behind this choice is that rule-based ESs are
the most popular and universal, applicable in various areas, and include the infor-
mation security risk assessment.

1.1.3. Review of Expert System Shells

Most expert systems are developed using specialized software called a shell, es-
pecially when it comes to rule-based expert systems. A shell allows the user just
to create the knowledge base in the form of simple rules without paying attention
to knowledge interpretation engine development, thus minimizing the ES devel-
opment time (Negnevitsky, 2005).

A shell refers to the software module containing an interface, an inference
engine, and a structured skeleton of a knowledge base (in its empty state) with
appropriate knowledge representation facilities. In layman’s terms, it can be
viewed as an empty bowl yet to be filled with expert knowledge elements that,
along with the inference engine, may be used to process user requests to generate
solutions to user problems (Ogu & Adekunle, 2013).

Traditional ESs were classified according to the used platform and method.
Modern systems are much more universal. Today’s expert systems have several
logics for decision making, and not only “yes” or “no.” It can be a fuzzy multi-
criteria group decision-making model with a selection of rational criteria set to
use in the weighted cost-effectiveness analysis (Zavadskas et al., 2017).

The Expert System Shell is responsible for managing and processing input
and service requests from users and generating output; supporting the creation and
modification of inference rules by knowledge engineers; translating the inference
rules created into machine-readable forms; processing the information given by
the user and the application layer modules, and relating such information to the
concepts contained in the knowledge base through the inference rules; providing
solutions for particular problems within the scope of its integrated knowledge do-
main; providing facilities for uncertain reasoning; providing facilities for
knowledge representation (the knowledge representation knowledge) and editing
the content of the knowledge base (knowledge base editor); and providing low
level support to expert system components (such as retrieving metadata from and
saving metadata to the knowledge base, building Abstract Syntax Trees during the
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translation  of inference  rules, and other similar  functions)
(Ogu & Adekunle, 2013).

The User Interface receives requests from end-users and forwards them to
the appropriate component of the ESS. For example, if the request received from
an end-user asks for specific information from the expert system, it goes to the
inference engine for its execution. Similarly, if the received request from the do-
main expert is meant for creating or updating inference rules, then the interface
business logic dispatches the request to the knowledge base editor
(S. Kumar & Prasad, 2015).

There are many different ES shells: Clips (Wygant, 1989), JESS
(E. J. Friedman-Hill, 2007a), Exsys (lbrahim etal., 2001), Vidwan
(Mujawar & Jadhav, 2017), Knowledge Pro (S. Kumar & Prasad, 2015), K-Vision
(Kholief et al., 2017), Age (S. Kumar & Prasad, 2015), Emycin (Venkata Subba
Reddy, 2017), and XpertRule (Siminski & Xigski, 2016). The typical ES selection
criteria include multiplatform support, support level, novelty, and price. The most
popular ES shells are Clips, JESS, and Drools (Bobek, 2011; Xieski & Siminski,
2017).

The comparison of these ES shells is provided in Table 1.1.

Table 1.1. Comparison of expert system shells

Criteria CLIPS JESS DROOLS

Novelty (solutions - + +

used, components,

etc.)

Affordability/ + + +

Availability

Conclusion engine | RETE RETE RETE

algorithm

Multiplatform - +

Knowledge visuali- | - - +

zation

Method “Forward “Forward/backward | “Forward
chaining” chaining” chaining”

Modular rule + + +

grouping

Popularity Medium High Medium

The criteria were selected through an expert survey. The experts were se-
lected from the academic community in different countries. A group of eight ex-
perts was formed: four experts were from Vilnius Tech, one — from Austria, one
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— from Vilnius University, one — from Belarus, and one — from Turkey. The ex-
perts were provided with a free-form survey asking them to indicate the most im-
portant criteria for expert system shells. After summarizing the survey, criteria
mentioned by all experts were selected.

Based on the review performed, the JESS platform was selected considering
the shell’s high popularity and multiplatform criteria. Other JESS advantages also
should be mentioned:

Has all the same functions as Clips;
— Supports XML format;
— Compatible with Java classes and libraries;

Supported JESS software with released updates. The latest JESS 8 version
includes support for Android.

JESS is free for academic purposes but can be licensed for commercial use
also. For the thesis experiments, JESS 6.1p8 and JESS 7.1p2 versions were used
and JESS Software Research License Agreement were signed.

1.1.4. Rule Inference Algorithms

An expert systems shell is a system that facilitates the development of complete
expert systems. They usually provide most of the important features: rule lan-
guage, inference algorithm, explanation mechanism, user interface, and
knowledge base editor.

The shell component in triangular form (Kumar & Prasad, 2015) is shown in
Fig. 1.6.

The inference engine is like a “black box” that performs reasoning over the
facts and rules. It receives end-user requests via the user interface and uses a pat-
tern matcher to select the appropriate rule from the knowledge base. Now, the
execution engine executes the rule in a certain order. There might be a possibility
that more than one rule in the knowledge base matches the given fact. In such a
situation, the execution engine falls into a dilemma, which to execute first
(Griffin & Lewis, 1989; S. Kumar & Prasad, 2015). It uses different algorithms
(like Rete Algorithm used in JESS) (Liu et al., 2010), by which the execution en-
gine decides the order in which the rule is fired. This is called “Conflict Resolu-
tion.” Once rules are executed, an outcome provided by the inference engine is
displayed on the user interface that the end-user is expecting
(S. Kumar & Prasad, 2015).
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Knowledge Base
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e
|
|
. . Knowledge Base
Explanation Manager Inference Engine Management Facility

Fig. 1.6. Shell concepts for building an expert system

The main idea of the RETE algorithm (Liu et al., 2010) is that rules and facts
change at different frequencies. More specifically, it has been observed that
changes in the rules are relatively small. This has been used as a basis for making
the operation of rule-based systems more efficient.

The RETE algorithm eliminates inefficiencies in model matching by memo-
rizing the last recurring results of the cycle. Only new or deleted working memory
items are activated using the model matching feature. Also, the RETE algorithm
uses model matching only for those rules, for which groups could match those
facts. In this way, the RETE algorithm enables the expert system to perform fast
model matching.

The RETE algorithm is implemented by creating a network of interconnected
nodes. Each node represents the left side (IF) of a rule or multiple rules. Entered
or deleted facts are processed by the network of these nodes. There are incoming
nodes at the top of the network and outgoing nodes at the bottom. Fig. 1.7 shows
an example of the RETE network optimization (Hill, 2003).

The figure shows five input nodes, of which only three (x, y, and z) are dif-
ferent. Therefore, it is possible to adjust the network so that the two rules share
three nodes. In the figure, each quadrilateral is a node. Small squares are single
input nodes, large squares are two input nodes. Only the facts corresponding to
the specified model come out of the node to the next node.

Nodes of two inputs memorize all the facts or groups of facts that come to
one of the inputs and create groups of two or more facts for optimization in the
output. The facts entered on the left and right of the node are segmented into sep-
arate memory blocks.
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X? y? z? x? y?

| 4 \4

[ Fire example 1 ] [ Fire example 2 ]

Fig. 1.7. Example of the RETE network optimization

The main idea of the TREAT algorithm is to exploit the conflict set support
for temporarily redundant systems. The conflict set is explicitly retained across
production system cycles, which allows for the following advancements compar-
ing to Rete (Nalepa et al., 2011):

1) in the case of the addition of a working memory element, the conflict set
remains the same, and the constrained search is performed for new instantiation
of only those rules that contain the newly added working memory element.

2) a deletion from the working memory triggers a direct conflict set exami-
nation for rules to remove. No matching is required to process deletion since any
instantiation of the rule containing the removed element is simply deleted.

Both RETE and TREAT are static networks that do not depend on system
characteristics. This can create networks that are not optimal for certain
knowledge bases. To solve this problem, the Gator algorithm was proposed
(Berstel, 2002). It is based on Rete but additionally implements network structure
optimization mechanisms based on specific knowledge base characteristics.

1.1.5. Review of Expert Systems Use for Risk Analysis

AUdES is one of the first attempts to use ESs for information security manage-
ment. AudES is a rule-based expert system. The purpose of this expert system was
information security audit automation. AudES is designed to automate manual
security audit procedures and reduce human input and errors that occur when a
human operates a large amount of knowledge. It identifies problems but also gives
recommendations for their elimination. In the final stage of the audit, the auditor
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confirms the performed audit procedure, and the system archives everything.
AUdES is the intermediary between the auditor and the manual system security
tool RACF (Resource Access Control Facility by IBM). This system focuses on
detecting the factors identified in the system and gives recommendations (Tsudik
& Summers, 1990).

The expert system has been developed using the commercial ESE IBM Ex-
pert Systems environment, selected for its successful application in diagnostics,
planning, and decision-making. An important part of the system is the explanation
module, which allows the user to ask questions about the actions performed by
the system. All explanations and the path to conclusions are automatically rec-
orded and saved in the system for later review and use, thus simplifying day-to-
day tasks. Any knowledge or rules used by the system are taken from the RACF.
Because the companies that use RACF are large, all security audit procedures in
such companies are documented in detail. The authors say the system can audit
multiple systems, thus avoiding unnoticed attempts to distribute each system dis-
tributively to a certain level as long as it does not exceed the systems response
threshold.

The main disadvantage of this system is its relations with the RACF and the
updating of the knowledge base, which is only possible through this system. Alt-
hough the article mentions that AudES can be used in multiple systems, it fails to
mention that all of them must be based on RACF by IBM. On the other hand, the
system was developed at the IBM Science Center, focusing on the company’s
products. This is an advantage of the system for its users, as the entire knowledge
base is taken from a common audit system, thus allowing to obtain up-to-date
knowledge and transfer it easily to the ES (Tsudik & Summers, 1990). AudES
asks for several questions with possible “yes” or “no” answers. Later, the flexibil-
ity of questions was increased, but the system was not supported, and the
knowledge base was not renewed.

ESISA is an expert system for security audits (Kozhakhmet et al., 2012),
which is based on ISO 27001 standard. It has the following parts of an expert
system: the user interface, subsystem explanations, inference systems, the
knowledge base, and database. Structural elements of the expert system perform
the following functions (Bekezhanova & Atymtayeva, 2011):

— The user interface exists for direct interaction between ESISA and user,
such as data entry, and displays the results of the processed data.
— The subsystem of explanations exists to clarify the actions of the expert

systems logic for the users. The data from the subsystem of explanations
are stored in the database table “Recommendation.”

— The system of logical inference carries a substitution of values from the
database in the field of parcel “If” (condition) of the rules knowledge
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base, and in the case of filling in, all the parcels are ready to activate the
processing rules, forming a conclusion in accordance with the part.

— The Knowledge Base is the main decision-making tool of the expert sys-
tem, the main structure in which the knowledge of the expert system is
stored.

Questions are separated by control objectives, and assessment is carried out

in a complex of various procedures. ESISA is based on Fuzzy logic, which is a
form of many-valued logic where the truth values of variables may be any real
number between 0 and 1, inclusively. The value for the question is calculated as
the sum of the coefficients of all entries.

These values, for example, the value of the negligence level and for the pass-
word strength, are subject to fuzzification into fuzzy subsets, like “weak,” “good,”
or “strong” for a password’s strength and “low,” “moderate,” or “high” for negli-
gence.

Fuzzy logic can be used in information security areas’ ES and in areas for
analyzing the performance issues of a chemical process plant by utilizing uncer-
tain, imprecise, and vague information (Panchal et al., 2019).

Some authors worked on improving ESISA and proposed to expand the
knowledge base by adding more information security standards, i.e., 1ISO 27001,
ITIL V3, and COBIT 4.1 (Bekezhanova & Atymtayeva, 2011). It is important to
mention that it was a one-time knowledge base update where different information
security documents were mapped, and no automated knowledge update method
was proposed.

SISMS is a smart information security management system. It is on the list
of risk management and risk assessment measures recommended by ENISA
(ENISA, 2020). SISMS is a software package for information security manage-
ment that uses an expert system to identify, implement, operate, monitor, review,
maintain, and improve information security management. It is based on the inter-
national standard ISO 27001:2005. The system scans the organization’s network,
including all hardware, and information (operating systems, specifications, oper-
ations and its efficiency, performance), scans open or filtered TCP and UDP ports
and services and provides versions of open port services. In addition, it provides
a network map of the organization based on the received network scan information
(Desai, 2003). The system has three main functions: network monitoring, text-
type add-on modules that set out other requirements and actions to be taken fol-
lowing ISO 27002:2005, and smart applications that determine the security status
of an organization. All information is stored in a database used by the CLIPS-
based ES to determine the organization’s current security status. The organiza-
tion’s control requirements and rules to meet these requirements are based on 1ISO
27001 and I1SO 27002.
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The following are the main disadvantages of the software package: the sys-
tem must be used by an employee with good IT knowledge; the system must be
adapted to the customer, and the system can only be upgraded by the manufacturer
according to the end-user’s suggestions. It contradicts the information provided in
the system’s description that it covers a wide range of general information security
management processes.

Both ESISA and SISMS require a good level of IT knowledge from the user
and a lot of time for the knowledge base adoption for the specific enterprise. Cur-
rently, none of them is renewed despite the fact that standards were updated.

RAMeX is a prototype expert system for computer security risk analysis and
management for small and medium commercial organizations. The RAMeX pro-
totype was developed on the basis of previous research and the application of
qualitative risk analysis to computer security in the commercial sector as a basis
for the article (Bennett & Kailay, 1992). The aim of the RAMeX system is to
perform a high-quality security assessment. RAMeX performs informal research
quickly and is a cost-effective and practical management tool (Kailay & Jarratt,
1995). To avoid complexity, the terminology provided by ITSEC and DTI was
used for the tool terminology. The tool was developed as a stand-alone system.
Threats are classified into three groups: natural disaster, unintentional human er-
ror, and intentional human activity. The focus is on the last group. The system risk
analysis and management methodology are developed from seven steps: asset
identification, threat identification, impact identification, identification of existing
security countermeasures, business impact assessment, assessment of needed se-
curity measures, and report generation.

RAMeX knowledge base structure consists of knowledge bases of assets,
threats, vulnerabilities, and countermeasures. The work mentions that such a
knowledge base structure facilitates the exchange of variables between the data-
bases and the working memory.

So, RAMeX was the first known risk analysis-oriented expert system, and it
was, in fact, a prototype for computer security risk analysis and management in
SMEs. RAMeX could perform s qualitative risk analysis (only evaluating external
threats) and provide a report with required countermeasures. This prototype of the
system was not further developed.

IDES and NIDES are other expert systems mentioned in research papers,
which are very specific (Lindgvist & Porras, 1999). They are dedicated to attack
identification and don’t give recommendations on problem solutions. So, in this
thesis, they are not analyzed in more detail.

Wynyard Risk Management is a risk management platform with imple-
mented information  security management and policy management
(Wynyard, 2015). A risk management system is based on the ISO 27001 standard.
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It is not an expert system but rather an information security management tool that
incorporates the main parts of the expert system.

The platform can be used to systematize the processes of risk identification,
likelihood, and impact, thus simplifying the response to important processes,
monitoring the progress of a particular process, and the risk mitigation process
itself (Hicks, 2016). The system records all past and present incidents, lost data,
etc., which must determine the results and conclusions provided by the system.
Also, using the platform analytics module, various reports are possible. It was a
commercial product developed by the Wynyard Group, but the development and
support ended.

ESIA is an expert system that supports a systems auditor in risks evaluation
and the choice of controls that reasonably protect the organization (Duque-
Meéndez et al., 2018). It is a typical expert system for systems security risk evalu-
ation. The knowledge base represents the given facts and the actions of the sys-
tems audit expert under the methodology of a risks analysis. ESIA is a web-based
system. From a technology point of view, it integrates a server and a web appli-
cation with the logic server Prolog (Duque-Méndez et al., 2018).

When developing the system, the authors focused on extending the function-
ality of the system and, therefore, unlike other expert systems, integrated a Risk-
Control matrix into the knowledge base. However, no further improvements were
made compared to the classical expert system. The system has a total of 3600 rules
described, and this is the biggest disadvantage of ESIA because the rules will be-
come outdated and will have to be updated, which can only be done by the system
developers.

The summary of expert systems related to the reviewed information security
risk analysis is given in Table 1.2.

Table 1.2. Summary of expert systems related to the reviewed information security risk
analysis

Expert Year | Notes
system

AudES 1990 | It was one of the first attempts to use an expert system for infor-
mation security management purposes. AUdES is a rule-based
expert system. Some commercial IBM products were used to de-
velop this system, making it difficult to update the knowledge
base. The system is no longer available.

ESISA 2011 | Itis an expert system for security audits based on the 1ISO 27001
standard and fuzzy logic. The expert system user must be IT-
skilled. It is difficult to update the knowledge base. The system
is no longer available.
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End of Table 1.2

Expert Year | Notes
system

SISMS 2013 | Itis an information security management software package that
uses an expert system to identify, implement, operate, monitor,
review, maintain, and improve information security manage-
ment. The system must be used by an employee with good IT
knowledge; the system must be adapted to the customer, and the
system can only be upgraded by the manufacturer himself ac-
cording to the end-user’s suggestions. The system is no longer
available.

RAMeX | 1992 | Itis a prototype expert system for computer security risk analy-
sis and management for small and medium commercial organi-
zations. It was one of the first attempts to use an expert system
for information security risk analysis. This prototype of the sys-
tem was not developed further.

IDES, 1999 | Very specific expert systems are mentioned in research papers
NIDES dedicated to attack identifications and giving no recommenda-
tions on problem solutions. So, in this work, they weren’t ana-
lyzed in more detail.

Wynyard | 2015 | It is a commercial risk management platform where information

Risk security management and policies management are imple-

Manage- mented. Such system type can be called a Government, Risk,

ment and Compliance (GRC) system. Its development and support
ended, and the product is no longer available.

ESIA 2018 | This is an expert system that supports a systems auditor in risks

evaluation and the choice of controls that reasonably protect the
organization. It is a typical expert system with an improved
structure of the knowledge base but the still existing problem of
the knowledge base updating.

In summary, such systems can automate just a part of the risk analysis pro-
cess, they have their own knowledge base, and it is a complicated process to form
and update it. Not one of the reviewed ESs is adapted for region-based security
risk analysis. It is also important to mention that all reviewed ESs are based on
the information security standards, where security controls are described, but there
is a lack of information about regular updates of the likelihood, impact, and secu-
rity controls.
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1.2. Expert Systems’ Knowledge Base Formation
Methods

One of the biggest problems in using expert systems is to get the knowledge base
updated (Sajja & Akerkar, 2010). This process is called knowledge engineering.
Knowledge engineering is a branch of science that describes the development,
maintenance, and improvement of knowledge-based systems
(Gudas, Lopata, 2011). Knowledge engineering is a process of extracting the
knowledge required for solving a problem from a human expert or another source,
formally processing the acquired knowledge in a format understandable to the
system and transferring it to the knowledge base. Such a process is called
knowledge representation.

Knowledge could be obtained by interviewing domain experts and/or learn-
ing by experience. Several methods exist for extracting human knowledge. The
knowledge base stores field knowledge, which is then used in the data mining
process. The knowledge base can contain rules, templates, document specifica-
tions, or other structures. With their help, data mining queries are specified, and
attributes and additional parameters are checked (Stravinskiené, Gudas, 2010).

The correct and complete recording of expert information in the knowledge
base is one of the basic conditions for the correct functioning of the ES; therefore,
a knowledge engineer creating an ES knowledge base must have at least a minimal
understanding of the problem area to describe the rules correctly and logically
(Janulevi¢ius, Goranin, 2013). The reliability and efficiency of an expert system
depend on the quality of the knowledge it has. The most important ES rule is that
the knowledge base must be constantly developed and updated while the system
is used.

One of the most difficult points in creating expert systems is creating a
knowledge base. This part of the expert system stores system rules, patterns, facts,
data specifications, and other structures (Elsharif & Abu-Naser, 2019). It allows
the inference engine to give the right answer to the task (Dheir & Abu-
Naser, 2019). There are several methods for knowledge base rule generation (Tan-
don et al., 2018):

Manual is the knowledge created by a real expert and knowledge engineer.

Automated is the knowledge created partly by humans and partly in an auto-
mated way.

Automatic is the knowledge created without the participation of human ex-
perts.
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1.2.1. Review of Existing Manual Expert Systems’ Knowledge
Base Formation Methods

Interview. When researching methods for building an ES knowledge base, the in-
terview appears to be the most common and commonly used method for
knowledge acquisition. Interviews can be unstructured, structured, and other
(Dipboye, 1994). Most knowledge engineer meetings begin with an informal in-
terview to get to know the expert and gain an initial understanding of the structure
of the problem area. A more structured interview is then used to assimilate
knowledge.

The biggest advantage of using an interview is the natural process that is
easily understood by the knowledge engineer and expert. However, an interview
is more than just sitting down and talking to an expert. Regardless of whether this
would be a structured or unstructured interview, it is often necessary to have more
than one meeting, which makes the acquisition of knowledge slow and difficult.
The interview is based on the expert’s ability to clearly express and formulate the
information used to perform the work. Unfortunately, it is often difficult for an
expert to explain how they solve problems. Another factor is the ability and
knowledge of the knowledge engineer: insufficient knowledge of the terminology
and concepts in the problem area can make it difficult to control the process.
Therefore, an interview is not always a reliable way to obtain detailed, objective,
and well-organized descriptions of complex cognitive processes.

Questionnaire. According to Judith R. Olson and Henry H. Rueter, a ques-
tionnaire can be a very effective and efficient way to extract expert knowledge
(Carter et al., 1992). It facilitates the assimilation of clearly defined knowledge.
This method can be used to identify problem area objects and defined and inde-
terminate relationships between these objects. The source mentions that the main
advantage of using questionnaires is that the knowledge engineer takes less time
than the interview, it is an effective way of gathering information, and the expert
can answer questions in their spare time. The main disadvantage of the question-
naire is that it cannot further explore the answers to unforeseen questions.

Task Observation. The essence of task monitoring is observing the work of
an expert to determine how they make decisions by solving real problems in their
field. Experts usually start their work from a problem. Using this method, the ob-
server monitors the behavior and activities of the experts and can then ask ques-
tions. Task tracking is an easy way to gain knowledge, and how the interview is
easy to understand for both the expert and the knowledge engineer (Jamshed,
2014). Monitoring actual performance can reveal a strategy for generating a con-
clusion and explain a misleading or incomplete problem-solving process. Task
tracking is not suitable for achieving all knowledge acquisition goals and is a lim-
itation of this method.
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The biggest problem is access to experts and their jobs for monitoring. This
issue may take a long time to resolve. Besides, an observed expert can behave
unnaturally. Also, as a negative consequence, a large amount of information col-
lected during the observation period may be present, but only a small amount of
information may be useful in solving the problem.

Protocol Analysis is very similar to the task observation method, but the pro-
tocol analysis uses real or simulated problem-solving scenarios that the expert
performs. Unlike the task observation method, the expert takes turns explaining
their thinking processes as they solve the problem (Ericsson, 2008). The further
in-depth analysis provides facts and rules that should be used in the knowledge
base.

Using this method, both tacit and expressed expert knowledge can be gath-
ered. The main advantage of using this method over the methods discussed earlier,
such as the interview or task observation, is that the information gathered is di-
rectly related to the problem-solving process, and the knowledge engineer no
longer must draw conclusions about problem-solving actions. Protocol analysis
requires time to extract the appropriate expert knowledge for the model. Another
disadvantage of the method is that it may not be able to absorb all the expert
knowledge, and the action for solving the problem-solving process may affect the
actual expert solution to a particular problem.

Interruption Analysis. Interruption analysis is another way to extract infor-
mation from an expert (Olson & Rueter, 1987). As with the task monitoring
method, the expert is monitored for how they solve current tasks (Burge, 2001).
This method does not require the expert to take turns explaining their decision-
making process, but when the expert performs some actions that the knowledge
engineer does not understand, they interrupt the expert and ask for an explanation
of the decision-making process.

The main advantage of the interruption analysis is that a knowledge engineer
can capture the expert’s knowledge at the moment when their focus is the greatest.
The advantage of the interruption analysis is risky because interrupting an expert
at an inconvenient time can lead to the analysis process not being repeated. This
method provides the best result when used after the prototype system has been
developed and compares the performance of the system with the performance of
the expert.

Drawing Closed Curves is the specialized approach applied to all tasks in the
problem area related to spatial connections between objects. The literature states
that this is a direct method of knowledge acquisition. This method is not based on
the expert’s ability to orally explain the relationship between objects in the prob-
lem area. Instead, the expert is provided with several objects to be evaluated, and
the expert is asked to indicate which objects are related. A closed curve is then
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drawn around those objects. Closed curves are compared and evaluated for con-
sistency.

Inferential Flow Analysis. According to J. R. Olson and H. H. Rueter, indi-
rect flow analysis is a direct knowledge acquisition technique that allows obtain-
ing clear expert knowledge (Olson & Rueter, 1987). Indirect flow analysis can be
considered a separate form of an interview. This method uses domain-specific
questions to determine cause-and-effect relationships between domain concepts.
Interviews are used to create “causal networks” between different concepts. Ap-
plying this method is a simple and powerful tool for gathering information.

A review of only a small part of the methods for the non-automated formation
of the knowledge base reveals fundamental problems. One of them is the time
required for the process. Preparation is also an important step in the process. Meet-
ings require many sessions, these sessions can take a long time, and there is a
chance that the goal will not be missed during the meeting. Analysis of data col-
lected during sessions can take days or weeks. Then the time taken to start building
the ES becomes a serious obstacle in the process of building the system.

Other problems are related to selected experts. The chosen expert may have
little work experience, or it may be a temporary substitute. Even if the expert’s
knowledge is competent, they may perceive the process as a threat of losing their
job if the processes are computerized. It may be that the expert is reluctant or
uncomfortable disclosing their actual work methods.

Finally, problems can arise with the knowledge engineer. The methods dis-
cussed above are highly dependent on the skills and experience of the knowledge
engineer. If the knowledge engineer does not delve deep enough into the problem
area, does not understand the intended goals of the process, fails to establish con-
tact with the expert, misrepresents the knowledge, etc., it can severely damage the
whole process (Lethbridge et al., 2005).

On the one hand, a lot of data is accumulated, posing many challenges work-
ing with big data. Big data mining challenges relate to enormous and evolving
data volumes, heterogeneous and autonomous sources, diverse representations,
unstructured data, and required high-performance computing platforms
(Wu et al., 2015)

Such shortcomings can turn the building of an ES into a very costly project.
Therefore, there is a need to automate the development of the knowledge base for
security risk analysis to minimize expenses. However, despite these shortcomings,
it should be emphasized that the first intelligent systems were created by acquiring
knowledge from experts in these ways precisely.
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1.2.2. Review of Automated Expert Systems’ Knowledge Base
Rules Generation Methods

The analysis of expert systems has shown that rule-based expert systems are uni-
versal and, therefore, can be considered a proper solution for the task of risk as-
sessment automation. Expert systems can be a proper solution for enterprises be-
cause they allow reducing costs for risk management (Batista et al., 2018). But to
assess information security risks quickly and accurately, it is necessary to process
a large amount of data about newly discovered vulnerabilities or threats to reflect
regional and industry-specific information (Li et al., 2019).

The first attempts at system automation were designed to extend, maintain,
or modify incorrect knowledge bases in existing systems. The interview system
was integrated into the knowledge base in some way, with suggestions popping
up for the expert, such as supplementing the knowledge to eliminate incorrect de-
cision generation. The advantage of this method is that knowledge is entered di-
rectly into the system by the expert, there is no additional human mediator, i.e.,
the role of the knowledge engineer is reduced. The interview system uses the ex-
isting knowledge base to describe the correct solutions to the problem, so it is
easier to understand the context and focus on the questions.

However, the dialogue generated by these systems was not modern, and ques-
tionnaire templates were prepared with domain concepts and limited possible an-
swers. Typically, such an approach requires that the basic structure of the
knowledge base and the underlying problem-solving strategies be static so that
any changes in the knowledge can be easily adapted.

Protocol analysis process. There are several software tools that help the
knowledge engineer analyze protocols, such as KEATS KA (1990), AC-
QUIST (1988), based on hypertext. The purpose of these software tools is to fa-
cilitate the analysis of the data collected by the knowledge engineer. This method
allows the information gathered from interviews, protocol analysis, or textbooks
to be divided into text. These fragments are assigned to concepts, and then the
concepts can be formed into hierarchies. The knowledge engineer needs to define
relationships to link concepts. The commercial PC-PACK tool has a workspace
where entries can be annotated, edited, added, or highlighted with different col-
ored markers.

Some protocol analysis procedures were more automated in KRITON soft-
ware (1988). The record is automatically divided into sections separated by an
expert, and semantic analysis is performed on each section to determine the text
statement. The knowledge engineer then checks the suitability of the selected op-
erators and arguments and tries to examine all the variables using the existing
knowledge base of the problem area.

Text analysis methods. In the TOPKAT (1994) system, some methods for
applying natural language processing methods and assimilating knowledge have
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been applied. A lexical cursor is used to identify nouns during the transcription of
a conversation with an expert in the problem area. Transcription — (Latin tran-
scription — transcription): accurate recording of speech sounds according to pro-
nunciation, in accordance with a certain system of signs and the rules of their use
(Lithuanian dictionary). Those nouns that are repeated more frequently in a topic
than in everyday speech are pre-defined as problem area concepts. The adjective
immediately before the noun indicates a certain value of the concept attribute; the
person is asked to provide a certain name for this attribute. This system performs
a basic analysis that requires human intervention. Petter Stephen believes that the
advantage of this method is less time required for knowledge analysis.

A very similar approach is applied in the KRITON (1988) and KIT-
TEN (1988) systems for the acquisition of basic knowledge from textbooks in a
problem area. It is assumed that words that are repeated more often in the text than
others represent concepts of the problem area. These words were then used as a
basis for gaining further knowledge from the expert.

1.2.3. Review of Automatic Expert Systems’ Knowledge Base
Rules Generation Methods

In a classical case, humans as real experts form expert systems’ knowledge bases.
However, it is a slow and expensive method causing one of the biggest problems
for broader use of expert systems. Nevertheless, expert systems are used nowa-
days for solving actual problems, e.g., first-line IT service-desk, medicine, and
law. Some researchers focus on this topic, and several methods of automating the
ES knowledge base formation were proposed (lvkin & Burlakov, 2020;
Nourian et al., 2019; Wu et al., 2015).

The scheme of automated knowledge base formations methods is given in
Fig. 1.8.

Automated knowledge base formation methods

Without transformation With transformation Artificial knowledge
Graphical approach Tabular approach
Semantic graph structures Domain-specific notations

Fig. 1.8. Scheme of methods for the automated formation of a knowledge base
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In general, all automated knowledge base formation methods can be classi-
fied into three approaches: (1) methods without additional transformations,
(2) methods that require additional transformations, and (3) generation of artificial
knowledge. More detailed descriptions are given in Table 1.3.

Table 1.3. Descriptions of automated knowledge base formation methods

Method

Description

Without transfor-
mation

This is a textual approach based on using existing knowledge
sources directly in their native format, e.g., ontologies, and data-
bases, without additional transformations (Feldman & Sanger,
2007). This approach is focused on programmers and is imple-
mented in the form of a specialized editor. The main disadvantage
of these methods is that it is difficult to update knowledge sources,
or sometimes it is not possible at all.

With transfor-
mation

These methods are applied when the existing knowledge source
transforms into ES knowledge base rules. There are several ap-
proaches based on data translation into program codes (Yurin &
Dorodnykh, 2020):

Tabular approach

A tabular approach provides the construction of decision tables
and their translation into program codes in knowledge represen-
tation languages. The standard formalism of decision tables and
their specialization, e.g., eXtended Tabular Trees (Nalepa &
Kluza, 2012), are used.

Graphical ap-
proach

A graphical approach provides the design of visual abstractions
corresponding to the logical rule elements with their subsequent
translation into program codes in knowledge representation lan-
guages. This approach is the most popular one and allows non-
programmers to develop knowledge bases and expert systems.
Within the graphical approach, the following areas can be identi-
fied (Yurin & Dorodnykh, 2020):

Semantic graph

This area is well represented by software for designing concept

structures maps and ontologies.
Domain-specific | These notations provide modeling of logical and causal relation-
notations ships.

Generation of ar-
tificial knowledge

Machine learning algorithms for knowledge-based formation are
based on data classification (Bayes, Nearest neighbor method,
regression, genetic algorithms). All of them are useful for pre-
diction tasks where a human can’t make the prediction obvi-
ously. The biggest disadvantage of such systems is that they are
susceptible to errors. It can take a lot of time to discover the bug.
Another limitation is related to the fact that the self-learning sys-
tem needs a lot of high-quality data.
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Methods without a needed transformation are cheaper but very static. Early
studies on using existing knowledge sources directly in their native format con-
sidered that a problem did not exist until there was no need to change, update, add,
or delete information (Akerkar & Sajja, 2009). The use of information sources
directly in expert systems requires specific ES modification and lacks flexibility.
Finally, it is very difficult or sometimes even impossible to merge several sources
of information having different formats.

The second approach, when existing information sources are transformed
into the ES knowledge base rules, is more superior and flexible, has more areas of
application than the first, but requires additional methods of data transformation,
additional time, and is sensitive to the correctness of data transformation
(Sajja & Akerkar, 2010). Methods for the automated formation of expert systems’
knowledge base using existing information sources are currently of great interest
to researchers. Unfortunately, not too many methods were proposed for integrat-
ing IT security-related data into expert systems.

Another well-known method for knowledge base formation is machine learn-
ing. Ethem Alpaydin (2010) suggested a simple machine learning method for
knowledge base formation (Kruse & Borgelt, 2003). There are several machine
learning algorithms based on data classification (Bayes, nearest neighbor method,
regression, genetic algorithms, etc.) (H. Xiao et al., 2017). All of them are useful
for prediction tasks where a human cannot make the prediction obviously. Ma-
chine learning algorithms need no human interaction; they are self-learning sys-
tems and can work with various types of data. But the biggest disadvantage of
such systems is that they are susceptible to errors (Mohamed, 2017). It can take a
lot of time to discover the bug. Another limitation is related to the fact that a self-
learning system needs a lot of high-quality data (Ristoski & Paulheim, 2016). It is
not suitable for the information security analysis expert system since, e.g., the
likelihood of a specific threat is a specific and dynamic value and, as mentioned
above, there is a need for actual up-to-date data.

The analyzed knowledge acquisition methods are summarized in Table 1.4.
The analysis of methods for the automated formation of a knowledge base for
expert systems has shown that there isn’t such a method that can be used for expert
systems dedicated to information security risk analysis. There are some methods
related to automated knowledge base formation or knowledge acquisition in gen-
eral, but according to the identified disadvantages, they can be applied to other
areas other than information security risk analysis.

The research on such methods has shown that early approaches to universal
knowledge base formation automation were unsuccessful. Later, some specific
approaches were proposed. The most popular were based on ontology integration
and machine learning. The main disadvantage of ontology-based methods for risk
analysis area is that data in an ontology is typically static, outdated, or suitable
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only for one part of the risk assessment process (e.g., control selection), while
machine learning is suitable when good datasets are available. Even though there
are some automated methods for knowledge base formation, they are not suitable
for creating an expert system’s knowledge base for information security risk anal-
ysis responsible for analyzing threats in dynamic areas, such as malware and vul-
nerability threats.

Knowledge acquisition plays a critical role in constructing a knowledge-
based system. It is the most time-consuming phase and has been recognized as the
bottleneck of ES development (Chen & Rao, 2008). Therefore, there is a need to
automate the security risk analysis process by introducing expert systems or deci-
sion support systems, which could help SMEs to perform an information security
risk analysis without any special knowledge and without hiring security experts
and making the security risk analysis process faster and cheaper (Powell, 1996),
i.e., affordable for SMEs.

Table 1.4. Summary of knowledge acquisition methods

Authors

(Babu, 2012;
Boose, 1989;

Method

Early
knowledge

Notes

In the early years of developing expert
systems, there was a prevalent idea that

Year

1986
2006

acquisition
techniques

an expert and a knowledge engineer are
the same person. But later, the research
identified different roles and found that
knowledge acquisition was the expert
system’s “bottleneck.” After that, there
were many related studies done and
knowledge acquisition methods and
techniques proposed, but not one was
successful and remains useful nowa-
days.

Cullen & Bryman,
1988; DeKeyser
et al., 2001; Jashir
Singh Dhaliwal &
Benbasat, 1990;
Hoffman, 1987; J.
Kim & Courtney,
1988; Wagner,
2006)

Matrix rep-
resentation
and mapping
(MRM)

2008

This paper presents a matrix representa-
tion and mapping approach to facilitate
the effectiveness of knowledge acquisi-
tion in building a KBS. The proposed
MRM approach, which is based on ma-
trix representation and mapping opera-
tions, comprises six consecutive steps
for generating rules. The main disad-
vantage is that this approach doesn’t
form knowledge bases itself as it needs
adoption for every source.

(Chen & Rao,
2008)
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End of Table 1.4

Method

Year

Notes

Authors

MOKA
methodol-

ogy

2005

The paper focuses on knowledge ac-
quisition and, specifically, on the use
of the MOKA methodology to support
knowledge acquisition for the develop-
ment of knowledge-based engineering
systems. MOKA methodology has
three models: informal knowledge
model, formal knowledge model based
on Unified Modeling Language
(UML), and neutral language
knowledge model based on XML. This
methodology has some limitations re-
lated to information sources and soft-
ware tools, which weren’t fixed.

(Preston et al.,
2005)

A frame-
work for ar-
tificial
knowledge
creation

2017

This paper presents a recursive frame-
work for Artificial Knowledge Crea-
tion. This framework offers an analyti-
cal perspective on the constituent
dimensions of artificial knowledge cre-
ation. This paper focuses on how the im-
plementation of an Al agent in organi-
zations is related to organizational
knowledge creation. It starts by resum-
ing the different kinds of machine learn-
ing used and introducing a taxonomy of
Artificial Intelligence Learning Algo-
rithms. Then, it resumes the five-stage
framework for organizational artificial
knowledge creation.

(Harfouche et al.,
2018)

The acquisi-
tion of tacit
knowledge
based on an
ontological
model

2018

Tacit knowledge is one kind of
knowledge, namely, personal
knowledge, which cannot always be ar-
ticulated in a coded form. It is implicit
and appeals to the experience and
know-how of the person who possesses
it. In this paper, the authors propose an
approach for representing and sharing
tacit knowledge using ontologies. This
approach is not based on transforming
existing knowledge sources and cannot
be used for the knowledge base’s auto-
mated formation.

(Chergui et al.,
2020)
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Currently, sufficient information, including security information, such as
standards, best practices, and security ontologies (Blanco et al., 2008), is collected
and presented on the Internet in different forms (Gero & Maher, 2013;
Sikos, 2019). To get a good quality knowledge base, it is important to get
knowledge from multiple sources, e.g., combining extensive literature review and
expert mining (Kapse et al., 2018).

1.3. Potential Sources for Expert System’s
Knowledge Base Formation Automation

Unified and formal knowledge models of the information security domain are fun-
damental requirements for supporting and enhancing existing risk management
approaches (Fenz & Ekelhart, 2009). Some research (Karabey & Baykal, 2013;
Lashkarara, 2017; Peltier, 2004; Shorabeh et al., 2019) has shown that the current
information security management needs to be based on different kinds of infor-
mation types.

As a fundament, static information is used, such as information security
standards (e.g., ISO 27000 standard family) and best practice (German IT Grund-
schutz Manual, Cobit best practices family). On the other hand, the information
security risk management field needs to be in tandem with the changing environ-
ment or, even better, in front of it all. The risk, by definition, is the likelihood that
a threat will happen in the future but not in the past. So, information security risk
assessment should include potential threats that can be actual in the near future.
When we are talking about information security risk assessment, we should think
about specific cases, too, not only general ones. It means that information security
risk analysis is performed for specific information systems, and it is very im-
portant to have some knowledge about them: perimeter vulnerabilities, platform
vulnerabilities, application vulnerabilities, and the possible ways to exploit them.

A literature review showed several possible sources for the formation of an
expert system’s knowledge base. The first and most traditional is real expert
knowledge. Ontologies are used for expert systems also. There are some special-
ized knowledge generators for expert systems (Rios-Boutin et al., 2008; Speck-
Planche & Kleandrova, 2020). Some researchers propose to use UML diagrams,
Business Process Models (S. K. Kim et al., 2008; Nalepa & Kluza, 2012; Rhem,
2005). It is possible to use attack trees’ data and data collected from the websites.

In summary, the information security risk assessment process needs to oper-
ate with different types of information according to the specific case. It can be
static, standardized information for general information risk assessments. There
is a need to operate a very dynamic risk to identify new threats. And there is a
need to operate information from a very specific domain.



1. ANALYSIS OF EXPERT SYSTEMS, DEDICATED TO INFORMATION... 37

Based on the comparison (Table 1.5), three potential sources were selected
for automatic knowledge base rules to generate an expert system for information
security risk analysis. The same group of experts and methods was used to select
the criteria as in the identification of the ES shell selection criteria.

Table 1.5. Comparison of data sources for knowledge base engineering (to use for
information security risk analysis)

Source\Criteria Dedi- Available | Sufficient Are Suitabil-
cated to | specific in- | number of given ity for au-
infor- formation | sources in intex- | tomatic
mation | forrisk as- | the infor- tual transfor-
security | sessments | mation secu- | format? | mation

rity domain

Real experts (Babu, + + - - -

2012; Kireeva et al.,

2019a)

Ontologies (Gao + + + + +

etal., 2013)

Knowledge genera- - - - + +

tors (Yurin &
Dorodnykh, 2020)

UML (Nalepa & + - - + +
Kluza, 2012)

MITRE (Strom etal., | + + - + +
2018)

Business Process - + - - +
Model (BPM) (Olifer

etal., 2018)

Attack trees (Lohner, | + + + + +
2018)

WEB data (Malware | + + + + +

descriptions, CVSS,
NVD, CVE, CWE,
CPE) (Ristoski &
Paulheim, 2016)

The following five criteria were chosen for the selection of sources, which
were mentioned by most experts during the free-form survey:

— Dedicated to information security means that the source has information
in the field of information security.
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Available specific information for risk assessments means that the source
has specific information, especially needed for risk analysis, such as like-
lihood, cost, impact, controls, or countermeasures.

— Sufficient number of sources in the information security domain means
that there are enough sources that can be reused.

Textual format means that the source can be available in textual format,
which makes the transformation process easier.

Suitability for automatic transformation means that the source is stored in
standardized structures and formats.

The sufficiency of the number of sources was evaluated based on a combined
evaluation by experts and the performed analysis. The sufficiency criteria for dif-
ferent sources vary due to the source nature.

All these sources can be used for an automatic expert system dedicated to
information security risk analysis and knowledge base rules generation as there
are sufficient sources dedicated to information security. Even more, they have
specific information required for risk analysis, especially, such as likelihood, at-
tack cost, impact, controls, and countermeasures. Quick research has shown that
sufficient sources can be reused and are given in textual format, making the trans-
formation process easier. And finally, all these three sources are suitable for au-
tomatic transformation. This means they are stored in standardized structures and
formats. The general concept of automated data extraction is provided in Fig. 1.9.

Expert
Data 1 === Method 2
\ System

Knowledge

Base

T [ e P

Fig. 1.9. General concept of automatic data extraction

In this work, the automation of the knowledge base of expert systems is based
on the automatic transformation of existing sources into the rules of the
knowledge base of the expert system, which supplement the existing or the newly
developed knowledge base of the expert system. The final knowledge base is sup-
plemented by rules obtained from the expert, if necessary. It should be noted that
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the number of possible sources that may be sufficient may vary, so the number of
proposed methods is not finite.

1.3.1. Ontology as a Source for Knowledge Base

The term ontology was introduced in informatics in 1990. The concepts of ontol-
ogies and semantic webs are relatively new, so they have no well-established def-
initions. In 1993, Gruber originally defined the notion of an ontology as an “ex-
plicit specification of a conceptualization” (T. R. Gruber, 1993). Ontologies are
effective in solving the tasks of mapping and interconnecting different types of
knowledge.

In a general case, the ontology of the subject area specifies the following
elements: concepts, types of entities (objects and phenomena), hierarchies of con-
cepts, interrelationships of entity types, valid rules, regularities about entity types
and relationships, and case studies (Tankeleviciené, Sakalauskas, 2008).

Compared with a usual, not semantic database, an ontology has particular
advantages that can be used for developing expert systems (Daraio et al., 2016).
An ontology can be expressed in several ways, e.g., using graphical software,
which makes ontology formation, maintenance, and use easier (Slimani, 2015).
Therefore, an ontology presented in a particular software could be used for its
automatic transformation into an expert system’s knowledge base. However, a
deep understanding of ontology is needed since any change in it may require a
change in the software’s source code (Kontopoulos et al., 2016). But these disad-
vantages can’t reproduce the expressiveness of ontology, and expert systems have
their own inference engine, which is separate from the knowledge base.

The use of information collected in the form of ontologies for ES knowledge
base formation seems useful for many experts. However, in practice, the current
research focus on ontologies and expert systems is separated. The main idea of an
ontology is to identify specific object classes and the relationships between them
(Bova et al., 2014).

An ontology can be used in various business areas that can be divided into
two parts: ontology as a vocabulary and ontology as content (Brank et al., 2005).
The ontology used as a vocabulary allowed to develop the second generation of
the web (T. Gruber, 2008). But ontology can be much more than a set of concepts
or vocabulary as it has a lot of applications in artificial intelligence. In this context,
an ontology can be used as an information source (Katz & Grau, 2005).

An ontology provides integrity and can be displayed by various graphical
tools, has a common format, and can be apprehensible in other systems designed
to work with ontologies (M\\"as et al., 2005). For example, XP.K (eXtreme Pro-
gramming of Knowledge-based systems) methodology is based on Agile princi-
ples: to start from the simplest model of an expert system and grow it with time
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(Knublauch, 2002). A model should include only what is really needed to solve
existing problems. A knowledge base is created from an ontology created by ex-
perts (Rick et al., 2010). The main problem of this approach is that it requires
much time to develop the ontology from scratch on an iteration basis and does not
make use of already existing collected knowledge, while it could be valuable to
use already existing information security-related ontologies.

Some attempts (Otero-Cerdeira et al., 2015) were made to use ontology as a
source of knowledge base formation, but the proposed approach destroys the idea
of an ES that the knowledge base and inference engine should be separate. DAM-
LJESSKB (Kopena & Regli, 2003) software was developed to transform DAML
(DARPA Agent Markup Language) ontology to the JESS expert system’s rules,
but it can work only with a specific DAML ontology and a JESS expert system.
Another sample is the DLEJena software that transforms an OWL 2 RL profile,
compatible with pD semantic, into a Jena expert system platform
(Meditskos & Bassiliades, 2008). The main disadvantage of these programs is that
they transform only specific ontologies into a specific expert systems format.

On the other hand, several information security ontologies exist that can be
used in the knowledge base formation of a risk-analysis ES. Currently, most of
them are used for other purposes. For example, the ontology proposed by Sicilia
et al. (2015) can be used as a tool to identify the level of system vulnerabilities
according to the internal user’s account configuration and system configuration
(Obrst et al., 2014). The authors state that all illegal activity in the system is done
by human resources, and internal users have more privileges than external. This
tool is based on a taxonomy with user settings and includes different behavioral
motivations, e.g., intentional and unintentional activity.

ROPE methodology and the related ontology are used for enterprise IT secu-
rity evaluation and focus on business processes and risk management (Obrst et al.,
2014). The ontology encapsulates well-known information security concepts,
such as assets, vulnerabilities, threats, and controls.

There is a number of ontologies based on external security standards, such as
ISO 27001/2, that can be used to align external standards with internal procedures
(Fenz et al., 2016). Another security ontology is OntoSec (Obrst et al., 2014),
which can be used by security engineers to set configuration effectively according
to the existing security events.

According to Ramanauskaite et al. (2013), a new exhaustive ontology was
proposed, which increased coverage of security standards compared to the exist-
ing ontologies and has better branching and depth properties for ontology visual-
ization. It was used for the security standards mapping task and was linked with
four security standards: 1SO 27001, PCI DSS, ISSA 5173, and NISTIR 7621.
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1.3.2. Web Data as a Source for Knowledge Base

Nowadays, information is digitized, and much of the latest information on cyber
threats is primarily available on a variety of websites.

Web Data Mining is an important area of Data Mining that deals with the
extraction of interesting knowledge from the World Wide Web. It can be classi-
fied into three different types, i.e., web content mining, web structure mining, and
web usage mining.

Web Content Mining is relevant for the ES knowledge base formation. Since
searching, comprehending, and using the semi-structured information stored on
the Web poses a significant challenge because this data is more sophisticated and
dynamic than the information stored by commercial database systems (Singh &
Kumar Singh, 2010). This attribute becomes an advantage for the ES knowledge
base formation as it allows to get especially dynamic knowledge from websites.

Web content mining uses different techniques to dig data. There are four
techniques used by web content mining. Mostly, web contents data is in unstruc-
tured text form. For the extraction of unstructured data, web content mining re-
quires text mining and data mining approaches (Malarvizhi & Saraswathi, 2013).
Text documents are related to text mining, machine learning, and natural lan-
guage. The main purpose of text mining is to extract previous information from
the content source (Johnson & Kumar Gupta, 2012).

HyperText Markup Language (HTML) is a computerized markup language
used to present content on the Internet. HTML primarily describes the logical
structure of the pages of a message web: the titles, paragraphs, illustrations, tables,
links to other documents, or other data of the documents and their constituent sec-
tions (Shannon, 2012). An example of HTML code is shown in Fig. 1.10.

<h2>Top - 1IN THE LAST WEEK</h2>
¥ <table id="country_stats_threats_list" cellpadding="@"
cellspacing="8">»

P <tr class="threats link"™ data-link="https://threats.kaspersky.c

om/en/threat/HackTool. . Win32.KMSAuto. gen” ».</tr>

P <tr class="threats_link"™ data-link="https://threats.kaspersky.c

om/en/threat/DangerousObject.Multi.Generic">.</tr>

P <tr class="threats_link"™ data-link="https://threats.kaspersky.c

om/en/threat/HackTool . Win32.KMSAuto.ew" ».</tr>

P <tr class="threats link"™ data-link="https://threats.kaspersky.c

om/en/threat/HackTool .MSIL.KMSAuto.di"».</tr>

Fig. 1.10. Example of a real-time map for Cyber-Threats in HTML code
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The Web is typically the first source of information about new software vul-
nerabilities, exploits, and cyber-attacks. Information is found in semi-structured
vulnerability databases as well as in texts of security bulletins, news reports, cy-
bersecurity blogs, and Internet chat rooms (Joshi et al., 2013). Such information
can be useful for information security risk analysis if the relevant information can
be extracted from these sources.

One of the public and free resources of security information is the National
Vulnerability Database (NVD)’ and its associated components, including Com-
mon Vulnerabilities and Exposures (CVE)®, Common Weakness Enumeration
(CWE)?®, Product Dictionary (CPE)* and the Common Vulnerability Scoring Sys-
tem (CVSS)H.

Today, various real-time attack maps, information about a malicious code,
its prevalence, mode of operation, and other parameters are published on the In-
ternet. Such publicly available information is shared by major antivirus vendors.
The most well-known are Check Point Live Cyber Threat Map'?, Kaspersky
Cyberthreat Real-Time Map?®, FireEye Cyber Threat Map'4, Bitdefender Cyber
Threat Real-Time Map®®, Fortinet Threat Map*¢, Imperva Cyber Threat Attack
Map'’.

Such information, especially information about malware, is relevant for ex-
pert systems dedicated to information security risk analysis. Any kind of cyber
threat real-time map is very useful for such kinds of tasks because there is much
updated information about malware, information is dynamic and relevant.

For this thesis, a real-time tasks implementation map for cyber threats with
malware distribution was chosen as one of the sources for the expert system’s
automatic generation of knowledge base rules because it has specific information
about malware prevalence by region, not available in NVD and related sources.
Regional information about malware can be useful in information security risk
analysis by regions. But it is important to mention that NVD and related sources,
like CVSS, are also suitable for the formation of the expert system’s knowledge
base and can be planned for future work.

7 https://nvd.nist.gov/

8 https://cve.mitre.org/

® https://cwe.mitre.org/

10 https://nvd.nist.gov/products/cpe

1 https:/iwww.first.org/cvss/

12 https://threatmap.checkpoint.com/

13 https://cybermap.kaspersky.com/

14 https:/iwww.fireeye.com/cyber-map/threat-map.html
15 https://threatmap.bitdefender.com/

16 https://threatmap.fortiguard.com/

7 https://www.imperva.com/cyber-threat-attack-map/
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For the purposes of this thesis, one site was chosen to demonstrate the prin-
ciple of web data transformation into rules of an expert system’s knowledge base.
Analysis has shown that Cyberthreat real-time map by Kaspersky Lab has the
most detailed information about malware and also, like other providers, gives in-
formation in real-time and allows to filter malware distribution by region.

Malware on this site is grouped into eight categories listed in Table 1.6.

Table 1.6. Malware categories in Cyberthreat real-time map

Nr. | Category Description

1. OAS On-Access scan indicates the detection of malware dur-
ing traffic, when objects are accessed by opening, copy-
ing, executing, or saving operations.

2. OoDSs On-Demand Scan indicates malware detection traffic
when a user manually selects the “Scan for viruses” op-
tion in the context menu.

3. MAW Mail Antivirus indicates malware detection traffic during
a scan when e-mail new objects appear in the e-mail pro-
gram.

4, WAV Web Antivirus indicates malware detection traffic during

a scan when an HTML page of a website opens or files
are downloaded.

5. IDS Intrusion Detection System indicates network attack de-
tection traffic.

6. VUL Vulnerability Scan indicates vulnerability detection traf-
fic.

7. KAS Anti-Spam, indicates suspicious and unwanted e-mail
traffic.

8. BAD Botnet Activity Detection shows statistics about detected

IP addresses of DDoS attacks and botnet Command &
Control servers.

Such detailed information is relevant for information security analysis be-
cause it can allow to perform risk analysis more precisely and provide better rec-
ommendations. It is also important to mention that any mentioned Cyber Threat
real-time map can be used for information security risk analysis, but in different
levels of information details.

In summary, this is dynamic information, provided in real-time, grouped by
region and type of malware that is needed for risk assessment.
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1.3.3. Attack Trees as a Source of Risk Analysis Information

An attack tree (AT), first defined by Bruce Schneier as a “formal, methodical way
of describing the security of systems based on varying attacks,” is typically a
graphical representation of vulnerabilities within an IT system, although it can be
expressed in a text format which is not graphical in nature
(Moore et al., 2001; Schneier, 2015). Whether graphical or text format is repre-
sented, there are some similarities between these two representations.

Every path through the attack tree represents a unique attack vector through
the organization and shows what vulnerabilities an attacker can leverage to obtain
access to sensitive material (Moore et al., 2001). At every level or a leaf of the
attack tree, there are different vulnerabilities, some of which must be combined to
cause a breach and some which can cause a breach by themselves. These are
known, respectively, as “and-" and “or-” decompositions and are represented dif-
ferently based on whether the graphical, text, or combination format of the attack
tree is used (Moore et al., 2001).

It is up to the creator of the attack tree as to how much information is shown
and in what formats the attributes are represented, as no formal standards exist
(Huistra, 2016; Kordy et al., 2014; Saini et al., 2008; Schneier, 2015). Despite the
lack of formal standards, there are some recommendations for attack tree genera-
tion, such as creating the trees, measuring the probabilities of each leaf, removing
or marking improbable attack paths, generating countermeasures, and applying
the most appropriate countermeasures to leaves (Salter etal., 1998;
Shostack, 2014). An example of an attack tree, based on an attack description pro-
vided by Kordy et al. (2010), is shown in Fig. 1.11.

Bank Account

2nd Auth Factof

Key Fobs PIN Pad

@

Fig. 1.11. Example of an attack tree’s graphical format (an attack on a bank account)
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Each independent level is called a “leaf” node, and vulnerabilities are pro-
gressed during an attack from the bottom to the top, which is called the “root”
node (Schneier, 2015). For this attack tree, straight horizontal lines represent
“and-" decompositions while curved horizontal lines represent “or-” decomposi-
tions.

There are several programs that can be used to aid with the graphical repre-
sentation portion of the attack tree creation process.

However, there is still a large amount of input required on the part of an ex-
pert person with manual attack tree generation (Kordy et al., 2013; Sheyner &
Wing, 2004). Many of these graphing tools also include analysis functions to en-
sure that data is entered in an accepted format and to analyze the paths from leaf
nodes to the root node. Text formats are often done when dealing with more com-
plex attack trees as they are easier to read than a complex and branching graphical
format with dozens of paths (Schneier, 2015).

The easiest way of working with attack trees for a human expert is the graph-
ical format. However, for integration into information systems, the text format is
preferred. For solving this problem, researchers (Gadyatskaya, Jhawar, et al.,
2016; Vigo et al., 2014; Wang et al., 2012) have proposed methods for transform-
ing attack trees from the graphical format to text and vice versa. This has increased
the usability of attack trees. Nowadays, attack trees are widely used in the fields
of defense, risks analysis, threat modeling against information, electronic systems,
computer control, or physical systems. Based on the analysis of attack trees’ data,
practitioners can define actions to reduce or annihilate risks. A significant barrier
in integrating attack trees into the knowledge base of ES is that attack trees can
become largely complex and, thus, hard to specify (Pinchinat et al., 2015).

The eXtensible Markup Language, or XML, is a language created by the
World Wide Web Consortium (W3C) to store and transport data in a format which
would be readable to computers and humans (W3Schools, n.d.). It is designed to
be extremely flexible and allows creators to define their naming conventions
within the XML structure. For example, the attack tree in Fig. 1.12 is an example
tree from the ADTree attack tree graphing tool named “RFID Communication
Block,” which was exported to XML by the tool.

This variability in XML formatting raises problems within the attack tree
conversion process as each tool may define attributes using different names. For
example, in line 11 of the figure text, the term “switchRole” indicates that the
node “Secure Warehouse” is a countermeasure node rather than a vulnerability
node.

In the universal metamodel for the attack trees format of this same file,
“switchRole” is only called “role,” but this means any program that wants to ex-
tract and work with this XML data must be programmed to find all names for
these attributes.
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Block Communication

Block Tag Reader

Block Reader Backend

Shield Tag Blocker Reader Blocker Tag Dos in MNetwork
< O

Faraday Cage Isolate Metwork

Be in Vicinity of Tag

Cage Around Reader Cage Around Tag

[Secure Warehouse] [FaradayAround Tag and Reader

Fig. 1.12. RFID Communication Block Attack Tree

The result of this export is presented in Fig. 1.13.

q?xml version='1.0"'%?>
<adtres>
“node refinement="disjunctive">
<lakel>Block Communication</lakbesl>
“node refinement="disjunctive">
<lakel>*Block Tag Reader</lakel>
“node refinement="conjunctiwve">
<lakel>Shield Tag</lakel>
“node refinement="disjunctive">
<lakel>Be in Vicinity of Tag</lakel>
“node refinement="disjunctive" switchRole="yes">
<lakel>Secure Warehouse</labkesl>
</node>
</node>
“node refinement="disjunctive">
<lakel>Faraday Cage</lakel>
“node refinement="disjunctive">
<lakel>Cage Arcund Reader</lakbel>
</node>
<node refinement="disjunctive">
<lakel>Cage Arocund Tag</label>
</node>
</node>
</node>

Fig. 1.13. RFID Communication Block Attack Tree in XML

Some tools can be used to aid with the graphical representation portion of the
attack tree creation process, although there is still a large amount of input required
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on the part of an expert person with manual attack tree generation (Kordy et al.,
2013; Sheyner & Wing, 2004). While some researchers have tried to overcome
this via crowdsourcing, others have attempted to utilize Al to generate the attack
trees while an expert person reviews the automated creation results
(Audinot et al., 2017; Jhawar et al., 2018; Tentilucci et al., 2015).

One common task which requires the use of an expert person is verification
that the vulnerabilities expressed by an attack tree correlate to the system for
which the attack tree is designed (Audinot et al., 2017). Research has been per-
formed with the goal of reducing the expert-required workload, including attempts
at utilizing vulnerabilities databases, such as the National Vulnerability Database
(NVD) and Mitre Organization’s Common Attack Pattern Enumeration and Clas-
sification (CAPEC) (Jhawar et al., 2018). While this research has shown consid-
erable promise, there remains a need for experts at multiple steps in the attack tree
generation, verification, and review stages. By inputting these attack trees into an
expert system that has been configured to present an expert opinion, the need for
an expert person could be further minimized.

Several methods for using attack trees for IT security risk assessments were
proposed. One of such methods is IT security risk assessment for a ship control
system based on attack trees (Shang et al., 2019). This method uses attack trees
directly, not transforming to ES knowledge base rules, and is dedicated to super-
visory control and data acquisition systems. Another example is the method to
find the optimal set of countermeasures (Fila & Widel, 2020). This method is a
framework relying on attack-defense trees and oriented into modeling in The At-
tack-Defense Tree Tool 2.0. The main limitation of such methods is that they use
attack trees directly as sources and are not as universal as needed for expert sys-
tems.

1.4. Related Research in Lithuania

The topic of expert systems research in Lithuania is also relevant. This topic is not
new in Lithuania, and research is still being carried out actively.

One of the first efforts dealing with the problems of artificial intelligence and
expert systems was published in 1996 (Kulvietis etal., 1996). Broniukaitis
(Broniukaitis, 1997) said that ESs solve tasks that would not otherwise be possible
without the help of an expert, and this can be repeated without the participation of
an expert. Kaklauskas (Kaklauskas & Zavadskas, 2010) added that nowadays, ex-
pert systems generally help to free a professional from solving some difficult but
clearly articulated tasks.

The problem of updating the knowledge base has not remained untouched in
solving the problems of expert systems’ application. Kaminskas (Kaminskas
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et al., 2005) created an expert system that allows the user to extend a database,
change information, and effectively collaborate in creating, using, and controlling
information with other welding specialists. Stravinskiené (Stravinskiené & Gudas,
2010) analyzed the application of data mining in enterprises and concluded that it
is applicable not only to large but also to medium-sized enterprises.

To solve known problems of the ES knowledge base formation, it was pro-
posed to use domain ontologies. Some authors present an approach for the devel-
opment of an intelligent advice system for fault diagnostics based on domain on-
tology for supporting the identification of BIOS-related computer problems
(Tankeleviciené & Sakalauskas, 2008).

Later, ontologies were actively used in various fields. Misiuliené proposed
an approach to the multiplex use of ontology in e-learning (Misiuliené, 2012). She
developed a metamodel for presenting educational material from ontologies.

Some other authors proposed methods of ontology-based transformations.
Damasevicius and others proposed to represent domain variability using feature
models enriched with lightweight domain ontology (Damasevicius et al., 2008).
Authors transformed such models into generative component specifications using
meta-programming techniques.

Not only an ontology allows reusing knowledge or making assumptions
within a domain, but it also enables the analysis of every piece of knowledge. It
was observed and used in digital forensics, where an ontology-based transfor-
mation model and a framework to develop an ontology-based transformation sys-
tem in the digital forensics domain were proposed (Grigaliunas et al., 2017).

An ontology can be used for security standards mapping. Security ontology
can be used to simplify the mapping of more than two security standards. This
solution suggests mapping all security standards under one security ontology
(Ramanauskaite et al., 2013). These authors, in their research, mapped four secu-
rity standards (ISO 27001, PCI DSS, ISSA 5173, and NISTIR 7621). This and
other ontologies can be used to form an expert system knowledge base of security
controls. Security standards mapping and defining the minimum security baseline
topic were developed in later research where other techniques, like graphs, were
used (Olifer et al., 2019).

In summary, expert systems and other types of artificial intelligence are a
perspective topic of research. Many efforts are contributed by authors from dif-
ferent areas of artificial intelligence application (Damasevicius etal., 2021;
Maskeliunas etal., 2019; Venckauskas etal., 2015) and decision making
(Grigaliunas et al., 2020).
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1.5. Conclusions of Chapter 1 and the Formulation of
Tasks

1.

The literature review has shown that information security risk analysis is
crucial, and expert systems can help this assessment to be made by a spe-
cialist without information security expertise, but the main problem of
expert systems is timely and sufficient updating of the knowledge base,
which is a long and expensive process. On the other hand, based on sci-
entific publications, it has been established that there are enough various
sources of information security knowledge that are suitable for the infor-
mation security risk assessment process; therefore, the automatic trans-
formation of such knowledge into expert systems knowledge base is rel-
evant and necessary.

It can be concluded that automated generation and updating of the expert
systems’ knowledge base for information security analysis is a relevant
topic and can be solved by automatically transforming freely available
information security sources. The analysis has shown that to date, no
method has been proposed that would automatically generate a
knowledge base of expert systems using freely available data from differ-
ent sources. Non-automated or automated methods require the involve-
ment of experts, and existing automatic methods have disadvantages. Re-
using information without transforming it into ES rules is a cheap but
static method and is, therefore, unsuitable in an ever-changing environ-
ment, such as information security. Existing universal information trans-
formation methods can be applied in some other fields but have proved
ineffective in the field of information security as they failed to transform
various specific information in this field, such as threats, likelihood, com-
plexity, and controls.

After the analysis of expert system platforms, according to the defined
criteria, the JESS expert systems shell was selected, which is suitable and
sufficient to implement the tasks set in this work. JESS was chosen be-
cause it is a supported and updated system, free of charge for scientific
purposes, retains the advantages of other shells, uses the widely used lan-
guage of the CLIPS rules, supports the XML format, and is widely used
by other authors.

After the analysis of the use of possible information sources for the gen-
eration of the expert system’s knowledge base for the analysis of infor-
mation security risks, several sources were determined that are freely
available and have different necessary information for risk analysis. From
the sources analyzed, three different sources were selected according to
the set criteria, such as suitability for information security, adaptability to
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risk assessment, a sufficient number of information sources, availability
in the text format, and suitability for automatic transformation: an ontol-
ogy, web data, and attack trees, which can complement the expert system
knowledge base with different types of information and ensure sufficient
content of the knowledge base of the enough-scale information security
risk analysis system of the expert system. Selecting a variety of infor-
mation security sources with different refresh rates, levels of data detail,
amount of information available, and other criteria and combining such
sources into a single knowledge base would, in an automated way, create
and update the expert system’s knowledge base to perform information
security risk assessment using an expert system without being an infor-
mation security specialist.

Based on the conclusions, the following tasks are formulated to achieve the goal:

1. To propose an automated knowledge base generation method for expert

systems for information security risk analysis, based on the transfor-
mation of information security ontologies into expert system’s knowledge
base rules and complementing the knowledge base with descriptions of
information security controls.

To propose an automated knowledge base generation method for expert
systems for information security risk analysis based on the transformation
of web data containing malicious code descriptions into expert system’s
knowledge base rules and complement the knowledge base with dynamic
information on the prevalence of a malicious code by regions.

To propose an automated knowledge base generation method for expert
systems for information security risk analysis based on the transformation
of attack trees from various sources into expert system’s knowledge base
rules that include information relevant to information security risk assess-
ment, such as threat likelihood, cost, complexity, threat exploitation time,
and countermeasures.

To develop a prototype of an expert system for information security risk
analysis in the JESS platform, where the knowledge base would be up-
dated by the methods proposed in this work with automatically generated
rules, and to perform experiments that would allow to validate the pro-
posed methods, evaluate the obtained results, and define the objectives
for future work.



Automatic Approach of Ontology
Transformation into Expert System’s
Knowledge Base

This chapter proposes an approach that allows automatic transformation of exist-
ing information security ontologies into rules of an expert systems’ knowledge
base. Unlike other methods, it does not integrate ontology directly but utilizes the
transformation of ontology elements into rules of the expert systems’ knowledge
base: OWL RL subset of ontology is segregated into RDF triplets, which are trans-
formed into the Rule Interchange Format (RIF); RIF rules are converted into JESS
knowledge bases rules.

The proposed method and results were published in an international journal
(Vitkus et al., 2019).

2.1. Ontology Integration via Rule Interchange
Format

This chapter presents an approach that allows the automatic transformation of ex-

isting information security ontologies into a ruleset of an expert system’s
knowledge base grounded in the transformation of ontologies into RIF, and later,
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using existing tools, transforming it into a JESS-based expert system. The main
disadvantage of existing methods is that they transform only specific ontologies
to only specific expert systems. A method that uses the intermediate RIF format
solves some of these problems because it makes the process of ontology transfor-
mation into rules of an expert system’s knowledge more universal and widely ap-
plied.

2.1.1. Rule Interchange Format

In mid-2010, the W3C consortium issued a new recommendation, the Rule Inter-
change Format (RIF), for systems to exchange rules. Although RIF was developed
for other purposes, its application would allow efficient and accurate transfer of
rules from ontologies to expert systems.

The development of the RIF standard started in 2005. According to the offi-
cial W3C documentation, the idea of developing this standard was “intimidating”
(Klyne, G. & Carroll, J., 2004). The RIF group took four years to develop it, and
there are still many places to improve it. The development of this standard was a
difficult task for three main reasons:

— Different understandings of what a rule is. There are many understandings
of rules, such as deductive rules, normative rules, production rules, reac-
tive rules, etc.

— Even in a general category of rules, systems are different both semanti-
cally and syntactically.

— Existing Semantic Web standards (such as RDF and OWL) need to be
successfully integrated into RIFs, and practice and analysis show that
their ability to represent rules requires detailed analysis.

Unlike other Semantic Web standards (RDF, OWL, SPARQL), RIF was not
developed to become the standard language for describing rules but the standard
for transferring rules from one system to another. This has become relevant be-
cause of the many different standards for writing rules: some systems even have
their own specific syntax that is not used anywhere else. Regardless of the original
objectives, RIF can be used like any other rule language, thus avoiding the con-
version of rules from RIF to the desired system.

To avoid the same mistakes they made when creating the ontology language
standard; the developers left it possible for motivated experts to add standard di-
alects with new functionality. Although such extensions would not be standard,
they could become w3c standards if successfully applied.
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2.1.2. Web Ontology Language Integration with Rule
Interchange Format

A method is proposed to avoid spending time resources developing knowledge
bases from scratch and aiming to solve the limitations specific to earlier research
in ontology transformation to knowledge base rulesets. The method allows trans-
forming existing information security ontologies into an expert system ruleset via
the universal RIF format that is later converted into the format of a specific expert
system. In fact, the method can be applied for any ontology-type transformation
into any ES knowledge base with some additional modifications related to the
syntax of ES rule-defining language.

RIF has two dialects: based on logic and based on rules. Dialects based on
logic include logical languages, such as Horn logic and others. Dialects based on
rules include productive rules. The same rules are used in expert systems (Group
& June, 2010). RIF PRD (Production Rule Dialect) is a dialect based on produc-
tion rules. Production rules semantic have the format “IF condition THEN activ-
ity.” Fig. 2.1 shows an example of RIF PRD.

Document (
Prefix(rdfs <http://www.w3.org/2000/01/rdf-schemaf>)
Prefix(imdbrelf
<http://example.com/fauximdbrelations#>)
Prefix(dbpediaf
<http://example. com/fauxibdbrelations>)
Prefix(ibdbrelf
<http://example.com/fauxibdbrelations#>)

Group |
Forall ?Actor |
If Or (Exists 2Film
(imdbrelf:winfward(?&ctor ?Film))
Exists ?Play
(ibdbrelf:winfward (?Actor ?Play)) )
Then assert (dbpediaf:awardWinner (?Actor))
)
imdbrelf:winfAward (RochertoBenigni LifelsBeautiful)
)
)

Fig. 2.1. Example of RIF PRD

Like other rule languages, RIFs can be written in a variety of formats (XML,
Turtle, and others), but the XML format for data exchange is recommended, so
only XML syntax will be used in this work.
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2.1.3. Transforming Web Ontology Language (OWL 2 RL) to
Rule Interchange Format (RIF CORE)

RIF was created in a way compatible with other W3C standards. That means it
can be compatible with RDF and OWL ontology languages. Transferring these
ontology languages into RIF can be done not only in the form of rulesets but also
in RDF triples (subject, predicate, object) and OWL axioms with RIF rules, e.g.,
RDF data: S(Subject), P(Predicate) and O(Obiject) are transferred to the RIF for-
mat in a form: [(P->O].

For example:
ex:Peter ex:isBrother ex:John;
ex:John ex:isFather ex:Paul;

states that Peter is the brother of John and John is the father of Paul.

In the RIF transferring to:
ex:Peter [ex:isBrother -> ex:John];
ex:John [ex:isFather -> ex:Paul];

RIF rule that uncle is the brother of father:
Forall ?x ?y ]’))z) (?x[ex:isUncle -> ?z] :- And(?x[ex:isBrother -> ?y] ?y[ex:isFather ->

?z

states, that if x is the brother of y and y is the father of z, then x is the uncle
of z.

Production rules are rules used by rule-based expert systems. As mentioned
in the previous chapters, they are expressed as follows:

IF ... THEN ...

RIF-PRD allows you to transform rules from one expert system to the RIF
format and then from it to another expert system.

The rules written in RIF look like this:

FOR <variables> WITH <matches>,

IF <condition> THEN <action>.

Or

FORALL variables (actions: - AND (matches, conditions)

An example taken from Yu (2011):

Forall? Customer? PurchasesYTD (

If And (? Customer # ex1: Customer
? customer [ex1: purchasesYTD>? purchasesYTD]
External (pred: numeric-greater-than (? PurchasesYTD 5000)))
Then ex1: Gold (? Customer))

This thesis used the OWL RL profile as a source. OWL RL rules can be di-

vided into four categories (which may overlap):

— Triple structure rules: RDF triplets. Transformation to RIF is trivial.
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— Listing rules: RDF lists. Transforming in two ways — transforming into a
recursive set of rules or transforming into triple structure rules.

— Inconsistent rules: RDF graph inconsistencies, which are expressed in
first-order rules. There are several ways how to perform the transfor-
mation.

— Data type rules: type’s comparison and verification. OWL and RIF-sup-

ported types are transformed directly.

Accordingly, OWL RL can be transformed into RIF rules. However, some
limitations still exist. These limitations were introduced by OWL founders to pro-
vide maximum flexibility without sacrificing the reliability of the calculations. So,
it can be said that the violation of at least one limitation affects the results of an
expert system.

2.2. Method for Transforming an Ontology into Rules

The transformation process consists of two parts: transformations of fixed rules
and ontology rules obtained from its T-Box axioms. In the OWL 2 RL profile, it
is possible to write not only ontology axioms but also additional logical rules.
However, this thesis uses OWL 2 RL as a subset of ontology axioms suitable for
expert systems, and the aim is to transform classes and relationships between on-
tologies.

Ontologies can be incredibly complex structures, and at first glance, the con-
version of each element is a complex process that requires reviewing all the rela-
tionships of that element to other elements. Instead, the proposed method in this
work initially scans the ontology and saves it as a set of RDF triplets. No matter
how complex an ontology is, it can always be written in a set of RDF triplets. The
only problem is the correctness of the ontology, which the method of conversion
cannot verify. This can be done with existing tools, or it can be trusted that the
imported ontology is compiled correctly. Collected RDF triplets can be analyzed
individually or in groups if several of them are inseparable.

In the next step, the RDF triplets are checked according to the conversion
table, according to the convertible RDF triplet patterns. RDF triplets can be vari-
ous, but their essential part, the predicate, can take values from the exhaustive list
(due to the property of the ontology formality). The remaining two triplet ele-
ments, the subject and the object are specific concepts or attributes described in
the ontology that fill the transformation template (there are several exceptional
cases where the template itself changes according to them, e.g., owl: maxCardi-
nality).
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2.3. Method Implementation for Transforming
Ontologies into Rules of an Expert System’s
Knowledge Base

The method presented in the previous chapter was implemented using C# lan-
guage, and the general view is given in Fig. 2.2.

Created program

OWL ontology ’—v—V OWL 2 RL subset » Information about
i perception wrong items
v

Converting into
RIF rules

Other programs

Converting into expert
Productive rules [ : system rules

Fig. 2.2. General view of the proposed method

The main steps of the method are presented in the figure:
1. During the first step, the developed tool converts the information se-
curity ontology into RIF standard.
2. During the second step (RIF transforming into expert system produc-
tion rules), the RIF PRD profile was used, already included in the
RIF Core profile.
The obtained RIF rules can later be transformed into the syntax supported by
the ES or used directly if ES supports the RIF format, like XSB, JESS, and ASP.

2.3.1. Design of an Ontology Transformation System

The system has five main parts: (1) user interface, (2) ontology scanning and
(3) analysis, (4) transformation of the ontology into the form of RDF triplets (sub-
ject, predicate, object), and (5) transformation into RIF rules.

The detailed method activity diagram is shown in Fig. 2.3. The yellow border
depicts actions proposed and implemented in this thesis, while actions outside the
yellow border are performed with the help of already existing methods and tools.
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Fig. 2.3. Detailed method

activity diagram
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The model consists of primary data — ontology (OWL). The transformation
of RIF rules is performed in several steps:

— Scan ontology. OWL/XML ontology is scanned and checked if the ontol-
ogy is in the OWL/XML format since the developed tool supports only
the most popular OWL/XML format. If ontology is stored in another for-
mat, external tools should be used first to convert it into OWL/XML.

— Check if the element is OWL RL. Only the OWL RL subset is converted,
but it covers the big part of OWL Full. Elements not belonging to OWL
RL will be skipped and should be converted into ES rules if needed man-
ually or using other methods.

— Collect the non-OWL RL subset & Collect the OWL RL subset. After
successful scanning the OWL/XML ontology, OWL RL elements are ex-
tracted for further processing. Non-OWL RL elements are separated for
manual processing

— Transform to RDF triplets. The identified OWL RL elements are saved in
the RDF triplet format (subject, predicate, object).

— Check if the element is a simple RDF triplet or a composite RDF triplet.
The evaluation is performed if an RDF triplet can be unlinked from other
RDF triplets.

— Save the element to a simple RDF triplet storage. The RDF storage stores
RDS triplets that can be unlinked from other RDF triplets, e.g., the at-
tributer type “symmetrical” is saved in the form of an RDF triplet
(?p rdf:type owl:FunctionalProperty), where ?p is an attribute name.
Such data is stored in the form of a text registry, having three fields.

— Save the element to a composite RDF triplet storage. Elements that cannot
be unlinked are stored in storage for composite RDF triplets. for exam-
ple, the ontology statement that all attributes ?p of object ?x are of ?y
type: (?x owl:allValuesFrom ?y) (?x owl:onProperty ?p). Up to three
linked RDF triplets can be stored.

— Analyze RDF triplets & Analyze composite RDF triplets. In this step,
RDF triplets are transformed according to the conversion table, i.e., RDF
triplet conversion templates. The main part of an RDF triplet is a predi-
cate that can acquire values from a finite set of possible values because
of the ontology formality feature. The remaining two triplet elements,
subject and object, are specific concepts or attributes defined in the on-
tology. They are used to fill in the conversion template. In several spe-
cific cases (e.g., owl:maxCardinality), the template is modified.

— Make RIF rules. Templates are applied for RDF triplet conversion into
RIF rules.
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The proposed algorithm is provided in Fig. 2.4.

Check

T ifitis No | Carer ®
. *.owl f o)ﬁmlét \]/ Lmessage
: Yes
Check if
rootNode
is
"Ontology"

error
message

(Display

Read No
Check if it is end of XML nodes XML
nodes Yes

Store to
to the the RDF

triplets
%:;tt)((em_s storages

node
Yes name

Read RDF triplets in Make RIF rules according to the
storages patterns by RDF triplet elements ﬂ

Fig. 2.4. Algorithm of OWL 2 RL transformation into RIF rules

Make
RDF

triplet

No | according

Ontology scanning imports an ontology from an external .owl file in which
the ontology is written in the OWL/XML format (the most common format). With
an OWL ontology written in a different format, it must first be transformed into
the OWL/XML format. There are many tools that can do this. During the ontology
scan, all items found in the file are imported in sequence.

During the reading, the elements are immediately analyzed. This is because
the elements of the OWL ontology would require an extremely complex structure.
The program is designed to transform only OWL RL subset elements, but it covers
a large part of OWL Full, so the ontology of any OWL subset can be specified for
import, and unrecognized (non-OWL RL) elements will be skipped, thus trans-
forming most of the ontology. For this reason, there is no clear structure that can
accommodate the OWL Full ontology, and elements are analyzed individually or
in groups if they are not separable.
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When an OWL RL element is recognized, it is saved in the RDF triple format
(subject, predicate, object), as it is easier to create rules from such a format. Inex-
tricably linked elements may consist of more than one triple. Such elements are
stored in the storage of composite RDF triples.

In the next step, the saved RDF triplets are transformed into RIF rules. This
is done with pre-prepared templates that are populated with values obtained by
analyzing the ontology. The resulting rules are fully compliant with the RIF Core
format.

Scanning the ontology and transforming it into RIF rules is initiated from the
user interface.

2.3.2. Software for Method Implementation

The formal algorithm in the form of pseudocode of OWL RL transformation into
RIF rules is provided in Fig. 2.5.

READ selected_owl_file;
WHILE NOT End_of_xml_tokens DO
GET xml_nodes
END DO
FOREACH xml_node in documentfigur_element DO
IF node_name=="Declaration” THEN DO node_ Declaration(node)

IF node_name=="DisjointClasses THEN DO node_ DisjointClasses(node)

END DO

PROCEDURE node_Declaration (XmlNode node)
IF childNode_Name == "Class") THEN
MAKE rdf_triple(attr.Value, "rdf:type", "owl:Class")

IF childNode_Name == "NamedIndividual") then
MAKE rdf_triple(attr.Value, "rdf:type", "owl:NamedIndividual")
END

DO rdf to_rif

PROCEDURE rdf_to_rif(IN rdf_triples; OUT rule_1; OUT rule_2)
READ rdf_triple
IF rdf_triple_item2 == "rdf:type" THEN DO templateType(item, out rule1);

IF rdf_triple_item2 == "owl:equivalentProperty": THEN DO
templateEquivalentProperty(item, out rule1, out rule2);
END

PROCEDURE templateType(IN item, OUT string ans)
IF item == "owl:FunctionalProperty" THEN return_rule ("Forall ?y2 ?x ?y1 (?y1[owl:sameAs-
>?y2] :- And(?x[{0}->?y1] ?x[{0}->?y2]))", item.s1);

Fig. 2.5. Software pseudocode
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While analyzing XML nodes, RDF triples are segregated. RDF triplets are created
according to the predefined patterns given in Table 2.1:

Table 2.1. RDF triplets’ patterns

IF THEN
T (S1, p1, 01) T (Sra, pra, Orz)
T (Sn, Pn,On) T (Sfm, Prm,0rm,)

where each argument to the T predicate may be a variable or the literal value. RDF
triplets created in such a way are later transformed into RIF rules.

Group (
Forall ?v1; ... ?2vl, (
sri[pri->or1] :- And( s1[pi->01] ... SN[pn->0n] ))

Forall ?vmy ... 2vm, (
Stm[prm->0rm] :- And( s1[p1->01] ... SN[pn->0n] ))

)

where ?vis ... ?vi, are the variables which occur in the rule.
Below, the sample transformation is provided.

Two following RDF triplets are extracted from the ontology:

attribute_1 rdf:type owl:SymmetricProperty
atrribute_2 rdf:type owl:SymmetricProperty,

the template of symmetrical attributes is applied:
Forall ?x ?y (
2¥[?p->7?x] :- And(
?x[?p->?y] ))

the following RIF rules are obtained:

Forall ?x ?y (
?y[atributas_1->?x] :- And(
?x[atributas_1->?y] ))
Forall ?x ?y (
?y[atributas_2->?x] :- And(
?x[atributas_2->?y] ))
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The transformation process is composed of two parts: the transformation of
fixed rules (for the full list, see Annex A) and ontology rules obtained from its T-
Box axioms. In the OWL 2 RL profile, both ontology axioms and additional log-
ical rules can be stored, but in this research, only the subset of axioms is used as
a suitable source for ES knowledge base rules.

Although an ontology typically has a very sophisticated structure, it can be
easily represented in the form of RDF triples, as it was shown earlier.

Another issue of the ontology transformation is its correctness, which cannot
be evaluated by the conversion program. The evaluation of ontology composing
correctness is out of the scope of this research. It is assumed that ontologies used
for experiments were correct and verified by other methods during their develop-
ment process.

Some RIF rules (Fixed RIF rules) are obtained without analysis of ontology
since their perception is a part of ES. Such rules are transformed into ES produc-
tion rules only once and are loaded into the knowledge base. The sample of a fixed
rule:

Forall ?¢c1 ?¢c2 (
?c1[rdfs:subClassOf->?¢2] :- ?c1[owl:equivalentClass->?c2])

Forall ?x 2z ?y (
?x[owl:sameAs->7?z] :- And(
?x[owl:sameAs->?y]
?y[owl:sameAs->?7] ))

Forall ?x ?y (
rifzerror() :- And(
?x[owl:sameAs->?y]
?x[owl:differentFrom->?y] ))

ES knowledge base rules are obtained by conversion of RIF rules that are
automatically generated from the ontology as described earlier. As also stated ear-
lier, some ontology elements, that were not converted automatically can be con-
verted manually if they store some valuable information.

The final set of rules can be expressed by the equation:

R(RDF(O)) = Fixed_rules v Ontology_rules (RDF(O)), (2.1)

where O is ontology, RDF(O) RDF triplets of ontology O, R(RDF(O)) —RIF is a
set of rules imported into the ES knowledge base.
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The created program has five main parts: the user interface, the ontology
scanning engine, the analysis engine, ontology alignment to the RDF triplet en-
gine, and the transformation (into RIF rules) engine. The program class diagram
is shown in Fig. 2.6.

RDF triplets storage Composite RDF triplets storage RIF rules storage
+Object +Object 1 +Rule
+Predicate +Object 2 c rul
+Subject +Object 3 ount of rules()

+Predicate 1
+Predicate 2
+Predicate 3

+Count of elements()

+Subject 1
+Subject 2
+Subject 3
+Count of elements()
1 1 1.
1 1 1
Ontology analysis class GUI form RIF rules class
+Information about errors T oW +Rules storage
; Irors review
+RUE trlp!ets storage 0.1 1 +T) f ti 1l +Transformation into rules functions()
+Composite RDF triplets storage ransformation call() : )
+Scan call() 1 1 +Composite rules transformation()
+Reading an ontology() +Rules saving()

+Writing an ontology to RDF()
+Analysis of OWL RL subset()

Fig. 2.6. Program class diagram

The program is composed of six main classes:

— GUI form. Program management. A user can call the ontology scanning,
conversions into RIF rules, error review, and rules saving functions.

— Ontology analysis class. Responsible for the XML/OWL ontology scan-
ning, identification of extractable elements, and their saving in the form
of RDF triplets.

— RDF triplets’ storage. Stores RDF triplets that can be unlinked from other
RDF triplets.

— Composite RDF triplets’ storage. Stores up to three linked together com-
plex RDF triplets that cannot be unlinked.

— RIF rules class. Converts RDF triplets into RIF rules as defined.

— RIFrules storage. Stores RIF rules in the form of the presentational syntax
that is later used for transformation into ES knowledge base rules.

The program execution sequence is shown in Fig. 2.7.
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Program execution window Ontology OWL RL subset RDF Triplets RIF rules

1:Reads - . 2 : Extracts
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- 5 RDF Triplets

> 8 : Transform
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Fig. 2.7. Program execution sequence

All program control is performed from its main window, shown in Annex B
Fig. B.1. All functionality is available from the main program window. The user
must press the “Scan ontology” button and specify the path to the ontology file.

The ontology scanning engine imports the ontology from the external .xml
file of the OWL/XML format. The program later performs the automatic scanning
of elements, extraction of the OWL RL subset, and performs the conversion to
RDF triplets. The results are shown in the main window. The user, after reviewing
the intermedium data and the list of errors, can press the “Transform” button. Af-
ter, RDF triplets are transformed to RIF rules and presented for user review. The
user can copy or save them via the program interface into the specified file.

The received RDF triplets are displayed in the middle of the window. A part
of the ontology which was not imported can be displayed by clicking “Options” -
> “Show Errors”. An example of such errors is:

The ObjectPropertyDomain element or its internal elements do not conform

to the OWL RL format.

The error list displays the names of items that do not match the OWL RL
profile and other scan errors.

The user interaction is needed to initiate ontology imports and transformation
processes. An example of a successfully transformed ontology into RIF rules is
given bellow:

Forall ?x ?y (?x[:topObjectProperty->?y] :- And(?x[#negotiate_mean-
ing_of ontology_definition_between->?y]))

Forall ?x ?y (?x[:topObjectProperty->?y] :- And(?x[#offer_service->?y]))

Forall ?x ?y (?x[:topObjectProperty->?y] :- And(?x[#reside_in->?y]))

Forall ?x ?y (?y[#access_resource->?x] :- And(?x[#accessed_by_service-

>7y]))
Forall ?x ?y (?y[#accessed_by_service->?x] :- And(?x[#access_resource-

>?y1))
Forall ?x ?y (?y[#controlled_by->?x] :- And(?x[#controls_entity->?y]))
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Forall ?x ?y (?y[#controls_entity->?x] :- And(?x[#controlled_by->?y]))

Forall ?x ?y (?y[#used_by_application->?x] :- And(?x[#use_smart_entity-
>?y]))

Forall ?x ?y (?x[#hasAlignmentCellValue->?y] :- And(?x[#hasMeas-
ureValue->?y]))

The comparative analysis of the risk program’s window. The user can use the
options menu to choose the results they want to view: the scanned ontology, cre-
ated RIF rules or ontology elements that weren’t transformed. All these results
can be exported into a file.

The program was tested with several ontologies: W3C consortium test ontol-
ogies (Bock etal., 2012), cloud security ontology (Janulevicius et al., 2017),
which is used in practice, and the information security standards ontology (Rama-
nauskaite et al., 2013). While W3C ontologies were developed by external parties,
the information security standards and cloud security ontologies were developed
at Vilnius Gediminas Technical University in accordance with formal OWL 2 RL
rules defined by Cao et al. (2011) and OWL 2 Full defined by Bock et al. (2012).
Their presentations and in-depth descriptions with verifications were done by their
authors.

2.2.3. Example of Transformation

We have the following ontology elements (written in the OWL functional style
syntax for simplicity):

Declaration(ObjectProperty(turiSiny))

Declaration(ObjectProperty(turiTévg))

InverseObjectProperties(turiSuny, turiTévg)

In the OWL/XML format, the same elements will look like this:

<Declaration>

<ObjectProperty IRI=“turiSiny “/>
<Declaration>
<Declaration>

<ObjectProperty IRI=“turiTévg “I>
<Declaration>
<InverseObjectProperties>

<ObjectProperty IRI=“turiSiny “>

<ObjectProperty IRI=“turiTévg “>
</InverseObjectProperties>
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During the ontology scan, the program will store the following elements in
the RDF triplet’s structure:
(“turiSuany “, rdf:type, owl:ObjectProperty)
(“turiTeévg “, rdf:type, owl:ObjectProperty)
(“turiSiany “, owl:inverseOf, “turiTévq )

The formed RDF triplets are transformed into such RIF rules:
Forall ?2x ?y (?y[ “turiTévqg “->7?X] :- And(?X[ “turiSany “->?y]))
Forall ?2x ?y (?y[ “turiSuny “->?X] :- And(?X[ “turiTévg “->?y]))

They mean that if the element x has the attribute “turiStiny” and the element
y belonging to it, then the element y has the attribute “turiTéva” and the element
belonging to it is equal to x. In other words, if Father John has a son Peter, then
Son Peter has a Father John. The second rule is the opposite: if the son Peter has
a father John, then the father John has a son Peter. RIF rules are read from the
back: the part of the rule after the “: -” sign is a condition, and the conclusion is
on the left.
A more complex example. Part of the ontology to be transformed into rules
(declarations are skipped):
<SubClassOf>
<Class IRI="#APIsLayer"/>
<ObjectSomeValuesFrom>
<ObjectProperty IRI="#isTheLayerAbove"/>
<Class IRI="#AbstractionLayer"/>
</ObjectSomeValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#APIsLayer"/>
<ObjectSomeValuesFrom>
<ObjectProperty IRI="#isTheLayerAbove"/>
<Class IRI="#Core_ConnectivityLayer"/>
</ObjectSomeValuesFrom>
</SubClassOf>
<SubClassOf>
<Class IRI="#APIlsLayer"/>
<ObjectSomeValuesFrom>
<ObjectProperty IRI="#isTheLayerBelow"/>
<Class IRI="#IntegrationLayer"/>
</ObjectSomeValuesFrom>
</SubClassOf>
<SubClassOf>
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<Class IRI="#APIlsLayer"/>
<ObjectSomeValuesFrom>
<ObjectProperty IRI="#isTheLayerBelow"/>
<Class IRI="#MiddlewareLayer"/>
</ObjectSomeValuesFrom>
</SubClassOf>

Transformed into these RIF rules:

Forall ?v ?u (?u[rdf:type->#APIsLayer] :- And(?u[#isTheLayerAbove->?v]
?v[rdf:type->#AbstractionLayer]))

Forall ?v ?u (?u[rdf:type->#APIsLayer] :- And(?u[#isTheLayerAbove->?v]
?v[rdf:type->#Core_ConnectivityLayer]))

Forall ?v ?u (?u[rdf:type->#APIsLayer] :- And(?u[#isTheLayerBelow->?v]
?v[rdf:type->#IntegrationLayer]))

Forall ?v ?u (?u[rdf:type->#APIsLayer] :- And(?u[#isTheLayerBelow->?v]
?v[rdf:type->#MiddlewareLayer]))

Wa3c consortium test for “equivalentProperty” element (in original format):
<rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmins:owl="http://www.w3.0rg/2002/07/owl#"
xmlins:first="http://www.w3.0rg/2002/03owlt/equivalentProperty/premises001#"
xml:base="http://www.w3.0rg/2002/03owlt/equivalentProperty/premises001" >
<owl:ObjectProperty rdf:ID="hasHead">
<owl:equivalentProperty>
<owl:ObjectProperty rdf:ID="hasLeader"/>
</owl:equivalentProperty>
</owl:ObjectProperty>
<owl:Thing rdf:ID="X">
<first:hasLeader>
<owl:Thing rdf:ID="Y"/>
</first:hasLeader>
</owl:Thing>
</rdf:RDF>

Formed RIF rules:
Forall ?x ?y (?x[hasHead->?y] :- And(?x[hasLeader->?y]))
Forall ?x ?y (?x[hasLeader->?y] :- And(?x[hasHead->?y]))
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2.4. Method Experiments and Verification

Verification and validation of the proposed method are important, and they are a
part of this work. Verification and validation of this proposed method are divided
into two parts: (1) verification that the generated rules meet specifications and
fulfill their intended purpose, (2) validating the rules to determine whether they
can be applied in real expert systems, dedicated to information security risk anal-
ysis, and satisfies the end-user requirements.

To verify that generated rules are correct and appropriate, several mecha-
nisms were implemented in the software:

1. checks if the uploaded ontology format is supported,

2. RIF rules transformation is executed by prepared patterns, and if it doesn’t
match the pattern, such a rule is stored in the errors database. This ensures that
generated RIF rules meet its specifications. Even more, successfully generated
RIF rules and other results were reviewed by the group of experts.

The method validation part is given in Chapter 5, where the prototype of an
expert system is demonstrated.

This part of the chapter presents the results of the ontologies transformation
into RIF rules. All tested ontologies were relatively small (up to 1000 elements).
The proportional size of an RL subset in ontologies used in tests was equal to 100
% in the case of W3C testing ontologies, and 65 % in the case of the information
security standards ontology. The proportion of the OWL RL subset in the case of
the cloud security ontology was not analyzed. The execution time has not ex-
ceeded 50 ms (test platform: Intel Core i7-4710HQ 2.50 GHz, 8 CPU, 16GB
RAM, Windows 8.1 OS). Seventeen ontologies were tested in total, and the results
are shown in Table 2.2,

Table 2.2. Transformation results

Ontology The part of successfully trans-
formed rules

W3C testing ontologies (15 in total), compatible 90 % (avg.)
OWL 2 RL

Cloud computing security ontology 64 %
Information security standards ontology 60 %

As demonstrated, not all ontology elements were transformed. Some ele-
ments cannot be transformed into separate rules because they are just a part of
another element or additional information. The best transformation result was
achieved with test ontologies that are based on the OWL 2 RL profile. Specific
security ontologies had shown worse results. In the case of Information security
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standards ontology, data types xsd.real and xsd.rational have caused 15 % of un-
successful conversions, 20 % were caused by SubClassOf elements, and 5 % by
other xsd data types. The general method applicability was approved since the
transformation of even 60 % can drastically decrease the knowledge base creation
time.

Some successful transformations of the rules mostly depend on the ontology
itself. When performing tests with W3C ontologies, ontologies corresponding to
the OWL 2 RL profile were selected, resulting in most of the rules; but after taking
the practical ontology, some elements did not correspond to a subset of OWL 2
RL, and some elements were not recognized.

The OWL 2 RL subset does not contain some popular OWL 2 Full items that
have not been imported:

— owl:minCardinality

— owl:minQualifiedCardinality
— owl:DisjointUnion

— owl:ReflexiveObjectProperty
— owl:topObjectProperty

— owl:bottomDatatypeProperty
— owl:topDataProperty

— owl:bottomDataProperty

Also, OWL 2 RL is not allowed to use the xsd: real and xsd: rational data
types. This comprised up to 15 percent of cases of untransformed rules. The prob-
lem could be solved by considering the amount of these elements in the imported
ontology. If there are relatively few of them, such elements can be transformed
manually, but some of their (e.g.,, owl: topObjectProperty owl: bot-
tomDatatypeProperty) production rules have no equivalent and cannot be trans-
formed. With large amounts of untransformed elements, new conversion table
templates can be created while supplementing the import with these elements. It
should be noted that the OWL 2 RL profile is of polynomial complexity (depend-
ing on the size of the ontology), and the knowledge base obtained from it is also
of polynomial complexity. By supplementing the possible element types in any
phase (before or after transformation), the estimate of the polynomial complexity
may no longer be correct.

The OWL 2 RL profile restricts ontologies beyond the types of elements al-
lowed. There are more constraints. For example, in the case of OWL 2 Full, the
same resource (URI) can be both a concept and an individual, but OWL 2 RL does
not allow it. Some elements can be used only partially, e.g., one of the popular
elements owl: maxCardinality can only take values of 0 and 1, and data ranges
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are limited to xsd data types (except xsd: real and xsd: rational). About 5 percent
of elements not transformed for this reason were found during the experiments in
practical ontologies. This problem can be solved in analogous ways: by transform-
ing manually or by extending the transformation table.

Another important constraint is the prohibition of implicit elements. In the
case of OWL 2 Full, inside elements (such as SubClassOf), it is possible to put
internal non-express classes that are a union of other classes, an intersection, etc.
OWL 2 RL does not allow this. During the experiment, this was one of the main
problems (about 20 % of problem cases) that did not result in RIF rules because
OWL ontologies that did not belong to the OWL 2 RL profile were imported
(there are relatively few ontologies written in OWL 2 RL and efforts were made
to test situations as close as possible to the actual use of the program). This prob-
lem can be solved by rearranging the ontology by giving the implicit classes
names and declarations.

During the experiments, W3C ontologies were transformed just for method
testing purposes. Other transformed ontologies are applied in practice in the field
of information security. After such ontologies were transformed, 601 RIF rules
(out of 1002 elements) were obtained from the information security standards on-
tology in an automatic way, and 61 RIF rules (out of 95 elements) were obtained
from the cloud computing security ontology. Thus, a total of 662 rules were gen-
erated automatically, 435 rules had to be manually transformed.

For further validation, the generated rules were integrated into the JESS-
based prototype risk analysis ES, adapted for SMEs, which is presented in Chap-
ter 5.

2.5. Conclusions of Chapter 2

1. This chapter proposed the method that allows automatic transfor-
mation of existing information security ontologies into a ruleset of
the expert system’s knowledge base. The transformation of the in-
formation security standards ontology into the JESS ES was imple-
mented in several steps with the help of the developed tool. The
OWL 2 RL subset of ontology elements was segregated into RDF
triplets, which were later transformed into the RIF format that can be
easily converted into JESS knowledge bases rules with the help of
an external tool. The method supports the most popular OWL/XML
format. Both simple (unlinked) and complex (linked) OWL RL ele-
ments can be transformed. The greatest advantage of the method is
that although an ontology typically has a very sophisticated structure,
it can be easily represented in the form of RDF triplets.
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2. The conversion test with different ontologies has shown a 60-90 %
conversion success rate, which proves general method applicability
since the automatic generation of even a part of the expert system’s
knowledge base can decrease the general expert system development
price. The obtained results have shown a high correlation rate be-
cause it allows transforming a greater part of the ontology into rules
of an expert system’s knowledge base automatically, while another
smaller ontology part can be transformed manually. This makes the
process of the ontology transformation into expert system rules more
efficient compared to the manual transformation.

3. During the experiments, 15 W3C ontologies were transformed just
for method testing purposes. The other two transformed ontologies
are applied in practice in the field of information security. After such
ontologies were transformed, 601 RIF rules (out of 1002 elements)
were automatically obtained from the information security standards
ontology, and 61 RIF rules (out of 95 elements) were obtained from
the cloud computing security ontology. Thus, a total of 662 rules
were generated automatically, and 435 rules needed to be manually
transformed. Some elements cannot be transformed into separate
rules because they are just a part of another element or additional
information.






Integration of Data on Regional
Malware Distribution into the Expert
System’s Knowledge Base for
Geographically Adapted Risk
Evaluation

This chapter presents a novel method for an automated generation of an expert
systems’ knowledge base established on the integration of data on regional mal-
ware distribution from the cyberthreat real-time map providing current infor-
mation on newly discovered threats. It automatically collects the necessary infor-
mation from websites to be used later in a relevant risk calculation. This chapter
presents the method implementation, which includes not only the knowledge base
formation but also an experiment with an expert system. It was created using the
JESS expert system shell. The information security risk assessment was per-
formed according to the OWASP risk assessment methodology, considering the
location of the organization and the prevalent malware in that area.

The proposed method and results were published in an international journal
(Vitkus, Jezukeviciute, et al., 2020).
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3.1. Integration of Data on Regional Malware
Distribution from the Cyberthreat Real-Time Map into
the Knowledge Base

This chapter proposes a novel approach to the knowledge base formation for ex-
pert systems compared to the traditional one that requires real experts and has a
long process of the knowledge base formation, which is sometimes expensive
(Kireeva et al., 2019b). It is suitable in cases where long-lasting data can be used
but not in information security risk assessment. A knowledge base used in infor-
mation security risk assessment should reflect a constantly changing threat land-
scape and evaluate the risk likelihood depending on the region and other factors.

The proposed method is based on the acquisition of data from trusted and
open websites providing current information on newly discovered threats. The
proposed method was implemented by data acquisition from the cyberthreat real-
time map website by Kaspersky Lab (Cyber-Threats Real-Time Map, n.d.).

Automatically formed facts were imported into an expert system. The expert
system was designed to perform the information security risk assessment accord-
ing to the OWASP methodology (Owasp, 2013). The formed knowledge base was
implemented on the Java Expert System Shell (JESS) (E. Friedman-Hill, 2007).
The acquired data was automatically imported into JESS using the XML format.
It must be stated that automatically acquired data has formed only a part of the
knowledge base, i.e., it was integrated into the existing knowledge base and was
used to estimate the malware likelihood used in risk calculation in the specific
region.

This work presents an automated expert systems knowledge base formation
method based on the acquisition of data from trusted and open websites providing
current information on newly discovered threats by reading their HTML code and
extracting information between tags. HTML was chosen because it is widely used
(Saini et al., 2008) and structured, so it can be easily transformed into another
format.

The proposed method is shown in Fig. 3.1. It has several steps. The first step
is data extraction, which includes:

— sending HTTPS requests to the specified WEB page,
— obtaining the HTTPS response from the WEB server,

— extracting useful data about malware from HTML tags and stored to SQL
DB.
The second step after data extraction is data conversion: all data in the SQL
DB are converted to the XML format.
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Fig. 3.1. Architectural view of the method implementation

And the last step is the knowledge base formation: the created XML file is
imported into the existing expert system.

3.1.1. Acquisition of Data from Websites

The method is implemented with a tool created in PHP language, which addresses
the specified website by sending the HTTPS request. The algorithm for data ac-
quisition from websites is given in Fig. 3.2.

Display

5

. Download HTML code EIroe? xes error
message

lNo

[check links Read HTML Read director)j
Write “NIL"

HTTP 404
HTTP 200

Read HTML

Save DB /@

Fig. 3.2. Algorithm for data acquisition from websites
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When a web server responds to the query, the tool reads the HTML code and
processes the information between the specified tags. The collected data is stored
in the SQL database. This way, the needed knowledge is automatically extracted
from websites and can be later used in relevant risk calculations. An example of
the automatically extracted data is shown in Fig. 3.3.
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Fig. 3.3. Example of automatically extracted data

Automatically collected information about malware is stored in the SQL da-
tabase. It must be transformed into a format suitable for expert systems to be used
by them. An example of the database shown in the figure is a source for the for-
mation of knowledge base rules.

3.1.2. Knowledge Base Formation and Import into an Expert
System

The knowledge base formation is done by converting extracted data from SQL
DB to XML format and importing it to JESS. An example of data conversion is
shown in Fig. 3.4.

This method utilizes the prepared knowledge base structure, which accepts
automatically generated facts:

(deftemplate question

(slot id)

(slot nr)

(slot country)
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(slot type)
(slot date)

(slot name)

(slot value)

(slot class)

(slot platform)
(multislot description)

)

<?xml version="1.0" encoding="ISO-8859-1"?>
<fact-list>
<fact>
<name>MAIN::question</name>
<slot>
<name>id</name>
<value type="INTEGER”>503</value>
</slot>
<slot>
<name>nr</name>
<value type="INTEGER”>1</value>
</slot>
<slot>|
<name>country</name>
<value type="STRING”>Estonia</value>
</slot>
<slot
<name>type</name>
<value type=" STRING”>Botnet activity</value>
</slot>
<slot>
<..>
<name>description</name>
<value type="INTEGER”> nil</value>
</slot>
</fact>

Fig. 3.4. Example of data conversion to XML format

The formed knowledge base was implemented on the Java expert system
shell (JESS). All collected data was automatically imported into JESS using the
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XML format. Fig. 3.5 demonstrates an example of the generated knowledge base
imported into the JESS expert system prototype.

(deftemplate
(slot id)
(slot nr)
(slot )
(slot )
(slot )
(slot )
(slot )
(slot )
(slot )
(multislot )

f-134 (MAIN::question (id 637) (nr 10) (country "Lithuania™) (type
"Local infections") (date "2019-01-22") (name "Tro-
jan.Win32.Hosts2.gen") (value "2%") (class "TrojWare") (platform
"Trojan-Spy" (description "Known as a hazard to the security of com-
puters to largely slow down computer performance and drive computer
abnormal in work when it is downloaded")

f-135 (MAIN::question (id 638) (nr 1) (country "Lithuania") (type "On-
Demand Scan") (date "2019-01-22") (hame "DangerousOb-
ject.Multi.Generic") (value "7.95%") (class "DangerousObject") (plat-
form "Multi" (description "Malicious software is detected by KL Cloud
Technologies. This verdict used for samples which was not classified
exactly.")

Fig. 3.5. Example of the generated knowledge base

This figure shows an example of formed JESS knowledge base facts. An ex-
ample of a successful knowledge base import into an expert system is provided in
Annex B Fig. B.2.

It must be stated that automatically acquired data has formed only a part of
the knowledge base, i.e., it was integrated into the existing knowledge base and
was used only for estimation of malware likelihood used in risk calculation in the
specific region. The prototype interacts with the user via a dialogue session. Risk
identification is made by matching virus distribution platforms and platforms used
in the organization. Also, the location of the organization and the prevalence of
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viruses in that area are evaluated. If an organization is operating in a country
where the prevalence of the virus is recorded, the potential risk is calculated.

An example of the HTML transformation to JESS facts is given in Fig. 3.6.
This example shows HTML tags, which were transformed, and the brown box
gives an example of a JESS fact as a transformation result.

<td>Country</td>

<td>% Percent of users*</td>
<td>1</td>
<td>Lithuania</td>
<td>22.51</td>

<div class="stats_panel" id="country stats_list">
<h2>Top - On-Demand Scan IN THE LAST WEEK</h2>
<table id="country stats_threats_ list" cellpadding="0" cellspacing="0"><tr class

="threats_link" data-link=
"https://threats.kaspersky.com/en/threat/Trojan.Multi.Hosts2.gen"><td class=
"element_index">1</td><td class="element name">Trojan.Win32.Hosts2.gen</td><td

class="element_value">22.51% </td>
<td class="cell_one cell one_icone'">Detect Date</td>
<st >02/02/2019</strong>
<td cl cell one cell one_icone">Class</td>
<a =f="https://threats.kaspersky.com/en/class/Trojan/" class="btn-link">

Trojan </a>
ass="cell_one cell one_icone">Platform</td>
href="https://threats.kaspersky.com/en/platform/Multi/" class="btn-link">
Multi </a>

</td>

<td class="cell one cell one_ icone'">Description</td>
<td class="cell_ two ">
<p>Malware of this family is installed on browsers deceptively after the user
visits fraudulent or advertising resources. This malware displays advertising
messages even if a browser is inactive.</p>

}

(JESS fact: h

f-1 (MAIN::question (id 1) (nr 1) (country "Lithuania") (type "On-Demand Scan")
(date "2019-02-02") (name "Trojan.Win32.Hosts2.gen") (value "22.51%")
(class "Trojan") (platform "Multi") (description "Malware of this family is
installed on browsers deceptively after the user visits fraudulent or advertising
resources. This malware displays advertising messages even if a browser is
\inactive."))

Fig. 3.6. Example of the HTML transformation to JESS fact

Fig. 3.7 gives an example of one rule transformation from the website view
into a JESS knowledge base fact.
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v v TIME PERIOD: © Last week @ Last month

Top - On-Demand Scan IN THE LAST WEEK Top - On-Demand Scan IN THE LAST WEEK

1 |Trojan.Win32.Hosts2.gen

2 DangerousObject.Multi.Generic

TROJAN.WIN32.HOSTS2

Home > Threats > Trojan > Trojan Win32 Hosts2 JESS fact example:

Sate 02/02/2015 -1 (MAIN::question (id 1) (nr 1) (country "Lithuania") (type "On-Demand
Scan") (date "2019-02-02") (name "Trojan.Win32.Hosts2.gen") (value
"22.51%") (class "Trojan") (platform "Multi") (description "Malware of this
Zoian family is installed on browsers deceptively after the user visits fraudulent
or advertising resources. This malware displays advertising messages
Platform I even if a browser is inactive."))

Fig. 3.7. Example of the transformation of the JESS knowledge base fact from
the website view

Orange boxes in the figure show elements transformed into the JESS fact.
The result of the formed JESS fact is given in a brown box.

3.2. Method Experiments and Risk Analysis Based on
Regional Malware Distribution

The proposed method was tested on data acquisition from the Cyberthreat real-
time map website by Kaspersky Lab (Cyber-Threats Real-Time Map, n.d.). This
site was chosen because it contains up-to-date information about known malicious
code and its distribution location in approximately 200 locations in total. In this
work, information about 3 Baltic region countries was used: Lithuania, Estonia,
and Latvia. The extracted information contained the following information about
malware: name, type, the prevalence in the selected country, spreading platform,
class, description, system, how it works, etc.

While implementing the proposed method for the experiments, a data extrac-
tion and conversion tool was created to get data from HTML, format the
knowledge base, and convert it into the XML format. Also, a prototype of an ex-
pert system using a knowledge base with automatically acquired data was devel-
oped. The prototype was designed to perform the SME’s information security risk
assessment.

During the experiment, 225 web tags were scanned in total, and 201 entries
of the knowledge base were formed automatically. Use case diagram of the
method is shown in Fig. 3.8.
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Fig. 3.8. Method use case diagram

The proposed method has demonstrated a principal possibility of automatic
data extraction and import to the expert system knowledge base. Risk assessment,
using the automatically formed knowledge base, was conducted according to the
OWASP methodology. According to user answers, technical and business impacts
were calculated in values from 0-9. The likelihood was evaluated according to the
comparison of enterprise information system platforms and the malware platform.

Finally, the risk is calculated by the formula: RISK = LIKELIHOOD * IM-
PACT. An example of the risk calculation is given in Fig. 3.9.

Technical Impact MEDIUM: 5.0

Business Impact MEDIUM: 8.0

T 1

Technical risk: 20

Business risk: 32
HTML

Platform:

Percentage of spread: 4.02]

Country:
Virus Name:
Type:

Class:
Description:

Lithuania

Hoax.HTML.FraudLoad.m

beb threats

Hoax

This family includes HTML pages that require the user to download

Fig. 3.9. Example of the risk calculation
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The impact is evaluated by the business criteria; likelihood is a percentage of
the malware spread in a specific region. Fig. 3.10 gives an example of one differ-
ent malware risk value spread by regions, which is different in a specific region.

B e T T T

Impact level: 8.0
ok ok ok ok kR ok R kR R R R R BORROR KOR KOR KR K K K R KOR K K K OK KOK K

Risk level (LT):
Risk level (LV):
Risk level (EST):

160
97
le4
Platform: Multi
20.1
120
13.04

Percentage of spread (LT):
Percentage of spread (LV):
Percentage of spread (EST):

Virus Name:
Type:
Class:
Description:

DangerousObject.Multi.Generic

On-Access Scan

DangerousObject
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Fig. 3.10. Example of malware risk value in Lithuania, Latvia, and Estonia

The given example shows that malware “DangerousObject.Multi.Generic” is
spread unevenly in different regions. So, the risk value related to this malware is
different even if the impact value is the same.

The main advantages of the proposed method are the possibility to keep the
knowledge base up to date with relevant information on current threats, integrate
information from multiple sources of information, and to minimize the workload
while creating the knowledge base of an expert system. Limitations of the method
are related to the changing structure of websites providing data and the need to
update the tool code manually. Consequently, further research is to be concen-
trated on tool adaptability for website structure.

3.3. Conclusions of Chapter 3

1. A novel automated expert systems’ knowledge base formation method
based on the data acquisition from trusted and open websites providing
current information on newly discovered malware and its geographic dis-
tribution was proposed. The method is based on scanning the HTML
code, importing processed tag information into the database with further
conversion into XML code, and integration into the knowledge base of a
developed JESS-based expert system for geographically adapted malware
risk assessment.
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2. The Kaspersky Lab’s cyberthreat real-time map website was chosen as a
data source for the method implementation tests. Data on geographical
malware distribution were collected for three countries; Lithuania, Latvia,
and Estonia. The following data on cyber threats were automatically col-
lected: malware description, related vulnerabilities, the prevalence of
malware in the selected region, the malware spreading platform, and the
typical impact on the system.

3. The method tests on the developed JESS-based expert system have shown
that automatically extracted data from the websites can improve the qual-
ity and expediency of risk assessment and provide geographically adapted
results. The proposed method differs from earlier methods by the ability
to dynamically update the knowledge base rules and facts, thus reacting
to the changing cyberthreat landscape, automatically presenting the
emerging threats in a risk assessment by linking them to a geographic
company location. During the experiment, 225 web tags were scanned in
total, and 201 entries of the knowledge base were formed automatically.






Method for Attack Tree Data
Transformation and Import into IT
Risk Analysis Expert Systems

This chapter proposes a novel method of converting attack trees into a format
usable by expert systems to utilize existing attack tree repositories in facilitating
information and IT security risk analysis. The method performs the attack tree
translation into the JESS format by consistent application of the ATTop, the soft-
ware bridging tool that enables automated analysis of attack trees using a model-
driven engineering approach, translating attack trees into the eXtensible Markup
Language (XML) format, and the newly developed attack trees into the Expert
System (ATES) program, performing further XML conversion into the JESS-
compatible format.

The proposed method and results were published in an international journal
(Vitkus, Salter, et al., 2020).
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4.1. Automation of Converting Information from
Attack Trees into Expert System’s Knowledge Base
Rules

This chapter proposes a novel approach to knowledge base formation for expert
systems dedicated to IT security risk analysis and using attack trees as a source of
information. The method proposed in this work is novel and exclusive because of
the approach based on which attack trees are transformed into rules of an expert
system’s knowledge base. Earlier approaches attempted to use attack tree data
directly without the transformation. The proposed approach provides a unique
possibility to generate an integral knowledge base of an expert system by integrat-
ing different attack trees taken from various sources. Furthermore, the generated
rules can be imported into the existing knowledge base, where knowledge of other
areas of information security risks is already systemized. While performing the
transformation, information on attack directions, probabilities, impact, and possi-
ble countermeasures is imported, thus providing the possibility to use an expert
system for decision making and making recommendations on risk management.
The research aims to improve the methods for the creation of a knowledge base
for the eventual purpose of assisting with risk analyses on an information system
or set of systems.

Attack trees can assist in the IT risk analysis process by providing a structure
to contemplate an attack against a system, i.e., attack trees provide a formal, me-
thodical way of describing the security of systems, based on varying attacks, that
can be very useful while evaluating possible threats and their probabilities during
the risk assessment. The primary purpose of attack trees is to model security
threats, represent attacks against a system, and analyze attack vectors. Some re-
searchers have demonstrated (D. Kim etal., 2019; Kornecki & Liu, 2013;
Qiu et al., 2019; Rios et al., 2020) that attack trees can be used as a supportive tool
in the field of defense, vulnerabilities detection. Attack trees are also successfully
used in information security risk analysis (Ingoldsby, 2013), the design process of
security and defense systems (Lohner, 2018), and their analysis
(Kordy et al., 2013). The versatility of attack trees and wide areas of their appli-
cation has allowed assuming that attack trees can be considered a reliable source
of information that can be applied to increasing the efficiency of expert systems.
This chapter proposes the idea of using attack trees for IT security risk analysis
by converting them into ES knowledge base rules.

By developing a process that streamlines the risk assessment via expert sys-
tems, risk analysis can be made more affordable for small and medium enterprises
and individuals while simultaneously increasing the accuracy of the risk assess-
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ment (Gadyatskaya, Harpes, et al., 2016; Janulevi¢ius & Cenys, 2014) for every-
one, especially SMEs that cannot afford to hire high-quality security experts. Un-
der current methods, a cybersecurity professional, when using an attack tree, will
be required to painstakingly proceed through several attack trees to perform a risk
analysis for a system or to base their decision on a subjective valuation. This is a
task that can take a considerable amount of time and effort as an expert will have
to spend their time going through every attack route possible within the attack
trees, some of which can have thousands of nodes (Shostack, 2014). Solving the
problem of converting attack trees to formats that an expert system can utilize will
help reduce the time costs associated with performing risk assessments. The cre-
ation of a knowledge base provides a higher level of information security since
countless examples of attack trees already exist with varying levels of detail and
complexity, targeted against different information systems and platforms. Utiliz-
ing an expert system for this process would also ensure accuracy, reliability, and
repeatability for conducted risk analyses. By converting attack trees to formats
usable by expert systems, the benefits of attack trees and expert systems can be
combined and multiplied. Moreover, this method allows the use of existing re-
sources and repositories of attack trees to assist in building a wide knowledge
base.

Automating the conversion of attack trees to a format that can be used by
expert systems is relevant and essential because it will allow small companies and
individuals to perform risk assessments at a level comparable to an assessment
conducted by someone with the resources of large companies (Gadyatskaya,
Harpes, et al., 2016). Findings on attack tree data transformation and the import
of risk analysis expert systems into it can be applied to significantly reduce the
amount of time, effort, and monetary investment required for the risk analysis of
a given company or agency. Additionally, this will allow organizations with lim-
ited security financing to prioritize the defense of the most likely places where an
attack could occur.

4.1.1. Attack Tree Preparation for Transformation

The proposed method is a process that utilizes two software bridging programs
together to implement the automation of converting information from attack trees
into rules of an expert system’s knowledge base. This method is implemented via
a python-based program named ATES, which will take output in the Universal
Metamodel for Attack Trees (UATS) format from the AT Top program mentioned
above and will create ES knowledge base rules for the output files. The output of
ATES is either one or two files depending on the user selection, which is readable
by the JESS language. Version one outputs a singular file containing the structure
for the JESS expert system and the attack tree data, while version two outputs two
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files, one containing the structure for the JESS expert system and the other con-
taining the attack tree data.

4.1.2. Converting UATS to Expert System Rules
The general view of the proposed method is presented in Fig. 4.1.
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Fig. 4.1. General view of the proposed method

The proposed method is based on data transformation from attack trees
(AT:1 .. ATy) collected from different sources (S; ... Sn) into ES knowledge base
facts. Nodes and leaves (N ... N;) of the attack trees are transformed into facts
(F1... F2), while the root of the attack tree is used to generate the attack description
(A1 ... Ax). Every transformed attack tree is saved in the form of CLIPS rules in a
newly generated file (CLP: ... CLPy). Every generated CLP file is formed as a
knowledge base of an expert system (KB; ... KBy) that can be later imported into
the unique expert system (ES: ... ES) or can be merged with an existing
knowledge base (dotted notation in Fig. 4.1).

The proposed method does not depend on the source of attack trees, and it
does not limit the amount of attack trees, i.e., S as the source of all attack trees,
can be formed of several different sources.
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S={S1, Sz, ..., Su}. (4.1)

Each source can have several attack trees (AT).

S; = {AT, AT,, .., AT }; (4.2)
SZ = {AT|+1, AT|+2, . ATJ'}; (4.3)
Sn = {ATys1, ATyaz, .., ATi}. (4.4)

Consequently, attack trees from different sources can be joined, thus forming
the set of attack trees AT.
n
AT = Z S ) 4.5
i=0( ' ) (4-9)
AT = {ATy, AT,, ..., ATi}. (4.6)

Each attack tree can have a different depth and structure with a different num-
ber of leaves (marked as N). Still, every attack tree has a root leave, called a Root
node (marked as R).

AT1={R1, N1, Ny, ..., No}; (4.7)
ATz = {Ro, No+1, No+2, ..., Np}; (4.8)
ATe = {Re, Nxs1, Npsz, ..., N2} (4.9)

Joint leaves and root nodes of all attack trees result in the set of attack tree
elements NR.

NR = Zk (ar ) (4.10)
i=0

NR = {Ry, Rz, ..., R, N1, Na, ..., N.}. (4.11)
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Transformation: Every element in set AT is transformed into elements in the
set A

AT{ATy, ATy, ..., AT} = A{A Az, ... A, (4.12)

i.e., the attack tree is transformed into separate attacks in the knowledge base.
Since the AT set is formed of several elements, every element should be trans-
formed separately. The set of attack tree elements NR is transformed into the set
of knowledge base facts and aims FG:

NR{R1, Ry, ..., R, N1, Nz, ..., N;} = FG{Gy, Gy, ..., Gi, F1, Fa, ..., Fi}. (4.13)

In other words, every attack set A is formed of the attack aim G and facts F:

A1 ={Gy, F1, Fy, ..., Fo}; (4.14)
A= {Gz, Fo+1, Fos2, ...y Fp}, (415)
Ax = {Gy, Fx1, Fpe2, ..., F2}. (4.16)

After the transformation is performed, data must be prepared in a format suit-
able for the expert system. The author used the rules of the C Language Integrated
Production System (CLIPS). Therefore, the CLP file was formed composed of
three main elements:

— tree template (TT) — information about the converted Attack tree (AT
name and root node (attack goal) name);

— node template (NN) — predefined structure to work with generated facts
from attack trees;

— facts about the attack, generated in the transformation process, i.e., CLP
if composed of the following elements:

CLPy ={TT, NT, A} ={TT, NT, Gy, Fy, F, ..., Fo}; (4.17)
CLP, = {TT, NT, A2} ={TT, NT, Gy, Fo:1, Fos2, ..., Fp}; (4.18)

CLPx = {TT, NT, A} = {TT, NT, G, Fx+1, Fxs2, ..., Fz}. (4.19)
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Rules generated using this automatic method can be used separately or
merged into a single rule:

K
CLP = Z CLP . ), 4.20
i:O( l) (4.20)
CLP = {TT,NT, Gy, Gy, ... ,Gi, F1, Fz, ..., Fa). (4.21)

Fig. 4.2 depicts an activity diagram of the attack tree data proceeding by the
methodology from creation as an attack tree to the final transformation to the rules
of the JESS expert system’s knowledge base.

5
. S Get AT data in XML format In UATS format? No \ﬁ:onven to UATS using Aﬂo;ﬂ
lYes

Input AT Data to Conversion | Errors?
ATES Py script

Output Data

Exception Process
handler termination _9@

ATES

«datastore»

JESS facts

Working
memory
Inference engine Perform IT security risk
analysis
Prepared

knowledge base
structure

JESS

Risk analysis

results and
recommendations

Fig. 4.2. Activity diagram of the proposed method

The main steps presented in Fig. 4.2 are described below.
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— Get AT data in the XML format. The initial transformation of AT into the
XML format is performed due to its versatility. The XML UATS format
enables the use of a larger variety of AT sources, so the tool is made to
work with XML UATS from the beginning. Examples of AT in XML
UATS and graphical formats are given in Fig. 4.3.

<label>Bank Account</label>

<node refinement="conjunctive">
<label>ATM</la
<nod: fineme

"disjunctive">
el>
ment="disjunctive">
1>Eavesdrop</label>

efinement="disjunctive">
1>Find Note</label>
nement="disjunctive"

2nd Auth Factor]

>Memorize</label>

= KeyFobs|  [PIN Pad @
<n inement="disjunctive">

1>Force</label> :
</node Memarize| @ @

<node refinement="disjunctive">

a) b)

Fig. 4.3. Examples of attack trees: a) AT in the XML UATS format;
b) AT in the graphical format

— Convert to UATS using ATTop. The attack tree can be directly exported
to XML UATS or converted from various formats. The tool proposed to
be used in this step is ATTop (ATTop, n.d.).

— Input AT Data to ATES. ATES is the created python-based software for
the practical implementation of the method that performs the conversion
of UATS into the JESS format.

— Conversion Python script is the conversion engine that converts XML
UATS to CLP rules and DAT facts by applying defined patterns. Exam-
ples of resulting ES knowledge base facts are presented in Fig. 4.4.

(MAIN::tree (tname "Accessing a bank's gold") (rootnode "Gain access to vault gold™))

(MAIN::node (id 0) (name "Gain access to vault gold") (parent nil) (connector AND) (cost 0) (time 0) (ex-
ploited FALSE) (probability 0.0) (difficulty 0) (countermeasure FALSE) (children 1 8))

(MAIN::node (id 1) (name "Get inside bank") (parent 0) (connector OR) (cost 0) (time 0) (exploited
FALSE) (probability 0.0) (difficulty 0) (countermeasure FALSE) (children 2 6 7))

(MAIN::node (id 2) (name "Obtain key") (parent 1) (connector OR) (cost 0) (time 0) (exploited FALSE)
(probability 0.0) (difficulty 0) (countermeasure FALSE) (children 3 4 5))

(MAIN::node (id 3) (name "Bribe employee") (parent 2) (connector nil) (cost 0) (time 0) (exploited
FALSE) (probability 0.0) (difficulty 0) (countermeasure FALSE) (children nil))

Fig. 4.4. Example of a converted attack tree to ES facts
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— Exception handler is a “try-except” code block that will terminate the pro-
cesses and return an error message to the user in the case of an error.

— Process termination terminates the process if any error occurs.

— Output Data. Converted rules are exported to the CLP and DAT files (or
one combined file if the user selects this option), supported by the JESS
ES platform.

— JESS facts. The result of the transformation process is the rules and facts
of a JESS-based expert system’s knowledge base.

— Working memory. Automatically generated rules and facts of an ES
knowledge base in the CLP format are imported into ES working
memory.

Prepared knowledge base structure. ES should be able to work with the
given (imported) facts.

Our method utilizes the prepared knowledge base structure (Fig. 4.5), which
accepts facts generated by ATES.

(deftemplate node "Data about nodess"
(slot id
(type INTEGER))
(slot name
(type STRING)
(default ""))
(slot parent
(type STRING)
(default ""))
(slot connector
(typs STRING)
(default nil)
(allowsd-values nil AND CR XOR SBND))
(slot cost
(type INTEGER)
(default 0))
(slot time
(type INTEGER)
(default 0))
(slot difficulty
(type INTEGER)
(default 0))
(slot probability
(type FLOAT)
(default ))
(slot exploited
(typs SYMBOL)
(default FALSE)
(allowed-values TRUE FALSE))
(slot countermeasure
(type SYMBOL)
(default FALSE)
(allowsd-values TRUE FALSE))
(multislot children
(type INTEGER)
(default nil)))

Fig. 4.5. Example of the prepared knowledge base structure in JESS
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— Inference engine — the JESS inference engine is used, which utilizes the
RETE algorithm.

— Perform IT security risk analysis. At this moment, the ES is prepared for
IT security risk analysis, utilizing automatically generated knowledge
base rules from the attack trees.

— Risk analysis results and recommendations. The expert system, interact-
ing with the user, performs risk analysis and gives results.

While performing the conversion of UATS into the ES knowledge base facts,
each attack tree node is transformed into one fact, as presented in Fig. 4.6.

Bank Account

a

Key Fobs  |PIN Pad

[2nd Auth Factol ~ (2)

(1): (node (id 0) (name "Bank Account") (parent nil) (connector OR) (cost 0) (time 0) (exploited FALSE)
(probability 0.0) (difficulty 0) (countermeasure FALSE) (children 1 8))

| Memorize|

(2):(node (id 13) (name "2nd Auth Factor") (parent 8) (connector OR) (cost 0) (time 0) (exploited FALSE)
(probability 0.0) (difficulty 0) (countermeasure TRUE) (children 14 15 16))

Fig. 4.6. Example of the attack tree transformation to ES knowledge base facts

In the top of Fig. 4.6 shows an attack tree, and in the bottom — two samples
of generated ES facts. Every generated fact has the following structure:

— ID of the node. Count from top to bottom and from left to right.
— Name of the node is read from the attack tree.

— Parent depicts the node, which is the parent of the current node. The value
is the node ID number.

— Connector defines the node type. Possible values are OR, AND.
— Cost of the attack if this value is specified in the attack tree.
— Time needed to perform the attack if this value is given in the attack tree.
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— Exploited state of the node. By default, all values have the FALSE value,
and they can be changed during the risk analysis process in the ES. The
value can become TRUE based on the user’s answers.

— Likelihood of the attack if this value is given in the attack tree.
— Difficulty of the attack if this value is given in the attack tree.

— Countermeasure identifies if the node already has countermeasures ap-
plied or not. Possible values are TRUE, FALSE.

— Children show what children this current node has. The value is node ID
numbers.
4.2. Proposed Method Implementation
The proposed method was practically implemented. For the method implementa-

tion, the ATES tool, which converts AT to ES knowledge base rules, was devel-
oped. Fig. 4.7 provides details on the path that attack tree passes in the ATES

program.
AT in UATS XML
format

ATES program
addfile
manages the list of files
translatevl/2
sends fileto ATES
function with flag or
printer version
"
ates inputter
. . I
provides try-except exception handling securely parses XML data
parses file name and path — returns root object
sends file content to inputter for parsing
sends root object to lister
: - —
sends lists and version flag to printer lister

l creates empty lists

find attributes from

printer UATS file
takes the lists and writes IC(U(';]S ﬁ“; 1;5(5 ct{]d i
the JESS file(9) retrieved from file

JESS ES file(s)

Fig. 4.7. Conceptual Model of ATES
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The ATES was written in Python version 3.8 and should be compatible with
any Python version greater than 3. Below is provided a short description of func-
tions implemented in ATES:

— Preparing Attack Tree Data (data pre-processing). The creation of an at-
tack tree in one of the various formats accepted by ATTop or direct cre-
ation of a UATS XML file must be done by the user. Once the UATS file
is returned from ATTop, the ATES program is ready to accept the file
for translation.

— Add file. Once the UATS file is returned from ATTop, the ATES program
is ready to accept the file for translation. ATES has a simple GUI created
using the Tkinter package in Python.

— Translatev1/2 function is wholly encased in a “try-except” block which is
a built-in function of Python which is designed for error handling. Any
errors from any of the functions within this block result in the deletion of
the data, and because of how this “try-except” block is configured, an
error message gets displayed on the screen.

— Ates. The ates function first takes the files being in input and retrieves the
filename, then sends the file to the inputter function for parsing, then
sends the parsed data to the inputter function to extract the necessary
node information into lists, before finally sending the lists to the printer
function which will write the files. The ates function will also take the
value sent with file data from the translate functions, called pvalue, and
will modify the new file name to differentiate between version one and
version two if the pvalue is 2.

— Inputter function parses the XML file using the defused XML Ele-
mentTree package built into Python. Using the defused XML package
prevents code execution from maliciously crafted XML files. The func-
tion returns an XML Document Object Model, or DOM, for use by the
lister function.

— Lister function takes the XML DOM from the inputter function and ex-
tracts the necessary data from it. It does this by first creating empty lists,
then finding the attributes to fill each list. It then returns the full lists to
the ates function to be sent to the printer function.

— Printer function has a “try-except” block for creating a directory to store
the output files from the conversion process. The files created by this
function will also expect this directory to exist and will provide the user
with the command to run if the files are in this directory. Next, the func-
tion will open the new .clf file in write mode or create it in write mode if
it does not exist and write the JESS program code which has been written.
If pvalue is 1 then the function will write the necessary JESS code and
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the list data from lister into the same file, but, if pvalue is 2, then it will
write an additional JESS code and create a new .dat file for containing
the attack tree’s node data. All the files will be named automatically
based on the original input file name. Once these processes have been
completed, the files will be saved and closed.
Successful attack tree conversion to JESS expert system knowledge base is
demonstrated in Fig. 4.8. Converted files are automatically exported to the direc-
tory “Attack_trees/JESS” in CLP format.

§ ATES Converter = O X ATES > Attack_Trees > JESS

C:/ATES/Attack Trees/UATS/Archetypal tree for DoS_UATS.xml

A
C:/ATES/Attack Trees/UATS/Become_root_UATS.xml Xm/ to C/p

_| Archetypal tree for DoS_UATS.clp
C:/ATES/Attack Trees/UATS/Stuxnet self installation_UATSxml ~
| Become_root_UATS.clp

C:/ATES/Attack Trees/UATS/SCADA attacks_UATSxml
_| SCADA attacks_UATS.clp

| Stuxnet self installation_UATS.clp

Name

Conversion was successful!
Conversion was successful!
Conversion was successful!

Conversion was successful!

Select File(s)

Convert File(s) v1

Convert File(s) v2

a) b)

Fig. 4.8. Example of successful conversion to the JESS expert system: a) successfully
converted xml files; b) automatically exported clp knowledge base files

— JESS ES file(s). The produced JESS programs have an initial welcome
message at the top of each file with instructions on where to place the
files and with what JESS command to run them. Successful JESS Oper-
ation is shown in Annex B Fig. B.3.

4.3. Proposed Method Experiments and Results

Several experiments using the proposed method were performed to demonstrate
its reliability and applicability. Automatically generated rules and facts of the ES
knowledge base were imported into the created ES (based on JESS), which allows
performing risk analysis using the generated knowledge base.

The attack trees used for testing ATES’ accuracy and capability for error
handling have been sourced through numerous scientific articles covering various
topics related to attack trees, attack tree examples from attack tree tools, and from
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results in Internet searches for attack tree examples. Additionally, the Mitre or-
ganization has a plethora of information that is easily turned into example attack
trees, such as what is available within the CAPEC! and Adversarial Tactics, Tech-
niques, and Common Knowledge (ATT&CK)? databases. The citations for the use
of these attack trees have been listed beneath the root node of the attack tree as a
comment within the pre-ATTop conversion XML file for that attack tree. The ap-
plicability of the method proposed for the automated formation of an expert sys-
tem’s knowledge base was evaluated and approved experimentally.

Table 4.1 indicates the number of attack trees used in this process and their
top-level sources. The uniqueness of the proposed approach is the provided pos-
sibility to generate an integral knowledge base of an expert system by integrating
different attack trees taken from various sources.

Table 4.1. Attack Tree Sources

Attack Tree Sources Quantity
of Attack
Trees

A safety/security risk analysis approach of Industrial Control Systems: A | 7

cyber bowtie — combining new version of attack tree with bowtie analy-
sis (Abdo et al., 2018)

Attack-Defense Tree Tool (ADTool) example attack trees (Library of 10
Attack Trees, n.d.)

Attack Modelling for Information Security and Survivability (Moore 2
et al., 2001)

Attack tree-based evaluation of physical protection systems vulnerability | 1
(Vintr et al., 2012)

Attack trees with sequential conjunction [42] 2
Automated Generation of Attack Trees by Unfolding Graph Transfor- 2
mation Systems (Huistra, 2016)

Beyond attack trees: dynamic security modeling with Boolean logic 2

Driven Markov Processes ( BDMP ) (Pietre-Cambacedes & Bouissou,
2010)

Bridging two worlds: reconciling practical risk assessment methodolo- 1
gies with the theory of attack trees (Gadyatskaya, Harpes, et al., 2016)

Crowdsourcing Computer Security Attack Trees (Tentilucci et al., 2015) | 1

DAG-based attack and defense modeling: don’t miss the forest for the at-
tack trees (Kordy et al., 2014)

Effective Analysis of Attack Trees: A Model-Driven Approach (R. 1
Kumar et al., 2018)

! https://capec.mitre.org/
2 https://attack.mitre.org/
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End of Table 4.1
Attack Tree Sources Quantity
of Attack
Trees
Is my attack tree correct? (Audinot et al., 2017) 1
Mission-oriented risk and design analysis of critical information systems | 1
(Buckshaw et al., 2005)
Multi-vendor Penetration Testing in the Advanced Metering Infrastruc- 3
ture (McLaughlin et al., 2010)
Producing and Evaluating Crowdsourced Computer Security Attack 1
Trees (Bogaard et al., 2016)
Risk assessment of cyber-attacks in ECPS based on attack tree and AHP | 1
(Ru et al., 2016)
SANS ICS Attack Surfaces (Bellovin, 2016) 1
Security risk assessment framework for a smart car using the attack tree | 5
analysis (Kong et al., 2018)
Semi-automatically Augmenting Attack Trees using an Annotated At- 2
tack Tree Library (Jhawar et al., 2018)
Studying Cyber Security Threats to Web Platforms Using Attack Tree 1
Diagrams (Petrica et al., 2017)
Survivability analysis of SOA based on attack tree models (Y. Xiao 1
etal., 2012)
Understanding risk through attack tree analysis (Ingoldsby, 2004) 2
The total quantity of sourced attack trees: 49

In the experiment, 22 different free sources with attack trees were analyzed,
and 49 different attack trees were transformed. One attack tree, in general, is ded-
icated to one main attack, so it allows ES to assess the risk for 49 different types
of attacks. During the experiment, a ruleset composed of 875 facts was created.
These facts allow assessing the risk of 49 attacks and analyzing 826 controls (Fig.
4.9). This can be considered a significant achievement in information security risk
management since effective and source-independent utilization of existing and re-
liable information sources and their adaption for use in expert systems creates
preconditions for performing information security risk analysis even by non-se-

curity specialists.

22 —> 49 —> 86 >

Sources Attacks Controls

Fig. 4.9. Summary of Transformation Results

1

Knowledge
Base
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The experiment had shown that out of approximately 50 attack trees, there
were zero errors with the ATES conversion program when inputs were correctly
configured. When a non-XML file is submitted, a syntax error is raised, and the
data is destroyed by the program. If, however, a file is in XML but does not con-
tain the expected formatting, then a syntax error is displayed, and a file is created
with pythonic “none” data instead of the attack tree node data. Additionally, the
resulting JESS expert systems were functioning as intended.

To demonstrate that automatically generated rules are practically applicable,
the JESS-based expert system prototype was used. The generated rules, including
information attack success rates, were imported from the tree, presented in

Fig. 4.10.
Block Communication
0.9560546875
Block Reader Backend
075
Dos in Network
075

Block Tag Reader
082421875
Blocker Reader
025
Faraday Cage
075
Cage Around Reader o Cage Around Tag N\
05 \ 05 !

Fig. 4.10. Attack tree “How to block the communication between an
RFID reader and tag?”

Jam Signal
05
05

Shield Tag
0375

Blocker Tag
025

Isolate Network
0.0

/ N\

Secure Warehouse Faraday Around Tag and Reader
0.0 0.0

Be in Vicinty of Tag
05

05

Secure Warehouse
0.0

This example utilizes the “How to block the communication between an
RFID reader and tag?” attack tree. In each tree, information on attack likelihood
success is stored. Nodes marked red are attack representing nodes, while green
nodes define countermeasures, i.e., defense nodes. As stated earlier, this attack
tree, stored in XML format, was converted using the proposed method and later
imported into the existing expert system, used for risk analysis, prototype. Impact
estimation at the current step was obtained from the user input.
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Risk calculation was made by the classical equation:
RISK = LIKELIHOOD x IMPACT. (4.22)

The sample of the obtained risk evaluation is presented in Fig. 4.11.

Probability of success: | 8.9568546875

Technical risk: | 7.6484375

Business risk: | 4.7882734375

Attack name: | Block communication

Description: | How to block communication between an RFID reader and tag

Fig. 4.11. Example of the risk calculation

The green color marks the impact entered by the expert system user. It can
also be imported from the attack tree if such information is included in it. The blue
color denotes the likelihood that it is imported from the attack tree. The likelihood
can vary depending on the availability or absence of countermeasures. In this sam-
ple, the likelihood is calculated for the case when no countermeasures are applied.
The red color is used to highlight the risk, calculated by the expert system accord-
ing to the equation provided above. Since the ES, evaluating both technical and
business risks was utilized for the experiments, they both can be seen on the
screen.

The provided example should not be seen as finite or unconditional. It is just
used to demonstrate that the rules generated by the method proposed can be inte-
grated and used in the new or existing expert system dedicated to information
security risk analysis. The knowledge base created can be utilized not only for the
risk calculation but also for evaluating other criteria and estimations, which are
important in the risk assessment process. The method proposed can transform and
import any information stored in a tree as likelihood, price of the attack, weight
coefficients, impact, and others. Even more, information imported can be used for
detecting the most probable attack vector or for making suggestions on possible
controls and countermeasures. Still, this is already a part of the specific expert
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system decision-making process, which is out of the scope of this research and
can be considered a perspective research topic.

As with any methodology, there are some limitations and issues. Below, a

short description of such issues is provided with comments on the controls that
were or could be applied to minimize their influence on the quality of results:

— One potential issue of the proposed method is that there is a small possi-

bility that data is altered during the transformation processes. To resolve
this issue, the data was visually compared during the heuristic phase from
the input to the resulting files to verify the accuracy.

— Another weakness of the proposed method is that the output data will only

be as reliable as the input data. l.e., if an inaccurate attack tree is con-
verted to the expert system rules, then the expert system will not provide
accurate information regarding any eventual risk assessments. Ulti-
mately, no way exists around this issue beyond double-checking that the
attack trees are accurate, coming from reliable sources, and apply to the
system in question. This will require that users of this method would have
some knowledge of their systems and that they are receiving accurate
attack tree information.

— Potentially, the greatest issue in this method lies in the extreme variability

within XML. This has been mitigated somewhat by using the output from
ATTop to standardize the expected input to ATES. However, the naming
conventions of various tools being capable of significant differences for
the same attributes (e.g., the attribute identifier “duration” referring to
the length of time required for an attack could also be called “time” or
even “length” by specific tools) means that the only solution is to code
each tool’s naming convention into the lister function.

The main advantages of the proposed method are related to the flexibility in

data processing and output:

— Due to the popularity and ease of use of the Python programming lan-

guage, it is relatively easy to increase the acceptable attack tree formats
by determining the attribute identifiers used within that tool’s XML for-
mat. Utilizing an “if-then” statement within the lister function would al-
low for the conversion of these attack trees as well.

— The configuration of version two allows for a relatively small set of

changes which would mean a single JESS expert system could read the
.dat files for multiple attack trees. Because the data is already in a sepa-
rate file, it would be possible to select multiple .dat files to minimize
consumed storage space on a device. This was not pursued by the authors
due to a lack of necessity in modern systems.
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Finally, there are several points where data can be configured by the user,
and it will be accepted throughout. It is possible to set the attribute values
either before translation in ATTop, after translation from ATTop, and
before input to ATES, after output from ATES by manually editing the
data files, or inside the JESS program created by ATES. The most effi-
cient and accurate method is to either modify the final JESS .dat files or
the XML files after being output from ATTop.

Further research on the methodology improvement will be concentrated on:

Incorporation of PDF files as a source of attack tree;

Minimizing the time for the file inputting process by creating the auto-
mated input file batch process;

Resolving the issues related to the variability of attack tree representation
and naming formats.

4.4. Conclusions of Chapter 4

1. The method was proposed for converting attack trees into a format
usable by JESS-based expert systems for reusing the existing attack
tree repositories in facilitating information and IT security risk anal-
ysis. The method utilizes several tools: already existing ATTop,
which performs the initial conversion of attack tree data into the uni-
fied UATS XML format, and the newly developed ATES tool, which
performs further transformation into the CLIPS rules supported by
the JESS expert system platform, which was chosen for the experi-
ments due to its broad adoption.

2. The developed method transforms attack trees into expert system
knowledge bases rules, which store specific knowledge needed for
information security risk analysis: the purpose of attack, attack steps
and relations between them, countermeasures, and attack parame-
ters: cost, time, likelihood, difficulty. In the experiments, attack like-
lihood, as a parameter, was used, but the method also allows the
transformation of other parameters if they are given in the attack tree.

3. The performed experiments have covered data import from attack
trees from 22 different sources and allowed the creation of the
knowledge base that could be used to assess the risks of 49 cyberat-
tacks and propose more than 826 possible controls. The experiment
had shown that of approximately 50 attack trees, there were zero er-
rors with the ATES conversion program when the inputs were cor-
rectly configured. The method has demonstrated reliability when



104 4. METHOD FOR ATTACK TREE DATA TRANSFORMATION AND IMPORT ...

converting attack trees of a supported type. Throughout the heuristic
portion of the experiments, the data conversion correctness was con-
firmed to be evaluable by JESS and tested on the JESS platform to
verify that accidental attack tree data modification will not occur dur-
ing any phase of the translation process. However, recent trends in
an attack tree representation, transformation, and generation show a
large amount of variability in attack tree representation and genera-
tion. This variability leads to some difficulties in the transformation
that could require further research.



Prototype Expert System for
Information Security Risk Analysis in
Small-Medium Enterprises

In this thesis, we present a model of an expert system dedicated to information
security risk analysis for SMEs, which gets a knowledge base automatically from
existing information security sources since the creation of a knowledge base by
expert interviews is timely and expensive. A knowledge base was generated using
automatically created expert systems knowledge bases rules, presented in this
work in Chapters 2—-4. The generated rules were integrated into the JESS-based
prototype risk analysis ES, adopted for SMEs.

The proposed expert system prototype was presented in an international jour-
nal (Vitkus et al., 2019) and results were presented at the 11th International Work-
shop Data Analysis Methods for Software Systems (DAMSS 2019), Druskininkai,
Lithuania.
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5.1. Expert System’s Design for Information Security
Risk Analysis

The development of an expert system is dedicated to information security risk
analysis for SMEs by getting a knowledge base automatically from existing infor-
mation security sources. This chapter presents the requirements, architecture, and
realization for developing such a system.

5.1.1. Requirements for the Expert System

An expert system is developed using the JESS platform. By choosing the JESS
expert system’s shell, some information system design stages are not needed: se-
curity specifications, user interfaces, data processing and database requirements,
implementation and its requirements, user documentation, program architecture,
component relations, data flows, hardware, and software requirements.

It is necessary to describe the functional and structural requirements of the
system for the developed expert system. The knowledge base, its operation, and
the sequence of operation of the program are discussed in the previous sections
describing the JESS platform. The user interface of the system in the standard
JESS environment is simple and sufficient for the expert system’s model.

To validate the methods proposed in this thesis and ensure that they meet
end-user requirements, some additional functional requirements for the system
were developed:

1. The expert system must include information security topics relevant to
the SME.

2. The system gets facts from user answers.

3. The user of the system must have the ability to change facts from the dy-
namic fact base.

4. The questions asked by the system must be relevant to a specific SME
business area.

5. The system results must be shown and monitored with the ability to export
them into the XML format.

6. Answers to questions must be limited according to the type of question.

7. The system must give recommendations to the user.

8. Security requirements: data integrity and availability.

It is important to mention that the consumer must be able to indicate the sig-
nificance of the tolerable risk. The level of tolerance in this system is important
not only in the risk assessment but also in the ability to use the expert system as a
tool to analyze how the risk values will change in the organization or simply ex-
plain whether the risk assessment did not include thresholds.

Requirements for the presentation of system results:
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1. The system shall only report values for which the calculated risk value is
equal to or greater than the specified tolerance.

2. In the results provided by the system, each value with a risk equal to or
exceeding the specified tolerable risk shall be separated.

3. When providing the estimated value risk value, the expert system shall
also provide the likelihood value that was used in the risk calculation.

4. The risk value measure shall state the reasons for the calculated risk and
the possible risk mitigation recommendations to be used.

5.1.2. Architecture of the Developed Expert System

The expert system is designed in the JESS environment, where mechanisms for
rule and fact management are already implemented. The facts are stored in work-
ing memory, also known as a fact base, which has already been described in the
previous sections. Both the initial facts and the facts obtained after activating the
rules are stored in the working memory. To accommodate and quickly access the
facts, JESS uses a set of individual indices based on a principle like that used in
relational databases. Each fact is stored in the working memory in the order in
which it was placed.
The components of the developed expert system are shown in Fig. 5.1.

Automated knowledge base formation methods

scomponents Expert system for Information security risk analysis

Ontologies transformation method
=component: =companents

s
-
Knowledge base Dynamic facts base

;u
37
2

5t g
Ef g

acomponents
WEB data integration method

«CoMponents =components

«components - i
Working memory Inference engine

Attack trees transformation method

«components
User interface

Fig. 5.1. Architecture of the developed expert system

For the expert system developed in this work, the standard structure of the
expert system is suitable only partially for several reasons. In addition to the
knowledge base, the expert system also uses facts from a dynamic fact base. In
this way, if facts from a dynamic fact base are used, they are stored in working
memory as higher priority facts, and the system no longer asks questions to find
out those facts. If a rule is fired in the system that should change a fact already
taken from the fact base, it does not change that fact. Otherwise, if the system does
not use facts from an external fact base, all the facts required by the system are
known by the user or by shooting certain rules accordingly.
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The knowledge base of the expert system in the JESS environment is suitable
for the system without additional requirements.

5.1.3. Implementation of the Expert System

The UML use case diagram, given in Fig. 5.2, shows the actors in the system and
the use cases related to the actors.

Expert system for information security risk analysis i

| —— Proposed information

security ontologies
—_— Form knowledge base trants);ormatign
\ method

Expert
\ i
: Proposed knowledge
Performs risk assessment base generation from
/ X web method

i | «inc(ude»‘\‘

User Creates risk assessment report

‘

Proposed attack
trees convert

method
Fig. 5.2. UML use case diagram
Name Form of a knowledge base
Brief descriptions Expert system knowledge base is formed

using automated knowledge base methods
and manually by the expert in the field.

Actors Expert, user, proposed method for the
transformation of information security on-
tologies, proposed method for the
knowledge base generation from the web,
proposed attack tree conversion method.

Preconditions Empty knowledge base is formatted be-
fore risk assessment.

Normal flow Risk assessment can be performed if the
knowledge base is relevant.

Alternative flows and exceptions Knowledge base formation is not needed

if the knowledge base is already relevant.
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Postconditions

Expert system is ready to use after the
knowledge base is formatted.

Name

Perform risk assessment

Brief descriptions

User performs risk assessment using the
expert system.

Actors

User

Preconditions

Expert system knowledge base should be
formatted or updated if needed.

Normal flow

User answers to questions requested by
the expert system.

Alternative flows and exceptions

Risk assessment process can be can-
celled.

Postconditions

Risk assessment is performed, ready to
create a risk assessment report.

Name

Create a risk assessment report

Brief descriptions

User can create a risk assessment report
using expert system results and recom-
mendations.

Actors

User

Preconditions

Risk assessment should be performed us-
ing the expert system.

Normal flow

User uses risk assessment results and ex-
pert system recommendations.

Alternative flows and exceptions

Risk assessment report can be skipped if
not needed.

Postconditions

User gets the risk assessment results with
recommendations for needed actions to
mitigate the identified risks.

The risk assessment in the expert system is performed according to the pro-

cess diagram given in Fig. 5.3.

. Identify assets Identify existing security controls.j

Edentify possible threats] Identify risk proability Calculate risk level @

Fig. 5.3. Risk analysis process diagram
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Risk analysis in the expert system consists of two main parts: asset identifi-
cation and risk calculation. The results of the risk analysis provide the basis for
risk assessment, risk management, and risk acceptance. When providing results
or recommendations, the expert system will present them to the user according to
the risk. Control actions and cost-benefit analysis will not be provided as it is out
of the scope of this work.

In a quantitative analysis, the level of risk is indicated by a numerical value
corresponding to the impact and probabilities. Using quantitative analysis, it is
possible to predict the quantitative value of individual risks and the risk of the
whole study, which is relevant within the framework of this system. Regarding
small businesses, it should be mentioned that a quantitative approach to assessing
the individual potential risks can identify the most likely risks that could lead to
significant losses for small businesses.

Risk analysis, which plays an important role in information security manage-
ment, and its management in the expert system will be expressed in quantitative
terms. The quantitative risk analysis at the scale of this projected expert system is
sufficiently detailed. It is designed to quantify complex and diverse risk scenarios.
A four-step approach will be used for quantitative risk analysis.

In the designed expert system, the risk analysis is performed in the following
stages:

1. Identifying assets;

2. ldentifying threats;

3. Assess the importance of assets that are threatened:;

4. Indicate the security measures used to reduce the risk.

The risk analysis of the existing threat, the values of which are unacceptable,
provides recommendations for risk management.

To adopt the application of the expert system to companies of different sizes
and profiles, it was decided to group the questions and rules. In the JESS expert
system, this is done by breaking down the desired questions and rules into mod-
ules. First, general questions are asked to identify the enterprise profile. This is
followed by questions relevant to the enterprise’s field of activity and other ques-
tions to identify security risks. Once security risks have been identified, the level
of risk is calculated, and recommendations for the management of intolerable risks
are provided.

The main facts that determine the questions fired by the system are the enter-
prise profile, the size of the enterprise, and the security policy. Depending on the
facts presented, the rules are activated according to the company profile.

A system sequence diagram is shown in Fig. 5.4.
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Fig. 5.4. UML Sequence Diagram of the developed expert system
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Today almost all companies process data and automate their processes using
information technologies. Even the smallest company possess information and in-
formation system that must be secured. Information security risk analysis is a
compulsory requirement both from the side of regulating documents and the in-
formation security management decision-making process. However, it is a chal-
lenging task for small and medium-sized enterprises (SMESs) because of the lack
of competence and limited resources.

5.2. Developed Expert System

For the validation of the proposed methods, the JESS-based expert system was
developed. The system is dedicated to information security risk analysis in SMEs,
according to functional requirements given in the previous sub-chapter.

The developed expert system is JESS-based, and the user interacts with its
native user interface. In these experiments, a textual interface was used. The de-
veloped expert system has five profiles of SMEs:

1) E-commerce,

2) Software development,

3) Designing,

4) Transportation,

5) Medicine.

Some of the questions in the expert system are dedicated to a specific profile
of the organization, and there is no need to answer irrelevant questions. The ex-
periments were performed with two profiles, as attracting experts in the field is a
resource-intensive process.

In this thesis, generated rules were integrated into this expert system’s
knowledge base. This part of the expert system’s knowledge base was developed
using traditional methods for the development of a knowledge base and included
rules for identification of appropriate assets, calculating impact and probabilities
based on the environment of a specific company (infrastructure, maturity level,
environment, sector, etc.), while rules generated automatically from the ontology,
web data and attack trees included additional information on appropriate security
controls, malware, and threats.

The JESS platform was used, utilizing the RETE algorithm (rules and facts
are changing in different periodicity (Peltier, 2005)), which optimizes rule work-
ing cycles and minimizes the probability of errors (E. J. Friedman-Hill, 2007b).

The prototype of an expert system makes use of dynamic facts from the ear-
lier answer. If there are facts in the dynamic facts base, they are loaded into
memory with higher priority than knowledge base facts. The rule that can change
the known fact is not activated either. Basic questions are oriented toward small
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and medium-sized enterprises by their business profile. The risk analysis value is
numeric. This risk analysis process includes four main steps: (1) identifying as-
sets, (2) identifying possible threats, (3) business impact, and (4) recommenda-
tions on risk reduction.

The result of risk value is the sum of evaluated asset value and likelihood.
The likelihood, according to ISO 31000, means the “chance of something happen-
ing.” The English term “likelihood” does not have a direct equivalent in some
languages; instead, the equivalent of the term “probability” is often used. How-
ever, in English, “probability” is often narrowly interpreted as a mathematical
term. Therefore, in the risk management terminology, “likelihood” is used with
the intent that it should have the same broad interpretation as the term “probabil-
ity” has in many languages other than English (ISO, 2009). Descriptions of used
risk likelihood values are provided in Table 5.1.

Table 5.1. Risk likelihood value descriptions

Category Value | Description

Very likely 4 Risk likelihood is very high, i.e., equal to or greater than 81
% certainty that it occurs.

Likely 3 Risk likelihood is high, i.e., there is between 61 % to 80 %
certainty that it occurs.

Possible 2 Risk likelihood is medium, i.e., there is between 41 % to 60
% certainty that it occurs.

Unlikely 1 Risk likelihood is low, i.e., there is between 21 % to 40 %
certainty that it occurs.

Very unlikely | 0 Risk likelihood is very low, i.e., there is between 1 % and
20 % certainty that it occurs.

Risk calculation is based on the matrix shown in Table 5.2. The risk value
can vary from 0 to 8. A lower value shows a lower risk.

Table 5.2. Used risk calculation matrix

Asset value | 0 1 2 3 4
Likelihood

0 0 1 2 3 4
1 1 2 3 4 5
2 2 3 4 5 6
3 3 4 5 6 7
4 4 5 6 7 8
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Expert system questions were adapted to five different SME business profile
types: e-commerce, software development, design, transportation, and private
medical practice. The main factors that determine questions activated by the sys-
tem are enterprise size and business profile.

As the authors of other expert systems mention, the broader description of
the problem in the rules gives the greater accuracy of the answers, which is not
necessarily true in the case of people, as already mentioned. Therefore, such a
system requires automated testing, which should theoretically cover almost all
possible combinations of rules and facts, and in real terms, cover as many possible
variants as possible, as the expert system demonstrates artificial intelligence.
Also, by starting to test the developed system in the early stages, it is possible to
avoid several levels of mistakes, which are very easy to leave in the expert system
and to correct them, it would be necessary to write new conflict-solving rules.

To make sure that the developed expert system works correctly, it was de-
cided to perform its automatic testing, dividing it into two parts: automatic random
and automatic target testing. In automated random testing, the performance of the
expert system model and its results are tested with random values, and in auto-
mated random testing, the expert system is initially provided with the desired facts
and only then random responses. Testing in automated targeted testing initially
provides the desired facts that can lead to further questions from the expert system
and the final results. By testing in this way, it is easy to discover the erroneous
rules observed.

In both types of testing, monitoring of facts, rules, and their activation are
enabled to verify who and what fired the rule.

For automated random testing, it was decided to use standard Linux CLI tools
and integrate them into the bash script. Test logs - reports are saved, and an XML
file of facts and rules is provided to JESS for later review.

It is possible to use a Linux seq or Excel spreadsheet to generate an answers
file. In the case of expert system testing, the answers file was generated using an
Excel spreadsheet containing two types of answers, as the expert system currently
accepts only two types of answers: textual answers only “yes” or “no” and nu-
meric values. The use of such a file for testing at the same time checks whether
the expert system accepts the answers in the correct form specified in the question.

Testing consists of four parts: shuffling the generated random responses,
launching the program, and non-interactively submitting responses from the file
in which the responses were shuffled, saving the raw report, processing the report,
and saving to the file specified at the beginning of the program. Fig. 5.5 shows the
source code for the b.sh script.
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echo "lveskite ataskaitos pavadinima"

read atas

echo "Ataskaitos failas" $atas".txt"

shuf rand.txt >rand1.txt

java.exe -classpath jess.jar jess.Main risk.clp < rand1.txt > ats.txt
sed '1,14d" ats.txt >atas.txt

sed 's/#/\n&/Q' atas.txt >ats.txt

sed -i -e '1d" ats.txt

pr -tmJ ats.txt randl.txt > atas.txt

awk '$2>="$$$$" atas.txt > "$atas".txt

awk '{a[$4]=$0} END {for (i in a) print a[i]}' "$atas".txt >atas.txt
sed -i -e '$a\' "$atas”.txt

sed -i.bck '$s/$/ /' "$atas".txt sed '11G;h;$!d"
atas.txt >>"$atas" txt

read -p 'Testas baigtas' #EOB

Fig. 5.5. Expert system’s automatic testing script

Another way of testing is automatic random testing. It is a very convenient
way to test all the rules and the operation of the whole expert system. Such auto-
mated random testing is ineffective when supplementing the expert system with
new rules or revising them. It was decided to use automatic targeted testing for
such tests. Compared to automatic randomization, it differs in that testing initially
presents specific facts for testing, and only in their absence is testing continued
using random facts. The facts are presented to the system using an XML fact file
that is read when the expert system becomes operational or by using rules to rec-
ord the facts directly into the expert system, which is very inconvenient and in-
creases the likelihood of errors.

An example of automated testing is given in Annex B Fig. B.4. By specifying
the necessary facts, each rule can be tested individually or only in part, with fur-
ther testing using random values. Once the expert system has received the facts,
the questions which are intended to obtain those facts shall no longer be asked
unless an adjustment rule is issued.

5.3. Experiments and Validation

The expert system’s validation with the combined knowledge base (automatically
generated and prepared rules) tests included a comparative analysis of results ob-
tained by the expert system and eight independent human experts that got the same
company profiles and facts as the expert system. The experts’ verification was
performed before including them in the experiment. The experts had to perform
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tasks that allowed to ensure the sufficiency of their knowledge in information se-
curity risk analysis, and only after successful results do experts get a task to per-
form a risk analysis.

There were 30 questions (15 in each scenario). Questionnaires were con-
structed in a way to make answering possible for staff with low IT and security
knowledge levels. The experimental questionnaire issues included the following
threats: IT hardware, physical, software, data leakage, and third-party services. In
both scenarios, fourteen questions were the same, only the facts were different.
Each scenario had one question tailored exactly to the company profile described
in the scenario. All facts used in the design of the questionnaire were initially
submitted to the expert system. The main facts used in the experiment are given
in Table 5.3.

Table 5.3. Scenarios for risk analysis

Facts Scenario 1 Scenario 2
Enterprise profile e-commerce software developing
Number of employees 5 80

Number of equipment 20 10

Security policy No Yes

Experts had to indicate only the risk likelihood by evaluating the provided
facts: asset value, deployed controls, available equipment, and other information
from the company profile. The final risk value was calculated according to the
risk assessment matrix presented in Table 5.2.

The results of the experiment are presented in the form of diagrams below
and in more detail. First, experts and expert system results of the risk likelihood
evaluation were presented and analyzed, and later, risks values were presented
and analyzed. In Fig. 5.6, the results of the risk likelihood evaluation of scenario
1 are given.

For assessing the agreement among the experts, Kendall’s coefficient of con-
cordance (also known as Kendall’s W) was used. If the test statistic, W is 1, then
all the survey respondents have been unanimous, and each respondent has as-
signed the same order to the list of concerns. If W is 0, then there is no overall
trend of agreement among the respondents, and their responses may be regarded
as essentially random. Intermediate values of W indicate a greater or lesser degree
of unanimity among various responses.

The definition of Kendall’s W. Suppose that object i is given the rank r;; by
expert number j, where there are in total n objects and m experts. Then the total
rank given to object i is
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m
Ri = Z ri,jl (51)
j=1
and the mean value of these total ranks is
= 1
R=2%1,R;. (5.2)
The sum of squared deviations, S, is defined as
n D2
§= 3., (Ri—R)? (5.3)
and then Kendall’s W is defined as (Dodge et al., 2006):
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Fig. 5.6. Risk likelihood evaluation results of scenario 1

The graph in Fig. 5.6 demonstrates that expert system values and the average
of experts’ values are similar. Equation (5.4) W = 0.573 indicates a relatively high
level of agreement between the experts. Next, the p-value was also evaluated. P-
value is a probability that measures the evidence against the null hypothesis.
Lower p-values provide stronger evidence against the null hypothesis. Scenario 1
p-value = 2.19E-08 < 0.05, thereby allowing us to reject the null hypothesis that
there is no agreement among the experts.



118 5. PROTOTYPE EXPERT SYSTEM FOR INFORMATION SECURITY RISK ...

In Fig. 5.7, experts’ values in scenario 1 are given in a Boxplot diagram,
which allows visually identifying questions where experts’ opinion match or dif-

fers mostly.
I i*
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Fig. 5.7. Experts’ values in scenario 1

Based on the figure, all expert opinions matched in questions 9 and 15, and
they had some differences in questions 7 and 13.

Fig. 5.8 gives the results of the risk likelihood evaluation of scenario 2. This
figure shows visually bigger differences between experts and expert system values
than in the first scenario, but no question exists where expert system values did
not match with at least one expert. According to equation (5.4), W = 0.236, which
indicates a relatively low level of agreement between the experts, and p-value =
0.023 < 0.05, thereby allowing us to reject the null hypothesis that there was no
agreement among the experts. The agreement between the experts in the second
scenario was lower than in the first scenario.
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Fig. 5.8. Risk likelihood evaluation results of scenario 2

In Fig. 5.9, expert values in scenario 2 are given in a Boxplot diagram.
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Fig. 5.9. Experts’ values in scenario 2
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Based on the figure, expert opinions matched in questions 4, 5, and 11, and
they had some differences in question 8 and 12.

For the next analysis, an average of expert values was chosen to compare
with expert system values. In Fig. 5.10, values given by experts and the expert
system for risk likelihood in Scenario 1 are given, and in Fig. 5.11, the same values
for Scenario 2 are given.
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Fig. 5.10. Risk likelihood values given by experts and expert system for scenario 1
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Fig. 5.11. Risk likelihood values given by experts and expert system in scenario 2
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The comparative analysis of risk analysis results by the expert system and
the average result of human experts’ evaluation is provided in Fig. 5.12 (Sce-
nario 1) and in Fig. 5.13 (Scenario 2).

Risk value
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Fig. 5.12. Risk values given by the expert system and real experts for scenario 1
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Fig. 5.13. Risk values given by the expert system and real experts for scenario 2



122 5. PROTOTYPE EXPERT SYSTEM FOR INFORMATION SECURITY RISK ...

Looking at the likelihood value diagrams, the assessment of the probabilities
of the experts is very similar to the assessment provided by the expert system.
Still, there are some differences of opinion in the expert assessments. In the case
of marginal values, less precision is observed as the identification of risk for a
completely insecure or highly protected assets requires additional facts or a more
detailed risk assessment, which was not provided in this case.

The risk value diagrams above once again confirm that the risk assessment
of the expert system is sufficiently accurate compared to the assessment provided
by the experts. Analyzing the likelihood and risk assessment diagrams together,
the accuracy of the assessment depends on the assessment values. In the case of
marginal values, less precision is observed as the identification of a risk for a
completely unsafe or highly protected value requires additional facts or a more
detailed risk assessment, which was not provided in this case.

The assessment accuracy was not high in the case of questions and reasons
for the expert assessment where the technical equipment or tools are not directly
related to the profile of the company presented in the scenario.

The results demonstrate that evaluation given by the expert system correlates
in many cases with evaluation by human experts that are taken as a reference.

The correlation coefficient was calculated by the Pearson correlation for-
mula:

L E(x-R)(y-y)
JE (=% (y-y)’

where r — Pearson correlation coefficient, x is the expert system risks values, and
y — experts risk values. If the resultant value — r is close to +1, this indicates a
strong positive correlation. If the resultant value — r is close to —1, this indicates a
strong negative correlation.

In the first scenario, the correlation coefficient is 0.949, and the p-value is
3.36E-07, while in the second scenario — 0.588, and the p-value 0.039. Correlation
coefficients of both scenarios allow us to confirm that experts and expert system
results correlate (in the first scenario, strong correlation, and in the second, mod-
erate correlation). P-values of both scenarios are less than 0.05 that allowing us to
reject the null hypothesis that there is no agreement among the experts and expert
system.

But it is even more important to state that the expert system was able to pro-
cess the generated rules from the information security ontology, web data, and
attack trees, thus proving the concept of automatic rule generation utilizing meth-
ods proposed in this work. As the experiments show, the information security risk
analysis of SMEs can be performed by one person using the proposed methods
and expert system. The classical risk analysis process requires a group of several

(5.1)
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people and experts. Thus, it can be confirmed that the proposed and implemented
methods will allow small and medium-sized enterprises to perform information
security risk analysis with fewer human resources.

5.4. Conclusions of Chapter 5

1.

A developed expert system operates knowledge in three ways: from the
knowledge base, from the dynamic facts base, or from both. The possi-
bility of using the dynamic facts base allows reusing historical data if the
facts remain unchanged. The expert system knowledge base was created
in four ways: by translating information security ontologies, transforming
malware information from web data, transforming attack trees, and man-
ually creating rules. Thus, the successful use of such a knowledge base
show that it is possible to integrate rules obtained in different ways into
a single knowledge base.

A prototype of a JESS-based expert system dedicated to information se-
curity risk analysis in SMEs was developed, where the knowledge base
was developed and updated by the methods proposed in this thesis with
automatically generated rules. Performed experiments validated the pro-
posed methods. Rules generated using these methods were successfully
used in practice. The developed expert system was adopted in five differ-
ent profiles of enterprises, and two of them were tested with real experts.
Experiments validated that the results of the expert system of the results
and real experts’ results were similar. The developed expert system
knowledge base was formed using three automated methods presented in
this work. Using these methods, 662 rules were imported from ontologies
in the expert system knowledge base, 201 from web data, and 826 from
attack trees. The experiments showed that the expert system correlates
with the evaluation of a real expert with a 0.949 correlation coefficient in
the first scenario and 0.588 in the second.






General Conclusions

1. The performed scientific literature review has demonstrated the importance
of automated methods for information security risk analysis expert systems
knowledge base generation, since classical manual methods of knowledge
base generation are too slow and expensive. The current scientific research
concentrates on the integration of static data, such as ontologies, but this can-
not depict the changing state of the cyberspace risk landscape. The performed
analysis has allowed clarifying that research on the improvement of
knowledge base generation should be concentrated on the transformation of
existing data sources. Three different sources were selected according to the
set criteria, such as suitability for information security, adaptability to risk
assessment, a sufficient number of information sources, availability in text
format, and suitability for automatic transformation: ontology, web data, and
attack trees. After the analysis of expert systems platforms, according to the
defined criteria, the JESS expert systems shell was selected, which is suitable
and sufficient to implement the tasks set in this thesis.

2. This thesis proposed and implemented three knowledge base generation meth-
ods using various information sources for automated expert system
knowledge base generation: the method based on the transformation of infor-
mation security ontologies into expert system knowledge base rules and com-
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plementing the knowledge base with descriptions of information security con-
trols; method based on the transformation of web data containing malicious
code descriptions into expert system knowledge base rules and complement-
ing the knowledge base with dynamic information on the prevalence of mali-
cious code by regions; and method based on the transformation of attack trees
from various sources into expert system knowledge base rules that include
information relevant to information security risk assessment, such as threat
likelihood, cost, complexity, threat exploitation time, and countermeasures.

The proposed methods increase the knowledge base creation speed and allow

reusing the existing information sources.

The proposed methods were verified by ensuring that the automatically gen-

erated rules meet the requirements of the syntax and logic of the rules and

validated by practical experiments in a developed expert system prototype.

3.1. During the method experiments and validations, two practical infor-
mation security ontologies were transformed into expert system
knowledge base rules with 60% and 64% success rates. In total, 662 rules
from ontologies were automatically generated. During the knowledge
base formation method based on the acquisition of web data experiments,
201 entries of the knowledge base were formed automatically, where
data on geographical malware distribution were collected for three coun-
tries: Lithuania, Latvia, and Estonia. Experiments performed on the
method of converting attack trees have covered data import from attack
trees from 22 different sources and allowed the creation of the knowledge
base that could be used to assess the risks of 49 cyberattacks and propose
over 826 possible controls.

3.2. The expert system knowledge base was created by combining outputs of
the proposed automated methods and the manual expert input. The suc-
cessful integration of automatically obtained rules into a knowledge base
demonstrates the validity of the proposed methods. A further compara-
tive risk assessment by the expert system and human experts has demon-
strated the practical applicability for risk analysis in small and medium-
sized enterprises since the results of the expert system of the results and
real experts’ results demonstrate high level of similarity: the correlation
coefficients in two scenarios were equal to 0.949 and 0.588, and p-values
were less than 0.05 and equal to 3.36E-07 and 0.039, respectively, thus
allowing us to confirm agreement among experts and expert system.
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Jvadas

Problemos formulavimas

Informacijos saugos riziky vertinimas gali padéti organizacijoms valdyti informacijos
sauga (Agrawal, 2017). Tai padeda identifikuoti ne tik silpnasias informacijos saugos vie-
tas organizacijoje, bet taip pat gali padéti mazinti informacijos saugos uztikrinimo kastus,
kadangi néra poreikio diegti visas jmanomas informacijos saugos kontrolés priemones,
bet tik tas, kurios identifikuotos kaip butinos, siekiant suvaldyti kylanéias rizikas.

Organizacijos turi du buidus, kaip atlikti informacijos saugos riziky analiz¢: samdyti
specialistus (ar jmones) i§ iSorés arba jdarbinti specialistus. Abu pasirinkimai yra gana
brangis. Keletas autoriy (Janulevi¢ius & Cenys, 2014; Kailay & Jarratt, 1995;
Kozhakhmet et al., 2012) informacijos saugos rizikos analizei sitilo naudoti ekspertines
sistemas. Ekspertinéms sistemoms pagal savo struktiira reikalinga ziniy baz¢, kuri buty
laiku atnaujinta ir buity suformuota kokybiskais duomenimis.

Ekspertiniy sistemy ziniy bazés suformavimas ir atnaujinimas tampa problema, ka-
dangi tai yra brangus ir ilgai trunkantis procesas. Tai rodo, kad ekspertiniy sistemy ziniy
bazés formavimo ir atnaujinimo automatizavimas yra svarbus. Kita vertus, egzistuoja lais-
vai prieinamy susisteminty ziniy $altiniy, kurie gali biiti panaudojami automatizuojant in-
formacijos saugos riziky analizés ekspertiniy sistemy ziniy bazes. Automatizuotas tokiy
ziniy konvertavimas j ekspertiniy sistemy ziniy bazes leisty efektyviai ir mazesniais kas-
tais atlikti informacijos saugos rizikos vertinima.
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Darbo aktualumas

Jvairts autoriai (Lashkarara, 2017; Ralston et al., 2007; Shang et al., 2019) sutinka, kad
Siomis dienomis informacija yra viena i$ kritiniy organizacijos daliy, nepriklausomai nuo
jos dydzio. Net pati maziausia organizacija turi informacijos, kurig reikia saugoti (Stowell,
1993). Informacijos saugos riziky analizé gali padéti identifikuoti silpnasias vietas, kurias
reikia saugoti.

Didelés organizacijos gali sau leisti samdytis informacijos saugos riziky valdymo
specialistus, tac¢iau mazos ir vidutinio dydzio jmonés tai leisti gali ne visada. Ekspertinés
sistemos gali padéti atlikti informacijos saugos riziky analize, tac¢iau ekspertiniy sistemy
ziniy bazés atnaujinimas tampa problema. Automatizavus informacijos saugos riziky ana-
lizés ekspertiniy sistemy ziniy baziy formavimg ir atnaujinima, biity galima automatizuoti
informacijos saugos riziky analizés procesg, ypa¢ mazose ir vidutinio dydzZio jmonése.

Ziniy baziy automatizavimo tema yra palyginti nauja, nors keletas autoriy jau yra
pasitle automatizavimo metody, kurie pademonstravo ne tik automatizavimo galimybes,
bet ir naudas. Pasitlius metodus, kurie supaprastina rizikos analizés procesa naudojant
ekspertines sistemas, rizikos analizé gali biiti prieinamesné mazoms ir vidutinéms jmo-
néms, kartu baty padidintas rizikos vertinimo proceso tikslumas (Gadyatskaya, Harpes,
et al., 2016; Janulevicius & Cenys, 2014) visiems, ypa¢ mazoms ir vidutinéms jmonéms,
kurios negali sau leisti samdyti aukstos kokybés saugumo eksperty rizikos analizei.

Tyrimo objektas

Pagrindinis Sio tyrimo objektas yra ekspertiniy sistemy, naudojamy informacijos saugos
rizikos analizei, Ziniy bazés pildymo automatizavimo metodai.

Darbo tikslas

Disertacijos tikslas — patobulinti informacijos saugos rizikos analizés ekspertiniy sistemy
ziniy bazés generavimo biidus, kurie leisty sumazinti informacijos saugos valdymo atskirtj
smulkaus ir vidutinio dydzio jmonése, panaudojant esamus informacijos Saltinius.

Darbo uzdaviniai

1. Atlikti esamy ekspertiniy sistemy, skirty informacijos saugos rizikos
analizeli, ir jy ziniy bazés formavimo metody analize¢, nustatyti galimus infor-
macijos $altinius ir pateikti jy taikymo sritis.

2. Pasitlyti metodus, kaip patobulinti automatizuotus informacijos saugos rizi-
kos analizés ekspertiniy sistemy Ziniy bazés pildymo metodus, naudojant esa-
mus informacijos saugumo $altinius.

3. Atlikti eksperimentinius bandymus ir i§bandyti sitlomus metodus, skirtus au-
tomatizuotam ekspertiniy sistemy Zziniy bazés pildymui, jvertinti gautus re-
zultatus ir apibrézti biisimo darbo tikslus.

Tyrimy metodika

Tiriant darbo objekta, buvo pasirinkti toliau aprasyti tyrimo metodai:
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— Teorinis (analizés ir sintezés) tyrimas atliktas siekiant nustatyti problemos spren-
dimo strategija.

— Kilasifikavimas: literatiroje pateikty metodiky, privalumy ir trikumy apibendri-
nimas, siekiant iSgryninti disertacijos tyrimo objekto bei darbo tikslg.

— Patirtis: problemos sprendimas grindziamas moksliniais tyrimais bei kity moks-
lininky jzvalgomis bei patirtimi.

— Eksperimentas: suformuota hipotezé patvirtinta eksperimentiniu tyrimu.

— [vertinimas: i§vados pateiktos atsizvelgiant j tyrimo metu surinktus i$analizuotus
ir i$aiskintus duomenis.

Darbo mokslinis naujumas
Darbo mokslinis naujumas pagristas Siais rezultatais:

1. Pasidllytas naujas metodas automatizuotai transformuoti esamas informacijos
saugos ontologijas j ekspertiniy sistemos ziniy bazés taisykles, metodas taiko-
mas informacijos saugos rizikos analizei atlikti. Skirtingai nuo kity metoduy, jis
tiesiogiai neintegruoja ontologijos, bet naudoja ontologijos elementy transfor-
macija j papildomas sistemos taisykles.

2. Pasiilytas naujas metodas automatizuotai ekspertiniy sistemy ziniy bazei ge-
neruoti, jis paremtas regioninio kenkéjisky programy paplitimo duomeny in-
tegravimu i§ ziniatinklio realiojo laiko zemélapio, kuriame pateikiama naujau-
sia informacija apie naujai atrastas grésmes. Naudojant realiojo laiko
zemélapio informacija galima tiksliau apskaiciuoti informacijos saugos rizika
konkrec¢iame regione.

3. Pasiilytas naujas metodas, paremtas atakos medziy transformavimu j eksper-
tiniy sistemy ziniy bazés taisykles, turincias informacija apie atakos tikimybe
ir kaina, siekiant palengvinti informacijos saugos rizikos analize.

Darbo rezultaty praktiné reikSmé

Disertacijos pasitlyty metody teoriné ir praktiné svarba pasizymi jy pritaikomumu nuolat
besikei¢ianciame informacijos saugos valdymo sprendimy priémimo procese, pagristu in-
formacijos saugos riziky valdymu, kuris apima ir privalomy reikalavimy jgyvendinima.

Sitlomi informacijos saugos rizikos analizés ekspertiniy sistemy ziniy bazés forma-
vimo metodai, naudojant esamas informacijos saugos ontologijas, kenké¢jisSky programy
paplitimo ir ataky medziy informacija, demonstruoja tarpdalykinj pozitirj, derinantj tiek
informatikos inzinerijos, tiek valdymo metodus, skirtus rizika pagrjstai informacijai
spresti.

Sukurtus jrankius, skirtus automatizuoti ontologijy, ataky medziy ir kenkéjisky prog-
ramy paplitimo informacijos transformavimui ir integravimui j informacijos saugos riziky
analizés ekspertiniy sistemy ziniy bazes, jmonés, ypa¢ mazos ir vidutinés, gali tiesiogiai
naudoti, kad sumazinty laiko ir Zmogiskyjy istekliy sanaudas, bei informacijos saugos ri-
zikos analizg atlikti neturédamos specialiy informacijos saugos ziniy.

Sukurtas ekspertinés sistemos prototipas parodé praktinj automatizuoto ziniy bazés
panaudojimo pritaikomumg informacijos saugos rizikos analizés procese.
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Ginamieji teiginiai
1. Ivairiy informacijos Saltiniy, pasizyminciy skirtingomis savybémis, transforma-
vimas | ekspertiniy sistemy taisykles ir jy jtraukimas j ziniy baze itin padidina
aktualios informacijos kiekj, kuriuo operuoja ekspertiné sistema.
2. Automatiniu budu suformuotos ekspertiniy sistemy taisyklés, integruotos j ziniy
baze, papildo jg informacija, reikalinga informacijos saugos rizikos analizei at-
likti, ir yra darnios su rankiniu badu suformuotomis taisyklémis.

3. Dél informacijos saugos rizikos analizés kompleksiskumo Siuo metu néra vieno
Saltinio, kuris blty pakankamas ekspertinés sistemos ziniy bazei formuoti. Skir-
tingi informacijos Saltiniai ekspertinés sistemos Ziniy baz¢ papildo specifine in-
formacija, reikalinga informacijos saugos rizikai valdyti.

Darbo rezultaty aprobavimas

Disertacijos tema paskelbtos 3 Zurnaluose, jtrauktuose j Clarivate Analytics (buv.
Thomson Reuters) Web of Science duomeny bazg ir turin¢iuose citavimo rodiklj. Moksli-
niai rezultatai buvo pristatyti 4 mokslinése konferencijose, i§ kuriy 2 — tarptautinés:

— The 24th International Nordic Conference on Secure IT Systems (NordSec 2019),
Aalborg, Denmark.

— The 11th International Workshop Data Analysis Methods for Software Systems
(DAMSS 2019), Druskininkai, Lithuania.

— The 22nd Junior Researchers Conference “Science — Future of Lithuania” on IT
Security and Information Systems, 2019, Vilnius, Lithuania.

— The 23rd Junior Researchers Conference ““Science — Future of Lithuania” on IT
Security and Information Systems, 2020, Vilnius, Lithuania.

Disertacijos struktira

Darbg sudaro bendroji charakteristika, penki pagrindiniai skyriai, i§vados, literattiros sa-
raSas, autoriaus publikacijy disertacijos tema sarasas ir priedai. Disertacijos apimtis (be
priedy) — 146 puslapiai, 54 iliustracijos ir 12 lenteliy.

1. Ekspertiniy sistemy, skirty informacijos saugos rizikos
analizei, ir jy ziniy bazés pildymo metody analizé

Siame skyriuje apzvelgiama informacijos saugos riziky analizés ekspertiniy sistemy ir jy
Ziniy baziy generavimo automatizavimo metody analizé. Analizé pradedama informacijos
saugos riziky valdymo proceso paai$kinimu, kuriame i$déstomi pagrindiniai §i0 proceso
elementai. Véliau pateikiama pagrindiné ekspertinés sistemos architektiira ir jos apraSy-
mas. Pateikiama esamy ekspertiniy sistemy, skirty informacijos saugos riziky analizei,
apzvalga. Analizuojant esamus ziniy bazés generavimo buidus, pateikiami skirtingi ziniy
bazés generavimo biidai. Siekiant jvertinti automatizuoto Ziniy bazés generavimo galimy-
bes, analizuojami galimi informacijos Saltiniai, kurie gali buti tinkami.
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Informacija kiekvienoje $iandienos organizacijoje atlieka svarby vaidmenj. Net ma-
Ziausia organizacija turi informacijos, kurig reikia saugoti. Informacijos saugos riziky val-
dymas gali padéti organizacijoms sumazinti kylané¢ias informacijos saugos rizikas iki pri-
imtino lygio.

Informacijos saugos riziky valdymas — procesy ir susijusiy jrankiy rinkinys, pade-
dantis organizacijoms proaktyviai nustatyti grésmes, silpngsias vietas, jvertinti potencialy
poveikj ir jo tikimybe (Young, 2020). Rizikai jvertinti reikalingos dvi pagrindinés deda-
mosios: galimas poveikis ir rizikos tikimybé. Svarbu pazyméti, kad riziky valdymo pro-
cesas yra testinis. Kiekvienas rizikos suvaldymas reikalauja rizikos pervertinimo, todél
riziky valdymas yra atliekamas periodiskai.

Ekspertinés sistemos yra viena i§ pirmyjy dirbtinio intelekto formy (Negnevitsky,
2005). Vienas svarbiausiy ekspertinés sistemos elementy — ziniy bazé. Nuo jos kokybés
priklauso ekspertinés sistemos rezultatai. Analizuojant moksling literatiira nustatyti jvai-
ris bandymai, kaip palengvinti ziniy baziy pildyma, taciau nei vienas i$ sililyty néra tin-
kamas informacijos saugos riziky analizés ekspertinéms sistemoms.

Informacijos saugos riziky analizé — sritis, reikalaujanti placios ir tikslinés analizés.
Atlikus potencialiy informacijos $altiniy, kurie galéty biiti naudojami automatizuotai for-
muoti ekspertinés sistemos ziniy baze, analiz¢ nustatyta, kad vienas $altinis nebiity pakan-
kamas, todél buvo atrinkti trys Saltiniai, turintys skirtingas charakteristikas ir Ziniy bazg
galintys papildyti jvairia, informacijos saugos riziky analizei reikalinga informacija. IS 8
potencialiy $altiniy pagal atrinktus Kriterijus buvo pasirinkti trys: informacijos saugos on-
tologijos, ataky medziai, ziniatinklio duomenys (juos sudaro informacija apie kenkéjisko
kodo paplitimg regionuose).

Informacijos saugos ontologijos yra vienas i§ tinkamy informacijos Saltiniy eksper-
tiniy sistemy ziniy bazés formavimui automatizuoti. Egzistuoja pakankamai laisvai priei-
namy informacijos saugos ontologijy (Gao et al., 2013). Ontologijos i$skiriamos kaip pa-
kankamai tiksliis informacijos $altiniai, turintys mazai klaidy. Iki $iol pasitilyti ontologijy
panaudojimo ekspertinése sistemose metodai paremti jy integravimu j ekspertines siste-
mas, o ontologijy transformavimas j Ziniy baze pasitilytas tik specifinéms ontologijoms ir
tik j specifines ekspertines sistemas (Otero-Cerdeira et al., 2015).

Ziniatinklio duomenys, kaip ekspertinés sistemos Ziniy bazés 3altinis, ypa¢ informa-
cijos saugos riziky analizés srityje, yra tinkami, nes tai $altinis, kuriame pirmiausiai patei-
kiama informacija apie kenkéjiska koda (Singh & Singh, 2010). Ziniatinklyje laisvai priei-
nami jvairiis kenkéjisko kodo aprasai, pazeidziamumai ir ataky apraymo 3altiniai. Siame
darbe pasirinkta realiuoju laiku generuojama informacija apie kenkéjiska koda ir jo papli-
tima pagal regionus.

Treciasis pasirinktas ziniy Saltinis — atakos medziai. Atakos medziai skirti darbui su
jvairaus tipo atakomis, jy analize. Kiekviename atakos medyje aprasomi konkrecios ata-
kos vektoriai. Atakos medziai naudingi informacijos saugos rizikos analizei, nes juose gali
biti saugoma jvairi aktuali informacija, pvz., kontrolés priemonés, atakos sudétingumas,
kaina, tikimyb¢ (Fila & Widel, 2020). Taip pat yra pakankamai prieinamy atakos medziy
tekstiniu formatu (Shang et al., 2019), o tai labai palengvina transformacijos uzdavinj.
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2. Automatizuotas ontologijy transformavimo j ekspertinés
sistemos ziniy baze metodas

Siame skyriuje apzvelgiamas automatizuoto saugos ontologijy transformavimo j informa-
cijos saugos ckspertiniy taisykliy ziniy bazés taisykles metodo aprasymas ir jgyvendinimo
rezultatai. Skirtingai nei kiti, iki Siol pasitilyti metodai, jis neintegruoja ontologijy tiesio-
giai | ekspertines sistemas, taciau konvertuoja j joms suprantamas taisykles. Tai leidzia j
ziniy baze transformuoti kelias ontologijas, taip pat atnaujinti Ziniy bazg. Pasitlytas me-
todas ir jo rezultatai buvo publikuoti tarptautiniame Zurnale (Vitkus et al., 2019).

Ontologijy transformavimas j ekspertiniy sistemy ziniy bazés taisykles jgyvendintas
transformuojant OWL 2 RL poaibio ontologijas j RIF taisykles. Gautos RIF taisyklés, pa-
naudojant jau egzistuojancius jrankius, buvo konvertuotos j JESS pagrindu sukurtos eks-
pertinés sistemos Ziniy bazés taisykles (S2.1 pav.).

Sukurta programa

OWL ontologija » OWL 2 RL poaibio —»  Informacija apie
analizé klaidingus
¥ elementus

Konvertuojama j
RIF taisykles

Kitos programos

Konvertuojama j
Produkcines ekspertinés sistemos
taisyklés taisykles

S2.1 pav. Bendrasis pasiiilyto metodo vaizdas

Pagrindiniai metodo taikymo etapai yra Sie:

1. Pirmame etape OWL 2 RL poaibio ontologija transformuojama j RIF tai-
sykles, iSskiriant ir netransformuotinus elementus.

2. Antrajame etape gautos RIF taisyklés konvertuojamos j JESS ekspertinés
sistemos ziniy bazés taisykles.

Gautos RIF taisyklés gali biiti konvertuojamos ir j kity ekspertiniy sistemy Zziniy
bazés taisykles, pvz., XSB, ASP, arba naudojamos tiesiogiai, jeigu ekspertiné sistema pa-
laiko RIF formata.

OWL 2 RL transformacija j RIF paremta ontologijy i$skaidymu j RDF tripletus, ku-
rie, pritaikant konvertavimo Sablonus, transformuojami j RIF taisykles (S2.2 pav.). OWL
2 RL transformavimo j RIF taisykles algoritmo pagrindiniai etapai yra Sie:
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1. Formaty tinkamumo patikrinimas. Ontologijos nuskaitymo pradzioje yra
patikrinama, ar pateiktas failas yra OWL/XML formato. Turint OWL on-
tologija, uzrasyta kitokiu formatu, jg i§ pradziy reikia transformuoti j
OWL/XML formata. Tam jau yra sukurti ir prieinami jvairts jrankiai.

2. RDF triplety sudarymas. Skaitymo metu elementai i§ karto yra analizuo-
jami. Atpazinus OWL 2 RL elementa, jis yra iSsaugomas RDF triplety
formatu (subjektas, predikatas, objektas), kadangi i§ tokio formato yra
lengviausiai sukurti taisykles. Neisskiriamai susijusius elementus gali su-
daryti daugiau nei vienas tripletas. Tokie elementai saugomi sudétiniy
RDF triplety saugykloje.

3. RDEF tripletai transformuojami j RIF taisykles. Tai daroma i§ anksto pa-
ruostais Sablonais, kurie uzpildomi reik§mémis, gaunamomis analizuo-
jant ontologija. Gautos taisyklés visiSkai atitinka RIF Core formata.

Ar XML Ne Hooyl
formatas? klaidos
pranesima
J/Taip L

Patikrinti,
ar
rootNode

Ar XML elementy pabaiga? XML i
elementus Yes pranesSima

RDF ISsaugoti
Ne | tripleta RDF

pagal ——> triplety

XML saugykloje

Skaityti RDF tripletus Sukurti RIF tais' k;%ié RDF tripleto
iS saugyklos pagal Sablona

S2.2 pav. OWL 2 RL transformavimo j RIF algoritmas

Atliekant metodo eksperimentinius bandymus i§ viso buvo transformuota 17 ontolo-
gijy j RIF taisykles, t. y. 15 pavyzdiniy W3C konsorciumo ontologijy bei 2 praktinés on-
tologijos: debesy kompiuterijos saugos ontologija ir informacijos saugos standarty onto-
logija (S2.3 lentelé).
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S2.3 lentelé. Ontologijy transformavimo j ES Ziniy bazés taisykles rezultatai

Ontologija Sékmingai transformuoty taisykliy
dalis

W3C testavimo ontologijos (i§ viso15), atitinkancios 90 % (vidurkis)

OWL 2 RL

Debesy kompiuterijos saugos ontologija 64 %

Informacijos saugos standarty ontologija 60 %

Suformuoty taisykliy dalis labai priklauso nuo pacios ontologijos. Atliekant testus
su W3C ontologijomis, buvo parinktos ontologijos, atitinkancios OWL 2 RL profilj, dél to
i8 jy pavyko gauti dauguma taisykliy, taciau, paémus prakting ontologija, dalis elementy
neatitiko OWL 2 RL poaibio, todél dalis elementy nebuvo atpaZzinti.

Metodo eksperimentinio bandymo metu W3C ontologijos transformuotos tik testa-
vimo tikslais, o kitos dvi ontologijos pritaikytos praktiskai. Atlikus transformacijas, auto-
matiskai buvo sukurta 601 RIF taisyklé i§ Informacijos saugos standarty ontologijos ir 61
taisyklé i§ Debesy kompiuterijos saugos ontologijos, i§ viso 662 automatiskai transfor-
muotos taisyklés i§ abiejy ontologijy. Sios taisyklés buvo importuotos j informacijos sau-
gos rizikos analizés ekspertinés sistemos prototipa, pristatoma 5 skyriuje.

3. Kenkéjisko kodo pasiskirstymo pagal regionus duomeny
integravimas j ekspertinés sistemos ziniy baze geografiskai
priklausanéioms rizikoms vertinti

Siame skyriuje apzvelgiamas pasiiilytas ir jgyvendintas Ziniatinklio duomeny transforma-
vimo j informacijos saugos analizés ekspertiniy sistemy ziniy bazés taisykles metodas. Pa-
sitilytas metodas generuoja ziniy bazés taisykles pagal kenkéjisko kodo aprasus ir jy pasis-
kirstyma regionuose, aprasai pateikti realiojo laiko ataky Zemélapiuose. Pasitilytas metodas
ir jo rezultatai publikuoti tarptautiniame zurnale (Vitkus, Jezukeviciute et al., 2020).
Metodas yra paremtas informacijos surinkimu i§ kibernetiniy ataky realiojo laiko ze-
mélapio, kuriame pateikiama informacija apie kenkéjiskas programas, jy paplitimg regio-
nuose. Metodui jgyvendinti pasirinktas Kaspersky Lab Cyber-Threat Real-Time Map.
Ekspertinés sistemos ziniy bazés taisyklés yra formuojamos iSgaunant informacijg i$ Zi-
niatinklio, nuskaitant informacija i§ HTML zymy (S3.1 pav.).
Pagrindiniai pasitlyto metodo taikymo etapai yra Sie:
1. Siunéiamos HTTPS uzklausos j ziniatinklj.
2. Gaunamas atsakymas i§ ziniatinklio.

3. Analizuojamos HTML Zymos, i§ kuriy reikiama informacija saugoma
SQL duomeny bazéje.
4. SQL duomeny bazéje esanti informacija konvertuojama j JESS eksperti-
nei sistemai suprantama XML formatg.
Sukurtas XML failas importuojamas j JESS pagrindu sukurta eksperting sistema.
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Sukurtas jrankis Vidinis serveris
WEB serveris |
@ HTTPS uzklausos -
HTTPS atsakai
. \
Faktai
Naudotojo Sam )
; protavimo -
P sasaja modulis . e /v
Pq 1 N — " )
a —= — —* Taisyklés
=
Ziniy baze e
—

S3.1 pav. Metodo architektiira

Metodas skaito ziniatinklio HTML koda, iesko aprasyty Zymy, o, juos aptikes, juose
esancig informacijg i§saugo (S3.2 pav.).

Atliekant metodo eksperimentinius bandymus i§ viso buvo nuskaitytos 225 zinia-
tinklio Zymos, 1§ kuriy suformuotas 201 ekspertinés sistemos ziniy bazés jrasas. 24 Zymos
nebuvo nuskaitytos dél ziniatinklio klaidy: zymos buvo tuscios arba nuorodos vedé i ne-
egzistuojancius puslapius. Eksperimentas rodo, kad i§ principo automatinis duomeny i$-
gavimas i$ ziniatinklio svetainiy ir jy transformavimas j ekspertiniy sistemy taisykles yra
jmanomas.

i i Rodyti
Atsisiusti HTML koda) " @ida? TaP | kiaidos
. J pranesima

Ne

[Tikrinti nuorodasHSkaityti HTML] l Skaityti katalogqj

<> Jradyti "NIL"

HTTP 200

Skaityti HTML

ISsaugoti - @

S3.2 pav. Transformacijos i§ HTML algoritmas
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Automatiskai gautos taisyklés buvo importuotos j JESS pagrindu sukurtg informaci-
jos saugos riziky analizés eksperting sistema, kurioje atliktas informacijos saugos rizikos
vertinimas naudojant Sias ziniy bazés taisykles. Rizikos jverciai apskaiéiuoti pagal for-
mule Rizika = Tikimybé * Poveikis. Eksperimento metu buvo renkama informacija apie
kenkéjisko kodo paplitima trijose valstybése: Lietuvoje, Latvijoje, Estijoje (S3.3 pav.).

3 3k 3k 3k ok ok sk ok Ok ok ok ok ok kok ok sk koK kokok sk kR ok kR k ROk OR Sk ROk Rk ok

Impact level: 8.0
3k 3k ok 3k ok ok ok ok ok ok ok koK ok Kok ok ok ok kok ok skokokokok kokok ok kok Rk ok

Risk level (LT): | 160
Risk level (LV): | 97
Risk level (EST): | 104
Platform: | Multi
Percentage of spread (LT): | 20.1
Percentage of spread (LV): | 12.1
Percentage of spread (EST): | 13.04

Virus Name: DangerousObject.Multi.Generic

|
Type: | On-Access Scan
Class: | pangerousObject
Description: | Malicious software is detected by KL Cloud

S3.3 pav. Kenkéjisko kodo rizikos vertinimo pavyzdys Lietuvoje, Latvijoje, Estijoje

Pateiktas pavyzdys rodo, kad kenké¢jiskas kodas gali buti skirtingai paplites skirtin-
gose valstybése, todél ir rizikos lygis yra skirtingas, esant tam pac¢iam poveikiui.

Pagrindinis pasitlyto ir jgyvendinto metodo privalumas yra galimybé turéti nuolat
atnaujinamg ekspertinés sistemos ziniy baze, kurioje pateikiama informacija apie dabarti-
nes grésmes, veikimo platforma, paplitima regionuose. Kadangi metodas paremtas HTML
zymy skaitymu, todél jy pasikeitimas paveikty metodo veikimg. Pasikeitus Ziniatinklyje
naudojamy HTML Zymy pavadinimams reikty atnaujinti jy aprasus ir metoda jgyvendi-
nanc¢iame jrankyje.

4. Atakos medziy duomeny transformavimo ir importavimo j
informacijos saugos riziky analizés ekspertine sistema
metodas

Siame skyriuje apzvelgiamas pasiilytas ir jgyvendintas atakos medziy transformavimo j
informacijos saugos riziky analizés ekspertinés sistemos ziniy baz¢ metodas. Pasiiilytas
metodas transformuoja UATS XML uZraSytus atakos medzius j JESS pagrindu sukurtos
ekspertinés sistemos ziniy bazés taisykles. Pasitilytas metodas ir jo rezultatai publikuojami
tarptautiniame Zurnale (Vitkus, Salter et al., 2020).
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Pasitilytam metodui jgyvendinti buvo sukurtas ATES jrankis, kuris konvertuoja ata-
kos medzius j JESS ekspertinés sistemos Ziniy bazés taisykles (S4.1 pav.).

Nuskaityti AT duomenis | Ar UATS formatas? Ne o z
. XML formatu {Konvertuo(l i UATS naudojant ATTopJ
lTalp /

Nuskaityti AT z = =
, Konvertavimas| Klaidos? Taip  Klaidy Stabdyti
duow::&l;\TES Py skriptu Idy procesa -9@

ISvesties

ATES

duomenys

JESS faktai

Darbiné atmintis
Samprotavimo modulis Atlikti IT saugos rizikos
analize
Paruosta Ziniy
bazés struktara A

JESS

Rizikos analizés

rezultatai ir
rekomendacijos

S4.1 pav. Metodo veiklos diagrama

Pasitilytas metodas gali konvertuoti UATS XML formatu uzrasytus atakos medzius.
Jei turimas formatas yra kitoks, ] UATS XML formatg galima konvertuoti panaudojant jau
egzistuojantj ATTop jrankj. ATES jrankis yra misy Python pagrindu sukurta programa,
skirta metodo praktiniam jgyvendinimui, ji atlieka UATS transformavima j JESS. Trans-
formuotos taisyklés iSvedamos j CLP ir DAT failus (arba vieng sujungtg faila, jei naudo-
tojas taip pasirenka), kurie yra palaikomi JESS ekspertinés sistemos.

UATS transformavimo j JESS Ziniy bazés faktus metu kiekvienas atakos medzio
elementas yra transformuojamas j atskirta Ziniy bazés fakta. Pasitilytas metodas yra uni-
versalus tuo poziiiriu, kad sugeneruotos taisyklés gali biiti panaudotos tiek atskiroje Ziniy
bazéje, tiek Sujungtos j vieng (S4.2 pav.).

Metodo eksperimentinio bandymo metu i§ 22 skirtingy Saltiniy (S; ... Sp), kuriuos
sudaré moksliniai straipsniai ir ADTool atakos medZiy biblioteka, buvo surinkti skirtingi
49 atakos medziai (ATi... ATk). Atakos medziy Sakos ir lapai (N1 ... N;) transformuoti j
faktus (F1 ... F;), o atakos medzio vir§anés j atakos tikslus (A1 ... Ax). Kiekvienas atakos
medis transformuotas j CLIPS taisykles, kurios i§saugotos naujai sugeneruotuose failuose
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(CLP; ... CLPy). Kiekvienas CLP failas saugomas kaip ekspertinés sistemos Ziniy bazé
(KB3 ... KBy), kuri gali buiti importuojama j ekspertines sistemas (ES; ... ESk) arba sujungta
1 vieng ziniy baze¢. Eksperimentinio bandymo metu buvo gauti 875 ekspertinés sistemos
ziniy bazés faktai. Eksperimenty metu visi UATS formato atakos medziai buvo konver-

tuoti sekmingai be klaidy.

\_ \C”’l Swar,  Lae,

A J

v
i KB, i KB, iKBk !
@ =, @, @ . A

vodw \

SSar

S4.2 pav. Pasitilyto metodo struktiiros bendrasis vaizdas

Siekiant parodyti, kad automatiskai sugeneruotos Ziniy bazés taisyklés yra panaudo-
jamos praktiSkai, jos buvo importuotos j JESS pagrindu sukurta eksperting sistemg ir at-
liktas rizikos vertinimas (S4.3 pav.).

ITechn:‘Lcal Impact HIGH: 8.9

Business Impact MEDIUM: 5.8

Probability of success: | 8.9560546875

Technical risk: | 7.6484375
Business risk: | 4.7882734375
Attack name: | Block communication

Description: | How to block communication between an RFID reader and tag

S4.3 pav. Rizikos vertinimo pavyzdys
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Rizikos vertinimo pavyzdyje rizikos jvertis apskai¢iuojamas pagal formule Ri-
zika = Poveikis * Tikimybé. Rizika apvesta raudonu staiakampiu, poveikis Zaliu, o tiki-
mybé — mélynu. Automatiskai sugeneruotos taisyklés taip pat buvo importuotos j 5 sky-
riuje aprasomg informacijos saugos riziky analizés ekspertinés sistemos prototipa.

5. Informacijos saugos riziky analizés ekspertinés sistemos,
skirtos mazoms ir vidutinéms jmonéms, prototipas

Siame skyriuje apzvelgiamas informacijos saugos riziky analizés ekspertinés sistemos,
skirtos smulkaus ir vidutinio dydzio jmonéms (SME), prototipas. Sig eksperting sistema
nuspresta sukurti ir pritaikyti SME siekiant patvirtinti anks¢iau pasitlytus metodus. Ku-
riamos ekspertinés sistemos Ziniy bazé¢ buvo uzpildyta taisyklémis, gautomis anksciau
pristatyty metody eksperimenty metu.

Kuriamai ekspertinei sistemai pasirinktas JESS ekspertiniy sistemy karkasas. EKs-
pertinés sistemos architektira paremta tipine ekspertinés sistemos architektiira (S5.1
pav.).
|

Automated knowledge base formation methods

TS Expert system for Information security risk analysis

Ontologies transformation method
acomponents

acomponents &components

L - - — 13 8 & —|— — | Known facts,

— Knowledge base Dynamic facts base ctored in XML

WEB data integration method

«Components «components

«components
Working memory Inference engine

Attack trees transformation method

«components
User interface

S5.1 pav. Sukurtos ekspertinés sistemos architektiira

Skirtingai nei tipiné ekspertiné sistema, sukurta sistema naudoja dinaming fakty
baze, kurioje i$saugomi jau i$ ankstesniy vertinimy naudotojy pateikti faktai. Jeigu aplin-
kybés tarp vertinimy nekito, naudojami faktai i§ fakty bazés, papildomai nebeuzduodami
susije¢ klausimai.

Sukurta ekspertiné sistema turi aprasytus Siuos penkis jmoniy profilius:

1. Elektroniné komercija.
Programinés jrangos kiirimas.
Dizainas.

Transportas.

Medicina.

a s~ wDd

Dalis klausimy ekspertinéje sistemoje skirti tik konkreciam jmonés profiliui, todél
naudotojui nereikia atsakyti j pagal jmonés profilj neaktualius klausimus. Ekspertinés sis-
temos ziniy bazé buvo suformuota panaudojant taisykles, gautas anksciau pasiiilytais me-
todais, taip pat ir rankines taisykles.
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Siekiant patikrinti ekspertinés sistemos pritaikomuma praktikoje, buvo atlikti riziky
analizés eksperimentai. Eksperimentuose dalyvavo nepriklausomi 8 ekspertai. Eksperty
tinkamumas buvo patikrintas naudojant informacijos saugos srities klausimyna.

Eksperimento metu buvo atlikti dviejy scenarijy vertinimai su skirtingais jmoniy pro-
filiais, 0 S5.2 lenteléje pateikiami pagrindiniai eksperimente naudoti faktai.

S5.2 lentelé. Pagrindiniai eksperimento faktai

Faktai 1 scenarijus 2 scenarijus
Imones profilis El. komercija Programy kiirimas
Darbuotojy skaicius 5 80

Irangos kiekis 20 10

Saugumo politika Ne Taip

Eksperimento metu buvo 30 klausimy, po 15 kiekvienam scenarijui. Kiekvienas i$
scenarijy turéjo po 1 klausima jmonés profiliui nustatyti. Ekspertai turéjo jvertinti rizikas
pagal pateiktus faktus: turto verté, jdiegtos kontrolés priemongés, pricinama jranga ir kita
informacija pagal jmonés profili. Ekspertai taip pat turéjo pateikti vertinimy jvercius ir
rekomendacijas rizikoms valdyti.

Eksperimento rezultatai parodé, kad ekspertiné sistema gali biti naudojama infor-
macijos saugos riziky analizei SME tipo jmonése. Pirmo scenarijaus rezultatai rodo didele
eksperty ir ekspertinés sistemos rezultaty koreliacija (S5.3 pav.).

Rizikos jvertis

O R, N WA U NN 0O

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Klausimo numeris

s Ekspertinés sistemos reikSmé mmmm Eksperty reikSmiy vidurkis
e Standartinis nuokrypis

S5.3 pav. Pirmo scenarijaus rezultatai
Pirmo scenarijaus eksperty ir ekspertinés sistemos riziky jverciy koreliacijos koefi-

cientas—0,949. Antro scenarijaus eksperty ir ekspertinés sistemos riziky ver¢iy koreliacija
yra mazesne, t. y. vidutiné (S5.4 pav.).
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Rizikos jvertis

O P N W b U1 O N

I il
1 2 3 4 7 8 9
Klausimo numeris

.| lllllln![ll
12

B Ekspertinés sistemos reiksmé mmmm Eksperty reikSmiy vidurkis

Standartinis nuokrypis

S5.4 pav. Antro scenarijaus rezultatai

Antro scenarijaus eksperty ir ekspertinés sistemos riziky jver¢iy koreliacijos koefi-
cientas yra 0,588, t. y. koreliacija vidutiné. Toks jvertis yra pakankamas jrodyti eksperti-
nés sistemos praktinio taikymo galimybes. Vertinant abiejy scenarijy eksperty ir eksperti-
nés sistemos riziky jver¢iy koreliavima, koeficientas yra 0,927, t.y. didelé koreliacija.
Taigi, eksperimentas parodé, kad eksperty ir ekspertinés sistemos gauti rezultatai kore-

liuoja.

Eksperimento metu buvo naudojamos automatiskai gautos taisyklés, todél daroma
iSvada, kad anks¢iau pasiiilytais metodais automatiskai gautos taisyklés gali biiti naudoja-
mos praktikoje.

Bendrosios iSvados

1.

Atlikta mokslinés literatiiros apZvalga parodé informacijos saugos rizikos anali-
zés ekspertiniy sistemy ziniy bazés pildymo automatizavimo poreikj, kadangi
klasikiniai neautomatizuoti biidai yra per léti ir brangiis. Dabartiniai moksliniai
tyrimai §ia tema koncentruoti  statiniy duomeny, tokiy kaip ontologijos, integra-
vima, tai néra tinkama daznai besikeiciancioje srityje, tokioje kaip kibernetinis
saugumas. Atlikta mokslinés literatiiros analiz¢ leido patvirtinti, kad ziniy bazés
generavimo tobulinimas turéty buti nukreiptas j egzistuojanciy duomeny trans-
formavima | ziniy bazés taisykles. Atlikus galimy Saltiniy analizg, problemai
spresti pagal atsirinktus kriterijus, tokius kaip tinkamumas informacijos saugai,
pritaikomumas riziky vertinimui, esamy Saltiniy pakankamumas, prieinamumas
tekstiniu formatu ir tinkamumas automatinei transformacijai, buvo pasirinkti trys
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ziniy $altiniai: ontologijos, zZiniatinklio duomenys ir ataky medziai. Atlikus eks-
pertiniy sistemy karkasy analize, pagal apibréztus kriterijus buvo pasirinktas
JESS ekspertinés sistemos karkasas, kuris yra pakankamas Siame darbe iskel-
tiems uzdaviniams jgyvendinti.
Siame darbe buvo pasiilyti ir jgyvendinti trys automatizuoti ekspertiniy sistemy
ziniy bazés generavimo metodai, naudojant jvairius informacijos $altinius: meto-
das, pagristas informacijos saugos ontologijy transformavimu j ekspertiniy sis-
temy ziniy bazés taisykles ir ja papildantis informacijos saugos kontrolés prie-
moniy apraSymas; metodas, pagristas ziniatinklio duomeny, kuriuose yra
kenkéjisko kodo aprasymai, transformavimu j informacijos saugos riziky anali-
z¢és ekspertiniy sistemy ziniy bazés taisykles ir ja papildantis dinamine informa-
cija apie kenkéjisko kodo paplitima pagal regionus; metodas, pagristas ataky me-
dziy i§ jvairiy Saltiniy transformavimu j ziniy bazés taisykles, apimancias
informacijos saugos rizikos vertinimui svarbig informacijg, pvz., grésmés tiki-
mybe, kaing, sudétinguma, grésmés i$naudojimo laikg ir atsakomasias priemo-
nes.

Pasitlyty metody teisingumas uZztikrinamas juos realizuojant, kad automatiskai

generuojamos taisyklés atitikty taisykliy sintaksés ir logikos reikalavimus, 0

veiksmingumas patvirtintas praktiniais eksperimentais, naudojant sukurtg eks-

pertinés sistemos prototipa.

3.1. Metody eksperimentiniy bandymy metu j ziniy bazés taisykles buvo trans-
formuotos 2 praktinés ontologijos, kur automatiskai suformuotos taisyklés
sudaré 60 proc. ir 64 proc. I§ viso buvo automatiskai sugeneruotos 662 tai-
syklés i§ ontologijy. Ziniy bazés formavimo metodu, pagristu Ziniatinklio
duomeny transformavimu, i§ viso automatiskai suformuotas 201 Ziniy bazés
jrasas, kuriame buvo renkami duomenys apie geografiniy kenkéjisky prog-
ramy platinimg 3 Salyse: Lietuvoje, Latvijoje ir Estijoje. Ataky medZziy
transformavimo metu i$ 22 skirtingy Saltiniy surinkti 49 atakos medziai, ku-
rivos transformavus j zZiniy bazés taisykles, gauta ziniy bazé, kurig biity ga-
lima panaudoti 49 kibernetiniy ataky rizikai jvertinti ir pasitilyti daugiau nei
826 galimus valdymo budus.

3.2. Ekspertinés sistemos ziniy bazé buvo sukurta panaudojant automatiskai
gautas ir rankiniu biidu gautas taisykles. Sékmingas tokios ziniy bazés su-
formavimas ir panaudojimas rodo, kad jvairiais biidais gautas taisykles ga-
lima integruoti j vieng zZiniy baze¢. Tolesnis ekspertinés sistemos ir eksperty
atliktas palyginamasis rizikos vertinimas parodé praktinj ekspertinés siste-
mos pritaikomuma mazose ir vidutinio dydzio jmonése, nes ekspertinés sis-
temos ir eksperty rezultatai rodo didelj panasuma: koreliacijos koeficientai
dviejuose scenarijuose buvo lygiis 0,949 ir 0,588 atitinkamai, 0 p reik§més
buvo mazesnés nei 0,05 ir lygios 3,36E-07 ir 0,039, todél galima patvirtinti
eksperty ir eksperty sistemos rezultaty panasuma.
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